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INSIGHT

Fighting Fire with Fire
Megan Palfrey

In 1989, Joe Wellsencountered hisfirst virus: Jerusalem.
Wellsdisassembled thevirus, and from that moment
onward, hasbeenintrigued by the propertiesof these small
piecesof self-replicating code. Inlessthanfiveyearsfrom
thisfirstincident, Wellshasbecome an expert on computer
viruses, andisnow partly responsiblefor the devel opment of
one of the best-known anti-virus products, NAV 3.0.

Genesis

Wells' first brushwith computer virusesdid notimmediately
take himinto acareer inthe datasecurity industry. After
leaving hiscurrent job, he spent eighteen monthsworking as
research editor at abusiness magazine. During that time, his
interest in virusesremained ahobby - but for the fact that he
started to review anti-virusproducts, thismight have
remained the case.

Unsurprisingly, whenwriting reviews, hisexperienceswith
vendorsranged fromoneextremetotheother. Herecalled
two companiessending himtheir ‘ latest’ virusesalongwith
their ‘latest’ scanners. Feeling obliged to befair to other
anti-viruscompanies, Wellssent theviruseshehad received
totwo other vendors, to allow them to amend their products.
Althoughthey gratefully accepted theviruses, they felt
themselvesethically bound not toreleasetheir ownlibraries,
evenif it meant abetter scorein areview of their product.

Even at those early stages, the ethicsof ‘distributing’ viruses
was not confined totheanti-virusindustry. Wellsremembers
acry for help from awoman who asked him to examine her
computer after she had had adisagreement with the‘ consult-
ant” whom she had employed to set up her system. ‘He
insisted on teaching her WordStar, but shewanted
WordPerfect.” recollectsWells. * Shefired him, but he
returned onceto“ finish asetup” . Herebooted her machine
from afloppy disk and |eft. Two dayslater, shewasgreeted
by amessagethat Disk Killer was* processing” her drive. |
gathered evidencefor her, but shewas afraid to pursueit. It
seemed that other “virusthreats’ wereasoinvolved.’

A GrowingPraoblem

It was not long after thisthat Certusand Microcom, the
companieswhich had not passed on any virus samples,
approached Wellswithjob offers. Although heaccepted
Certus’ offer, hiscontact fromMicrocom, Glenn Jordan,
becamehisclosest friend and ally intheindustry.

Wellsstarted at Certusin 1991, asa‘Virus Specialist’.
Soon after hisarrival there, it was decided that anew
product was needed, which would meet the demands of a

burgeoning problem: thus, Novi wasconceived. Hisinvolve-
ment withtheproduct concernedvirus-specificdetection, file
repair, and information systems. Even at thisstage, hewas
moreheavily involved with theresearch sidethan with
programming.

“ Less than one percent of homes
burn down, but | would

recommend that all homes have a
smokedetector”

Among the many tasks Wellswas assigned at Certus, he
wasasked to develop allianceswithintheanti-virus
industry. ThisledtohimbecominginvolvedwithKenvan
Wyk’ sad hoc group, which cooperated in disseminating
anti-virusknowledge. In 1992, they amalgamated with
CARO (Computer Anti-VirusResearch Organisation).

Wellsbelievesthat the CARO cooperativeisone of themost
useful intheindustry: ‘ My rel ationship with CARO has
proven symbiotic, andisquite satisfying, dueto my fact-
processing addiction. Itsstrength liesinthefact that, likea
good marriage or friendship, participantsaretherefor what
they can add, rather than what they can get out of it. Itis
foundedentirely ontrust.’

Mix and Match

Certuswas acquired by Symantecin late 1992, and many of
thetechniqueswhich had been devel oped for Novi went into
Norton Anti-Virus(NAV ) . Theaddition of thePeter Norton
Group’sutility libraries, aswell astheavailability of astaff
of programmersand quality assurance personnel beyondthe
means of Certus, greatly enhanced the systemsbeing
developed for Novi. Wellswasheavily involvedinthe
development of NAV3.0, which (under thenameof ‘virus
sensor’) hasNovi’ sfilewatch builtintoit. The heart of the
NAV 3.0's main scanning engine also has aNovi pedigree: it
isan enhancement of Novi’s‘warp drive'.

AswithNovi, Wells' responsihilitiesinvolvedvirus-specific
systems. Thebasic design of the detection, repair, and
information systemsishis, although shaped and enhanced
by thework of many other programmers.

Symantec’ sinterest intheanti-virusmarketishardly
surprising, according to Wells. Hebelievesthat the anti-
virusmarket isgrowingin proportiontothevirusproblem,
and asthe computer universe acceptsvirusesmoreasafact
of life. Many companies, he says, arealready budgeting for
multipleanti-virusproducts: ‘ M ost peoplewithwhom | deal
already have morethan oneanti-virusproduct, asthey have
morethan one editor, morethan one backup, etc. Asthis
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becomesthenorm, anti-virusproduct concordancebecomes
moreof anissue. Fortunately, nearly all anti-virusproduct
devel opers(except Central Point) haveaccepted responsibil -
ity for keepingtheir product compatiblewith others.’

Although Symantecisafar bigger organisation than Certus,
Wellsisstill very much intouch with the needs and prob-
lemsof the user aswell astechnical developments. Wells
job description at Symantec, according to hismanager
Jimmy Kuo, is‘walking virusencyclopaedia' . A large part
of hisjob (‘Happily!" saysWells) still consistsof answering
virusquestionsand helping users.

Viewson Viruses

‘| tend tolean moretowardsresearch than development,’
said Wells, ‘ but only if theresearch accomplishes something
useful. | once heard knowledgelikenedto apool of water.
Without constant input it stagnates, and without someone
using it, itiswasted. Asaresearch editor and virusre-
searcher, my work seemsalwaysto revolvearound coll ect-
ing, analysing, coordinating, collating, andreleasing
informationfor otherstouse.’

Hefeelsthat virusesare till lessthan a‘ one percent
problem’: lessthan one percent of knownvirusesare
common and are on lessthan one percent of machines- ‘this
isnot to say that the problem isnot critical. Lessthan one
percent of homesburndown, but | would recommend that
all homeshaveasmokedetector,” saysWells. Althoughthe
glut of new virusesis quite out of hand, the number inthe
wildisstill just over 100 and therefore, hefeels, eminently
controllable. Most anti-virusreviewerstoday are‘ stuckin
thescan age’, according to Wells, and have no concept of
how totest and review integrity systems. * So, they keep
feeding their readerstheliethat detectionrateiseverything.’

He seesprevention asbeing moreeffectivethan cure: when
Wellsreceivesanew virus, heinfectsthe system to seewhat
it does, then usesNAV’ sinocul ation system to detect and
repair all theinfections. This, inhisview, isquick, easy, and
effective. Hebelievesthat integrity systemswill betheway
forwardintothenext century, although an anti-virusproduct
should at thevery least know al currently in-the-wild
viruses. It should be ableto clean up asystem, and then
install agoodintegrity management system.

‘Afterinstallation,” heobserved, ‘ thecombinationreal -time
andinteractiveintegrity systemscan handlethenew viruses
that appear.” He believesthat anti-virusproductswill

devel op along both generic and specificlines, but withvirus-
specific detection being crucial only forinstallingamore
intelligent system. Wellsviewsdetection of rarer virusesas
lessimportant, and ableto be donegenerically: ‘Werecently
received 151 new virusesfrom aresearcher, and detected
150 of themwith acurrent “fuzzy” signature.’

Educationisauseful mediuminthefight, but althoughit
helpsusersdeal intelligently with viruses, itisnot thewhole
solution:  Education may limit the number of virusdisasters,

but not the number of incidents,” saysWells. ‘It should be
focused towardspreparing users, dispelling myths, and
maybeteaching computer ethics.’

Per sonal Points

Wellsplansto continuein virusresearch, and hopesto
expand hisinformational roleinthefield, by pursuing more
projectssuch asthe‘IntheWild' and ‘ Frequency’ lists
whichhecurrently collates. Hebelievesthat misinformation
and bad adviceisstill widespread: ‘ Just yesterday | saw a
horrifying post on CompuServe. A virus“ expert” wastelling
auser to use FDISK /MBR to remove M onkey, which would
leavethedisk with scrambled partitioninformation. The
sametrick isoften suggested to remove Form, which doesn’ t
infecttheMBR at all!’

Although heisvehementin hisbelief that virusesarea
problem which must be controlled by any and every means
possible, healsofeelsthat thewriting and perpetration of
virusesisan ethical issue, not alegal one; therefore, he does
not view viruswriting asacrime. However, hewould
probably supportlegislationabout virusprogramming and
virusdamages.

“ productswill develop along
both generic and specific lines,

with virus-specific detection
being crucial only for installing a
moreintelligent system”

‘Evenif suchlegislationfailed topass,’ hesaid, ‘at least it
would succeed inraising afact-based awareness of thevirus
problem. The ERA [Equal RightsAmendment] failed to
passinthe USA, but thediscussionssurroundingit did
much toincrease public knowledgeand changeattitudes
aboutreal problems.’

‘Allinall,” said Wells, ‘ the perspectivel’ vedevelopedin my
career isperhapsabit odd. Asa“techie”, | still use DEBUG
morethan any other tool, but when | read areview that rates
aproduct highly because of theinterface, the editorin me
hasto nod in agreement. For M1 Speoplewho have Windows
on 80% of their systemsand viruseson few, compatibility
and usability arethedominant prerequisites. That perspec-
tive hasbeen acquired both from the views of asmall
company, trying to survive, and from ahugecorporation,
tryingtothrive- twovery different vantage points. | liked the
family feel of asmall company likeCertus, and | missthat.
But, despitethe corporate atmosphere, | prefer thereach of a
company aslarge as Symantec, simply becausetheinforma-
tion| processnow can benefit far morepeople.’

Wellsfightsfirewithfire, bringing hisexpertiseand the
wealth of hisexperienceto bear upon the problemsof the
user. Can he continueto do so?‘Yes,” he promised.
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