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FEATURE

The Real Virus Problem

Jim Bates

Therehasalwayshbeen apressing need for reliableinforma-
tion concerning computer virusactivity inthereal world:
only by accurate assessment of the problem can an effective
defencebecreated. Thanksmainly tothe marketing efforts of
theanti-virusindustry around theworld, thetrue extent of
the problem hasbeen efficiently conceal ed beneath araghag
of pseudo-scientificprojections, surveys, reports, forecasts
and speculations. Herel present thefindingsof arecent
survey of UK computer programmers, conducted without any
input fromthesoftwarevendors.

Vital Statistics

TheinfamousTippett Prediction appearedtoforecast virus
infectionsof galactic proportionsby theend of thiscentury.
Sincethen, most of theinformation concerningvirus
prevalencehaseither been unabashed hyperboleand
exaggerationdesigned primarily tofrightenusersintobuying
aparticular anti-virus package, or smply gatheredinsucha
way astoinvalidatethe statistics.

One of thebiggest problemsinthisareaisthat, following
thegrossly overestimated predictionsabout Michelangelo
prevalence, predictionsfromwithintheindustry areseento
beself-serving at best. Many anti-viruscompaniesexperi-
enced record sal esin the scanning frenzy which preceded
‘Michelangelo Day’ in 1992, and ever since, the public has
beenunderstandably wary of industry-generatedfigures.

Academic discussion of the prosand cons of rareand exotic
virustechniques, coupledwiththemagpiecollection
complex displayed by vendorsand researchersintent upon
playing the numbersgame, may bevery stimulating. Such

(a) 280

e

Breakdown of virustype: (a) Never had avirus. (b) Had aboot
sector virus. (c) Unsureof virustype (d) Had aparasitic virus(e)
Had both boot sector and parasiticviruses.

counting, however, bearslittledirect relevancetothe
problemsfaced by computer users. Similarly irresponsible
attitudesto viruswritersthemselvesencourageawhole
group of prospective‘ researchers’ tothinkit perfectly
acceptabletowritevirusesfor ‘ research purposes’ andthen
passthem onto others, to swell their collections.

Thoseresearchersgenuinely concernedwith helping users
havehadtorely uponverified reportsof virusinfections
coming inthrough their own channels, aswell asupon
occasional statisticsproduced by other trusted organisations
such asthe Police. Until now, thisisall they have had to
enablethemto eval uate the extent of the problem. Wemay,
however, be seeing the beginning of anew trend, with the
publication of theresultsof asurvey conducted by the

I nstitution of Analystsand Programmers(IAP). This
organisationisdedicated tothe promotion of excellence
amongst computer professionals, andtheir survey represents
thefirst truly independent attempt which | have seento
evaluatethereal extent of thevirusproblem.

Settingthe Scene

Several fascinating revel ationsfromtheresultsof thesurvey
confirmthereliability of theapproach adopted by responsi-
bleresearchersinthe UK. First, existing figuresseemto
indicatethat under 2% of known virusesare actually at large
and causing problemsfor real computer users. Second, it
appearsthat thereisaslight preponderance of boot sector
over parasitic viruses, despitethefact that parasitic types
formthevast majority of most collections. Finally, itis
thought that most of thereal problemsarisefrom ahandful
of aged viruses(old, that is, when compared to the age of the
virusproblem).

Thel AP survey consisted of asimplequestionnaire sent out
toaround 2,500 members (mainly inthe UK) and 521 (circa
20%) werereturned. | understand that thisisabetter than
averageresponseto suchthings. Thefigureswhichfollow
include approximate percentages, in order to givean ideaof
just where changesare occurringinthisfield.

IntheWild

Of thosereplying, 280 (54%) reported no virusincidents.
When asked how long ago theinfection occurred, the
remaining 241 were split 166 to 75 (69% to 31%) - the
larger groupindicatinginfection withinthepast year.

Thesurvey then went onto determinewhichtypesof virus
had been noted. Here, 81 (34%) definitely identified boot
sector virusesonly, 56 (23%) said parasitic virusesonly, 41
(17%) experienced both types, and theremaining 63 (26%)
did not know what type of virushad infected their computer.
Therewereeight different boot sector virusesand 14
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different parasitic varietiesreported, soevenif the 63 people
whowereunsure of thetypeall had different viruses
(extremely unlikely), well under 100different viruseswould
havebeenreported at large. Thisseemsto confirmthe
current suggestion of approximately 40to 45 common
virusescausingamost all real-world problems.

A further breakdown of thevirustypesindicated that just
fivevirusesaccounted for around 93% of all boot sector
infections(Form 38%, New Zealand 31%, Michelangelo
9%, Tequila8%, Spanish Telecom 8%) whilst another four
virusescaused around 65% of parasiticinfections(Cascade
26%, Jerusalem 17%, Y ankee Doodle 11%, Dark Avenger
11%). Thusthe overall picture showsthat of the 234 people
who were abletoidentify thevirus, 188 (80%) had been hit
by oneof just nineviruses.

Thisagaintallieswith most observed datafrom other
sources, andisafar cry fromthethreat of ‘thousands of
viruses which somevendorsclaimareinthewild.

“ It would seem from this that an

anti-virus policy aloneisno real
defence against the threat.”

ChangingTimes

Thesurvey reveal ed someinteresting variationsonthe point
at whichinfectionswere noted, and additional analysiswas
made of this. Themost common virusreported from more
than oneyear agowas Tequila(31 instances) followed by
Cascade (14 reports), New Zealand (11) and Form (10).
Sincetherewere 100 reportswithin thistimeframe, these
figuresal so represent percentages. Theresultsfor the past
year show dramatic changes. The most commonvirusnow is
Formwith 41 reports(21%), followed by New Zealand with
31 (16%) and Spanish Telecom with 11 (6%).

Aswell asaobtaining thesefiguresfor actual virusinfections,
userswere al so asked how those affected had dealt with the
problem. Theresponse showed that over 82% had used
proprietary anti-virussoftware, whilearound 14% had dealt
withthe problem in-house. Just 3% had contacted an outside
consultant for further help.

Another seriesof questionsasked how usershandled the
threat of virusinfection. Rather surprisingly, 41% had an
anti-virus policy and had been hit, 41% hadno policy and
had been hit, 13% had no policy and had not been hit, and
the remaining 5% had an anti-virus policy and had not been
hit. It would seem from thisthat an anti-viruspolicy aloneis
no real defenceagainst thethreat. Thetypeof anti-virus
measureswhich usersimplement wereanal ysed asfollows:
10% banned incoming software, 25% had someform of
guarantinearrangement, 30% maintained control of software
sourcesand 27% conducted regul ar softwareaudits.

Helpingwith Enquiries

A final question concerned thereporting of virusattacks.
Thiscontained the biggest surprise - fewer than 6% of the
respondentsactually reported theincidenttothepolice!

Thesefigurescertainly confirmthat avirusproblem does
exist, sincenearly half of all respondentshad experienced an
attack. However, the extent of the problemindicatesthat the
level of user awareness, at least in the UK, has contained the
problemwithin far narrower limitsthan those suggested by
many vendorsof anti-virussoftware.

All thevirusesreported arerelatively simpleones; thereisa
distinct absence of themoreexotic typesbel oved of the
academicresearchersand viruscollectors(Commander
Bomber, Starship, DIR 11, Tremor and so on). It seemsthat
the presence or absence of an anti-viruspolicy haslittle
effectinpreventinginfections. Thiscanonly bedueto poor
implementation and user education: awell designed virus
defecnewill preventinfection.

| was most disappointed to read just how few peoplereport
the problem to the police, asthis has been amajor source of
statistical information onvirusprevalencefor sometime
now. However small their sample may havebeen, its
usefulnessisamply demonstrated by thesimilarity of the
IAP survey. | would urgeall usersto reconsider any policy
which preventsreporting virusoutbreaks.

Eachreportistreatedinthestrictest confidenceand provides
theonly possibility of bringing the perpetratorsto book. I f
you need further information, call theComputer Crime Unit
at New Scotland Yard on +44 (0)71 230 1177.

| am particularly indebted to Michael Ryan, Director General
of Thelnstitution of Analystsand Programmers

(+44 (0)81567 2118), for allowing me accessto these
figuresand analyses.

Form 51

New Zealand Il 42

Tequila 39

Cascade 24

Jerusalem 17

Michelangelo 12

Spanish Telecom 11

Dark Avenger 10

Yankee 10

UK’s*Most unwanted’ list: Thetop ninevirusesaccount for 80%
of all virusoutbreaksamong thosepolled.
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