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EDITORIAL

Better DOSthan DOS?

It has been along wait. The tension has been built dramati-
cally by the marketing men, hyping usersinto astate of
breathless expectation... and now themomentishere. How
can you have anew computer for just £49 asksMlicrosoft?
Easy - install MS-DOS6 on your old machine! Thisoperat-
ing system, usersaretold, isthe one foryou. Why be stuck
withanythingelse?

MS-DOShascomealong way sinceitsbirthin August 1981
- ashasitscreator, Bill Gates (who wasborn even earlier).
Thefirst version of the operating system consisted of 4000
linesof codeand ranin 8 Kbytesof memory.

Thiswaslittle over adecade ago, yet wenow livewitha7

M byte monster of an operating system... which will run most
of thesoftwaredesignedfor itsgreat-great-great-grandfather.
In essence, althoughMS-DOShas been tidied up somewhat
from itshumbl e beginnings, it has not changed much.

MS-DOS6 representsthe next salvointheincreasingly
bitter operating systemwar now being waged between BM
and Microsoft. In thisrelease, Microsoft has upped the
stakesby making the system much lessOS2-friendly. When
DOS 6 wasinstalled on one of theVB test machines, which
hasan OS/2 partition (or rather,had an OS2 partition) the
net result wasto makeOS/2 inaccessible. True, the

product warnstheuser to consult themanual before proceed-
ing, but this*hiccup’ during installation could be seenasa
blatant attack at its nearest competitor. No doubt it occurred
for purely technical reasons.

For along time, third parties supplied the parts of the
operating system whichMicrosoft initsinfinitewisdom had
decided usersdid not need or want. With each rel ease of
MS-DOS, Microsoft examined which add-onsuserswere
prepared to pay for and built them in to the operating system.
After all, what easier means of market research thanto let
someoneelsedoit for you.

Between the release of DOS 5 and DOS 6,Microsoft has
clearly been examiningwhich extrautilitiesaresellingwell.
Thethreelatest bolt-on goodiesaredisk compression,
backupfacilitiesand anti-virussoftware (the current
boomtimeindustry).

Itisnot difficult to seewhy adding disk compression
software and decent backup facilitiesisagood thing - and a
good selling point. After all, the operating system isthe
sensibleplacefor both.

However, the question of whether there should be any anti-
virusutilitiesincluded inthe operating systemismuch
more thorny.

Thefirst pointisthat for the ordinary computer user with no
anti-virus software, MS-DOS6 isavery good buy indeed. It
will stop the Form virus, itisgoing to prevent the spread of
Cascade- indeed, itisentirely possiblethat it will causea
gradual decreaseinthe numbersof common viruseswhich
areinthewild.

Itisall too easy for computer security practitionersto seeno
further than thewallsof their ivory tower, and forgetwhat is
goingoninthereal world. Thevast majority of usershave
absolutely no knowledge of computer virusesandhever ever
take abackup. All the arguments about good security
practicesand updatefrequency suddenly becomeredundant.
Someprotectionisbetter than none.

Of coursethereare problemswith theanti-viruscomponents
of MS-DOS- it would befoolish to say thiswas not the case:
itwill betargeted, anditisnot particularly difficult to
subvert. Of coursethere areworries about the ageand
frequency of theupdates, but for the single user, it still
representsat | east some protection against viruses.

Companiesmay haveacompletely different view of built-in
viruscounter-measures. Onewould beill-advised to basethe
security of any important systemonthereliability ofMSAV.
Indeed, thereview inthismonth’ sVirusBulletinbringsto
light one of MSAV’ shiggest weaknesses: itsage. The
product performed worsethantheversion of CPAV exam-
ined in the January 1993 edition of VB - hardly aresult to
inspirecustomer confidence.

Apartfromworriesabout itsrather antiquevirusrecognition
capability, usershaveto be aware thatany anti-virusfeatures
builtintothe operating systemwill be specifically targeted.
Wouldyoutrust anintegrity checker of whichyouknew
every viruswriter owned acopy?

Itisimpossibleto upgrade theM S-DOSoperating system
and suddenly beimmuneto all forms of computer virus.
Eventhoughitispossibleto makereasonably good generic
virusdetection software, thevery nature ofMS-DOSmakes
thisapproachinherently insecure. By effectively handing out
copiesof thedoor locksto all would-beburglars, oneis
weakening thesecurity of one’ shouse.

Thesituation may improvewiththearrival of the next
generation operating systems. They areunlikely tobemuch
more secure, but it isprobablethat it will besignificantly
harder to writevirusesexploiting their weaknesses. Cometo
that, they will be much moredifficult to writeanything for
them. Still, that isavery small priceto pay. Isn'tit?
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NEWS

PoppingUp

Dr Joseph Popp hasbeen found guilty of ‘ attempted
extorsion’ by acourtin Rome. Dr Popp, who was accused of
being the man behind theinfamous Aids diskette case, has
been sentenced to atwo and ahalf yearsimprisonment.

Popp wastriedin absentia, and therefore has sixty daysin
whichtolodge an appeal. If no such appeal isreceived
within thistime, the sentenceisfixed.

Poppwasoriginally extradited to the UK to facecharges
concerning thiscase, but waseventually ruled unfit to plead
and was sent back to the USA. Thisisthefirst successful
case brought against himin respect of theincident.

Jim Bates, who wasinvolved in the attempt by the British
authoritiesto bring Dr Popp to aUK court, said ‘| am
delighted that the hard work put in by both myself and the
policehasfinally resultedinaconviction’. Sourceshave
informedVirusBulletinthat part of the evidence used
against Popp inthetrial wasan Italian translation of Bates
report onthe Aidsdisk.

Thissentence meansthat theauthoritieswill immediately be
looking for Popp. For along period after the original Aids
Disketteincident, hiswhereaboutswere not known.

However, theltalianjudiciary need not ook far, because

according to areport in an American magazine, Dr Poppis
aliveandwell and livingin L ake Jackson, Texas, where he
iswriting abook. Popp has declined to disclose any details

Virus Prevalence Table - March 1993
Viruses reported to VB during March 1993.
Virus Incidents (%) Reports
Form 22 33.3%
New Zealand 2 8 12.1%
Spanish Telecom 6 9.1%
Tequila 5 7.6%
Cascade 4 6.1%
Joshi 4 6.1%
BFD-451 3 4.5%
Helloween 3 4.5%
Yankee 3 4.5%
1575 2 3.0%
Michelangelo 2 3.0%
Vacsina 2 3.0%
DIR-II 1 1.5%
Nolnt 1 1.5%
Total 66 100.0%

of hisforthcomingoauvreuntil heisready to haveit pub-
lished, but itisbelieved to be non-fiction, writtenfor a
general audience, alongthelinesof ‘I'mOK, You'reOK’.
With approximately fifty untried casesagainst Popp still to
be heard, this seemsamost unlikely statementt

INMEMORIAM
DavidLindsay

VirusBulletinissaddened to record the
death of David Lindsay on 8th April.
Lindsay, amember of thisjournal’s
editorial board sincethevery first
edition, had been asource of help and
adviceforVBovertheyears.

Lindsay joinedDigital Equipment
Company Ltdin 1985 asits UK
security manager, bringingwithhima
wealth of knowledgeand experience.
Atthistime, Lindsay wasalready
activeinseveral UK computer security

committees. Unlikemany othersinthe
ITworld, heexcelledin (and even
enjoyed) theintricaciesand detail sof
policies, standardsand procedures.

In1989 Lindsay transferredto a
positioninwhich hisactivitieswere
focused on establishing and re-shaping
Digital’ seuropean security policies. In
thiscapacity, Lindsay joinedthenewly
established European Security Pro-
grammeOffice.

Among hisachievementswhileat
Digital werehisinvolvementinthe
1990 Computer Misuse Act, and his
activemembership of several computer

security groupsincludingtheBCS
Security Committeeand thel FIP/
Security Organising Committee.

Lindsay left Digital in 1992 but
continued to maintain closeassocia-
tionwith hiscolleaguesand friends
there. Hewaswell respected and
liked by all who had the pleasure of
working with him, and will be
remembered for hisunselfish and
aboveall fair contributionsto compu-
ter security inthe UK.

VirusBulletinwishesto extend its
sincerecondol encesto hiswidow,
Celia, and hisdaughter, Fiona.
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McAfeeM akesa Deal ?

Thosewatching theMcAfeev. Imagelinecasewill be
interested to learn that the case did not cometotrial as
expected last month.

Thisindicatesthat the two companiesreached some sort of
settlement outside court. However, theexact detail sof the
settlement have not been made public, and both sides of the
case have stated that they have‘ No comment’ to make.

However, sources closeto the case have specul ated that the
settlement may well be* substantial’. Thisfollowslast
month’ s newsthatImagelinehad settled its case with
ParsonsTechnology.

The exact terms of the settlement madewithParsonsare
not publicly available, but itisrumoured that no money
was involvedO

Dirty Macs

Two new viruseswritten for theApple Macintosh have been
found. Thefirstvirus, named INIT-17, affectsalIMacintosh
computersunder both System 6 and System 7.

Theinfectionisaccomplished by altering existing program
code, but dueto the bugsin the routine and the way the virus
aterssystemfiles, it may cause damagein someinstances.

Thetrigger routinedisplaysan alert message in awindow
entitled ‘' From the depths of Cyberspace’ thefirsttimea
machineisrebooted after 6:06:06 pm, 31st October’93.

Thesecond virusisnamed INIT-M. It ismaliciousand may
causeseveredamagetothosesystemsaffected.

Thevirusisonly activeunder System 7. It replicates
when applicationfilesarerunandislikely to spread
extensively. Theinfectionisaccomplished by altering
existing programcode.

Extensivedamageto systemsoccurson Friday 13th. Files
and foldersare renamed to random text strings, creation and
maodification datesare changed, andfile creator and type
information are scrambl ed. After thetrigger routine has
executed, recovery isextremely difficult.

When present on an infected system, thevirusmay interfere
with the proper display of someapplication window opera-
tions. It will createafilenamed ‘ FSV Prefs' inthe Prefer-
encesfolder.

M ost anti-virus packagesfor theMacintosh have been
updated to detect these new viruses, and usersare advised to
obtain new copies as soon as possibled

VIRUSBULLETIN
EDUCATION, TRAINING
AND
AWARENESSPRESENTATIONS

Education, training and awareness are essential to an
integrated campaign to minimisethethreat of
computer virusesand malicioussoftware.

VirusBulletin has prepared arange of presentations
designed toinform usersand/or line management
about thisthreat and the measures necessary to
minimiseit. Thestandard presentation format
consistsof aninety minutelecture supported by
35mm slides. Thisisfollowed by aquestion and
answer session.

Throughout the presentations, technical jargonis

kept to aminimum and key conceptsare explainedin
accuratebut easily understood language. However, a
familiarity with basicMS-DOSfunctionsisassumed.

Presentationscan betailored to comply withindi-
vidual company requirementsand rangefrom abasic
introductiontothesubject (suitablefor relatively
inexperienced users) toamoredetailed examination
of technical developmentsand availablecounter-
measures (suitablefor M1Sdepartments).

Theaim of the basic courseisto increase user
awareness about computer virusesand other mali-
cioussoftwarewithout inducing counterproductive
‘paranoid . Thethreatisexplainedincomprehensible
terms, and straightforward, provenand easily-
implemented countermeasuresaredemonstrated.

Anadvanced course, which will assist linemanage-
ment and DP staff, outlinesvarious procedural and
softwareapproachestovirusprevention, detection
andrecovery.

Thepresentationsareoffered free of chargeexcept for
reimbursement for travel and any accommodation or
subsistenceexpensesincurred.

Informationisavailablefrom TheEditor Virus
Bulletin, UK. Tel. +44 235 555139.
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IBM PC VIRUSES (UPDATE)

Updates and amendmentsto theVirus Bulletin Table of Known IBM PC Virusesas of 24th April 1993. Each entry consists of the
virus' name, itsaliases (if any) and thevirustype. Thisisfollowed by ashort description (if available) and a24-byte hexadecimal
search pattern to detect the presence of theviruswith adisk utility or preferably adedicated scanner which containsauser-
updatablepatternlibrary.

Known Viruses

10 past 3.B - CR: A 789 byte variant, which is detected by the 10 past 3 pattern.
ARCV.Lurve- CR: A 718 bytevirus.
ARCV. Lurve 74F6 8836 AEO3 ESDO FFB4 40B9 CEO2 BAO5 01E8 C3FF E8CB FFC3

Civil War - CN: First we had Dark Avenger, then Dark Angel and now Dark Helmet... or so claimsthe text string inside thisvirus
which reads‘ Civil War, (c) 1992 Dark Helmet'. Otherwise, thisis an unremarkable 244 byte virus.

avil Var 80EL1 2F80 F901 5974 4A51 523E 8BOE FOO1 B43F B903 008D 96EB
CV4, Comvirus1.0- CN: A simple, 321 byte virus. Infected programswill display thetext ‘ Thisfileinfected with COMVIRUS 1.0'.
Convi rus C746 FBFA FABS 0042 33C9 8BDL CD21 B440 B905 008D 56F8 CD21

Danish Tiny.Wild Thing- CN: This 289 byte variant contains a text message claiming the author is* Admiral Bailey’, amember of
the YAM group.

W1 d Thing 8BD7 B902 00B4 3FCD 2181 3007 0874 43B3 0242 3309 3302 21
Dreamer - CR: This 4808 byte virus has been distributed in certain quarters under the name ‘Hitler’, and it includes the text ‘ Hitler
Virusby Dreamer/DY .

Dr earrer 9080 FCl1 74B3 80FC 1274 AE3D AB42 7505 9DF8 CA02 003D 004B
Dutch Tiny.122- ER: Anunusual virus. It infectsonly EXE files, but they areinfected as COM files, by overwriting thefirst 3 bytes

with aJMP and appending the virus code. Obviously, infected programswill not work properly. A 124 byte variant with the same
behaviour exists, which can be detected with the same search string.

Dutch Tiny.122 5253 501E 3D00 4B75 35B8 023D ESE7 FF72 2093 OELF B43F CD21

Frajer - CN: A 649 bytevirus, awaiting analysis. ‘ Frajer’ can beloosely translated from Croation slang as‘ Cad'.
Fraj er BAOO 0103 D6B4 40CD 2133 (933 D232 Q0B4 42CD 21B9 0500 BAGC

Fumble.D - CR: A 867 byte variant of thisvirus, which was previously called Typo. Detected with the Fumble (Typo) pattern.

Hitchcock.1238- CR: Similar to the variant reported earlier, but 9 bytes shorter. It is not certain whether thisisan older or younger
variant, but it was probably written by the same author asthe original, it plays the same tune and is detected with the same pattern.

Hoa- CER: A 950 byte virus containing the following text in encrypted form: ‘ This playgame waswriten by Nguyen The Quang,
NacentraCo...101 -Hai BaTrung, St.1 - HoChiMinh City, Phone: 96282 .... Press any key to Continue!’. Awaiting full analysis.

Hoa 80FC CE75 04B8 0821 CFFC 5506 BD23 OOFA E810 02FB 2EC6 0622
Intrep - CER: A 946 bytevirus, awaiting analysis.
Intrep 578B FA8B 055F 3B85 7201 7402 F8C3 F9C3 E843 0072 O3E9 90FD
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Jerusalem.Glory - CER: A 1831 byte variant, which seemsto have been modified significantly - perhapsin order to avoid detection.
Qory 7FF2 AE26 3805 EOF9 8BD7 83C2 03BB 6602 061F OEO7 B800 4BOC

July 13th.1199- EN: Thisvirusistwo bytes shorter than the original, but otherwise very similar.
July 13.1199 2EA0 1200 3490 BE12 00B9 AF04 2E30 0446 E2FA

Liquid - CN: A 599 byte virus, which only works on’ 286 machines and above.
Li qui d 8BD6 81C2 0102 E83F FFB8 0040 CD21 72DC BADO 00B9 0000 B802

M arauder .860.B - CER: Thisisaminor variant of the Marauder.860 virus, with the differences not visible unlessthe virusis
decrypted. Thisvariant is detected in the sameway asthe original virus.

PrintMonster - CR: A 853 bytevirus, containing the string ‘ PrintM onster30’, which interferes with printer operation.

Pri nt Monst er 9C80 FC1A 7415 80FC 0075 O0A3C 2072 063C 7B73 0204 022E FF1E
Russian Tiny - CR: A large number of small viruses of East-European (probably Russian) origin has been reported recently. Dueto
classification and naming problemsit has been decided to move them all to the‘ Russian-Tiny’ pseudo-family, with any groupsthat can
beidentified classified as sub-families, asfollows. Theoriginal ‘ Russian Tiny’ isnow Russian Tiny.A.131, ‘CC’ isRussian
Tiny.B.145, anew C sub-family contains 145, 146,150 and 157 byte variants, the D sub-family contains 129, 130 and 132 byte variants
(The pattern for Russian Tiny.D isfound in all three variants) and finally, the 127 and 143 byte viruses are in the E and F sub-families.

RussTi ny. C. 146 80FC 4B75 5B3C CC75 0558 57A5 A5CF 5053 521E B802 3DCD 2172
RussTi ny. C. 150 80FC 4B75 5D3C CC75 0558 57A5 A5CF 5053 521E B802 3DCD 2172
RussTi ny. D 5080 F44B 7542 5352 1EBS 023D CD21 7235 930E 1FB4 3F99 BI04
RussTi ny. F. 143 5053 521E 80EC 4B75 47B8 023D CD21 7240 93B9 0400 OELF 3302
Shaman - CN: The name of thissimple 251 byte virusisderived from thetext ‘DemoVirusv1.0 Copyright (c) 20.8.1991 by Shaman'’.
Shanan 8B04 A3C5 01B4 40BA 0001 B9FB 00CD 2172 185A B440 8BOC (D21
Simple 1992 - CR: This 424 byte virus actually includesthetext ‘ SIMPLE 1992 (c)’, and (big surprise) it isarather simplevirus,
probably writtenin 1992.
Sinpl e 1992 BAOO EACD 218B DBB4 40BA 0001 2E8B OE03 01CD 21B4 3ECD 2172
Sinep - CR: A 644 byte Russian virus, awaiting analysis.
Si nep FCFA F32E A4FB 80FC 4B74 3880 FCAC 7409 80FC 3174 040A EA75
Star One- CN: A simple, 222 bytevirus. Two improved variants of it are known: Cybertech A (1076 bytes) and Cybertech B (1215
bytes). Both these variants are encrypted, and able to infect EXE filesaswell.

Star One 2D03 002E 8986 D600 B440 8066 04B9 DEOO CD21 B80O 42E8 DBFF
Cyber Tech A E800 005D 83ED 0750 8DB6 1B0O0 89F7 BI91D 04AC 34?7? AAE2 FA
Cyber Tech B E800 005D 83ED 0750 8DB6 1BO0 89F7 B9AS 04AC 34?7? AAE2 FA

SVC 5.0- CER: Similar to the B variant, it has the same size and is detected with the same pattern.

Timid - CN: Two new members of the Timid family have been found, with infective lengths of 513 and 526 bytes. They are detected
with the Timid.306 patterns. Both variants contain bugs, and infected programs may crash.

Trivial.44.B - CN: Y et another simple, overwriting virus.
Trivial 44B 023D BA9E 00CD 21B9 2CQ00 8D16 0001 B440 CDR1 B43E CD21 B44F
Uruk-Hai - CR: A family of several viruses, 300, 361 and 394 byteslong. Theviruses are probably of Russian origin.

Ur uk- Hai . 300 6050 3D00 4B75 65B8 0043 CD7B 80E1 3EB8 0143 CD7B B802 3DCD
Ur uk- Hai . 361 6050 3D00 4B75 62B8 0043 CD7B 80E1 3EB8 0143 CD7B B802 3DCD
Ur uk- Hai . 394 5052 5351 1E3D 004B 7503 E836 001F 595B 5A58 EBE7 B0O03 CFBB

VCL .481- CEN: An encrypted, overwriting, 481 byte virus, which should be detectable by any program that can detect V CL -generated
decryptionloops.

VCL .Dome- EN: A 546 byte, overwriting virus. Infected programs may display thetext ‘ Divide Overflow’.

VCL. Dorre B41A 8D66 80CD 21B4 4EB9 1000 BA34 02CD 2172 2780 7E95 1075

Youth.Hannibal - CR: Thisvariant isclosely related to the Futhark variant, but it contains the text ‘ (c) Hannibal Lechter’.
Hanni bal 80FC 1274 BB80 FCAE 74B9 80FC 4F74 BA42E 803E 8301 0074 03E9

Zaphod - CN: A 399 bytes virus which does not seem to do anything remarkable. Awaiting full analysis.
Zaphod 03F0 B905 008A 253A 2475 0746 47E2 F6EB 7290 SEBS 0042 8BOC
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INSIGHT

Bates: Bluesand Roots

Oneof thejoysof being avirusresearcher isthat oneisnot
necessarily tied to an officein the centre of town. Jim Bates,
the author of theVISAnti-virusUtilitiesisliving proof of
this.‘1t'seasy tofind me’, Bateshad explained earlier, ‘ go
over thefirst cattlegrid, and we'rejust behind theold Hall’ .

Atfirst glanceitisdifficult to believethat ahigh-tech
industry isrunfrom theserather bucolic surroundings.
However, Batesisawell known figureintheanti-virus
community and, asasax-toting, plain-speaking, jazz-playing
researcher, isacolourful character.

Gettingln

Likesomany othersintheindustry, Batesbecameinvolved
right at the beginning of thevirusproblem. ‘A chapin

L eicester sent meacopy of Brainand | decided to takeit
apart. It took methree daysto doit. | wrote areport about it
and sent it to afew magazines. Next, | received acopy of
Italian, and then Jerusalem. Each time | wrote ashort report.
Asl| did so, more and more peopl e started to send me
viruses. It started off asaspare-time occupation.’

Batesdid notimmediately produceacommercial package. ‘|
feel uncomfortableabout chargingfor anti-virussoftware.
It’sabit like seeing somebody who isdrowning in the canal,
and asking for atenner beforeyou savethem. Thefirst thing
| wrotewasasimple scanner for pattern recognition. The
next thing | wrotewas calledSCAN-X. It was an unusual
product, becauseit was designed towork in aninfected
environment. After afew weeks, | got acall from ajournalist
whowanted toincludeitinareview. To my surpriseit came
top intermsof speed and accuracy, and | started to get alot
of callsasking for copiesof it.’

‘| started up theVirus Information Service (VIS) - theidea
was people paid asubscription and | kept them up to date
about particular viruses and softwareto detect them. From
therethewholething just snowballed. | still get callsthat
SCAN-X hasreported an error or detected avirus- and it
must bethreeor four yearsold by now!”

Trust Me, I'man ‘Expert’

Batesbelievesthat thelack of independencewithinthe
industry isaserious problem. ‘When | was setting upVIS, |
asked around variousgovernment agenciesand companiesto
seeif they would fund someindependent researchinto
computer viruses. | still feel that thisindustry badly needs

somegenuineindependent input - something which doesnot
involveanyonewithacommercial interestinthevirus
problem. Whiletherearealot of very good researcherswho
keep their commercial interest to oneside, thereare others
who don’t, and asfar asthe usersare concerned, we all get
tarred with the sasme brush.’

This*self-interest’, Batesbelieves, islargely responsiblefor
thelack of education of computer users. ‘ When an anti-virus
vendor putsout an alert about aparticular virus, it' safairly
common reaction for the user to say “Well, don’t you write
the viruses?’ or “Of course, you want to panic people.” It's
very difficult to put out an aert, if people know that you are
sellingananti-virusproduct.’

Reviewing Reviews...

Oneof the biggest problemswith anti-virus softwareisthat
usershavenoway of reviewing it themselves- they canonly
trust reviews published by others. ‘ If | wasever in asitua-
tionwherel didn’t need to sell anti-virus software, I’d liketo
set up anindependent anti-virussoftwarereview centre’ says
Bates. ‘ Thereissomevery good software out there, but there
isalso someincredibly bad software. If | wasto review
software, | would get thereply, “Well you' re bound to say
that, it’scompeting against your product” .’

‘Theproblemis, inorder toreview anti-virussoftware, you
can'tjustlook at it and say “ Thisisapretty interface, and it
doesthis, this, thisand this.” The only way you can check
whether anti-virus softwareisany goodisto runin against
actual virusinfection conditions. Throw away thelibrary of
God-knows-how-many-thousand viruseseveryoneclaimsto
have. Bring in arange of viruses chosen because of their
different capabilities. Each one of those could beintroduced
toamachine under arange of different conditionsto see how
the software coped withit. It' san enormousholein the
industry whichbadly needsfilling.’

Productsand Problems

Bates' product has not fared too well at the hands of the
reviewer inrecent months. Doeshe have anything to say?
‘Themain criticismisone of speed, whichisbeing ad-
dressed. Thenew version [version 4] wasundertaken by a
programming team rather than by me, sincel seemto be
spending so much timein non-virusrelated areas. I'm
hoping in the not-too-distant futureto betaking control of
thedevelopmentagain.’

Batesischaracteristically not afraid to admit hisown
mistakes: ‘ My concernisthat my reputation for high-speed
and accuracy has perhaps been compromised. | think | paid
too much attention to the bells and whistles and not enough
tothe meat of thething. Theonly reasonfor thedelay inthis
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Bates:' My userscomefirst.’

isbecause of arange of new developments. Rather than
make the changes one at atime, | want to do the whole thing
withabang'.

Aidingand Abetting

Batestypically undersellshiscontributiontothefight
against computer crime. For example hewasinstrumental in
thefight to bring Dr Poppto justice. ‘When the Aids disk
situation broke, it happened that | was feedingPC Business
World articlesand information about virusesin general.
They started to receivelettersabout adisk which their
readers believed had been sent out by them. They sent mea
copy of thedisk by Red Star, and it fairly soon became
apparent that thisthing had an unusual installation routine.
Thefirst thing | did wasto write a program that would
removetheinstallation.’

‘The number of phone callsthat we received went up and up,
and it soon became clear that thiswasamajor incident. The
Aidsdisk contained 146 K bytes of codewrittenin ahigh
level language - not an easy thing to take apart. However, |
got lucky, and eventually cracked it, and wroteacure
program. | didn’t chargefor the cure program, because | felt
thatif | charged for the solution | would be no better than the
guy that wroteit. Sincethen, I’veread that | got paid
thousands of poundsfor thework | did. If only!’

Law and Order

Ever sincethiscase, Bates has been astalwart supporter of
theBritish Policeforce, assisting in numerousraidsand
casesall over Britain. Typically, Batesdoes not mention that
thevast majority of thiswork has been donefor no personal
gainwhatsoever. ‘ Thepolicethemselvesdon’t maintaintheir
own expert staff. If they aregoing in somewherewitha

VAX they will bringinaVAX expert. If they aredealing
with PC’sthen they will call meand ask if | can liaisewith
theappropriateforce.’

Thispolicework takesagreat deal of time. Doesit encroach
on hisother duties?' Not at all’ helaughs, ‘ It sabsolutely
fascinating work, and | have tremendousrespect for the
officersdoingitinvery difficult conditions.’

Bates' viewsonviruswritersarewell known, and heisnot
afraid to be outspoken. My passionistheviruswriters.
They have no conception of what itisthey aredestroying.
Thedistancecomputershave comeinmy lifetimeisincred-
ible - theamount of power computers have now compared to
what they had only twenty yearsagoisamost frightening.

It’ sfairly obviousthat the destruction of trust that thevirus
writershave caused ismassive. Hackersare onething -

they’ relikethieves, they haveto doit themselves. But a
viruswriter - it’ slikeintroducing poison into awater supply.
Itissuch mindlessvandalism. | don’t understand it.’

TheWay Ahead

Asking an anti-virusresearcher for aprediction of thefuture
isan instant way to stop him from talking. Bateswas
suitably circumspect about what the next few yearswould
bring. ‘I'mvery wary of predictions. It dependsonwhich
day you catchme. Somedays| feel very depressed and |
think that thingswill get steadily worse and worse. On the
other hand, | feel that we arein anindustry where the better
partsrespond to pressure. At the moment, they have uson
therun, but my feeling isthat things are starting to swing.’

‘| think the future hasto be generic. With avirus-aware
integrity checking package, if it tellsyou something has
changed then you know it isbecause of avirus. | did seea
message on aBBS somewhere, from asupposed virus
researcher, whichsaid‘‘lookingfor virus-likeactivity is
futile. Virusesdo the samethingsother programsdo.”” This
isnot true- virusesreplicate. | firmly believegeneric
integrity checkingistheway forward - something which
checkstheintegrity of the system aswell asthefiles.’

Final Thoughts

Inamarket driven by hype, Bates' claimsaredifferent from
many of hiscompetitors': ‘ If somebody saidto me*‘ how
many virusesdoesyour packagefind?’, my responsewould
be “the one your machineisinfected with.” - and that is all
it needstofind. | don’t care how many viruses people have
incollections- I'm not interested intheir collections. I'm
interested in the user’ smachine. At theend of theday heis
theguy that | am trying to help. I’'m not trying to help
reviewers, or magazinesor anti-virushouses; it’ snot even
doneprimarily to help thepolice. My userscomefirst.’
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Eugene Kaspersky and Vadim Bogdanov

TheVolgaVirusFamily

Thevast majority of all virustrigger routinessimply involve
either displaying asilly message, overwritingthehard drive
or both. Indeed, whilevirus authors seem to spend agreat of
timethinking of new waysto infect asystem, littlethought
ever seemsto be given to thetrigger routine, whichisthe
virus raisond’etre. Unfortunately theVolgavirusfamilyis
an exceptiontothisrule.

Thefamily consistsof several variantswhich areall related
totheNew Zealand |1 virus. They werediscoveredinthe
Volgograd State University in Russia, and areinternally
dated from July 1991 to theend of April 1992. All of the
membersof theV olgafamily occupy one disk sector, and
takeup oneor two Kilobytesof memory whenresident.

Operation

Thereisnothing particularly novel about theway theVolga
virusesreplicate. When amachineisbooted from aninfected
hard or floppy drive, thevirusinstallsitself into high
addresses of system memory, then checksthe hard disk

M aster Boot Record to seewhether itisinfected.

If the hard disk is hot infected, the virus uses a standard boot
sector virusinfectionroutine. Theoriginal contentsof the
MBSisencrypted and stored in an unused sector of the hard
drive, and theviruscodeisinsertedinitsplace. The
encryptionalgorithmsvary between different membersof
Volgavirusfamily. Oncethevirusisresident, it hooksINT
13h, and infects any suitable floppy disksplaced inthedisk
drives. Noneof thisisparticularly noteworthy, however the
Volgafamily of virusesisinteresting because of an unusual
(and extremely annoying) trigger routine.

DestructiveTrigger

All thevirusesintheV olgafamily havetheunfortunate side-
effect that onceaPCisinfected, itisvery difficultto recover
theinformation stored on thedrive. Even after thevirushas
been removed from themachine, afurther clean-up proce-
dureisrequiredtorestorenormal functionality.

Thevirusauthor usesthefact that thefixed disk controller
storesaerror correction code (usually four or six bytesin
length) at the end of every sector. Thedisk controller uses
thisinformationfor error checking and error correction of the
datastored withinthat sector.

If the extrainformation stored at the end of a sector isnot
what the disk controller expects, then an error codeis
returned, and theread request fails. However, IBM was
prepared for thiseventuality and implemented acall which
allowssoftwareto read the entire contents of asector,
including thisextrainformation.

When oneof theVolgavirusesisresident, itinterceptscalls
to INT 13h and substitutesthetwo calls

I NT 13h, AH=02h
I NT 13h, AH=03h
with

read disk sector(s)

writedisk sector(s)

I NT 13h, AH=0Ah
I NT 13h, AH=0Bh

These substituted call suse exactly the sameregistersand
return the samevalues, so no additional programming needs
to bedoneto ensurethat the read long callsfunction cor-
rectly. However, thisisaprocessfraught with potential
pitfalls. ThelBM BIOSInterface Technical Reference
Manual statesthat servicesOAhand OBh are ‘reserved for
diagnostics’, and that these calls should be used with care.

read long hard disk sector(s)

writelong hard disk sector(s)

“the time taken to recover data
fromthe hard drive classesit as
one of themost irritating virusesin
thewild”

TheTrigger in Action

Thereforewhenan INT 13hwriterequest isissued, thevirus
interceptsthecall and changesitinto a‘writelong sector’
call. Asdiscussed above, this meansthat the sector isno
longer readable by standard callsto the BIOS.

However, whenthevirusismemory-resident, all read
requests (INT 13h, AH=02h) arealtered to ‘ read long sector’
requests (INT 13h, AH=0Ah). This‘read long sector’ call
will read not only sectorswhich have been altered by the
virus, but sectorswhich have been written by DOSinthe
standard format. Aslong asthevirusis memory-resident the
computer will appear tooperatenormally.

Thecatchisthat if the hard disk isaccessed without the
virusmemory-resident (either after clean booting or after the
machine hasbeen disinfected) the standard DOSfunctions
will not be capabl e of reading therewritten long sectors.
Thisoccursbecausethe standard INT 13h call cannot read
thesealtered sectorscorrectly.
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Eventhoughitisrelatively easy to disinfect machines
infected with theseviruses, recovering the datastored on Jim Bates

affected hard drivesisatricky task, best carried out by a
programwritten specially for that purpose. Thisprogram has
toread all sectorsonthe hard drive, and, if it encountersan
error, attempt to usethe ‘read long sector’ function call. If
thiscall issuccessful, the sector should berewritten using
the standard write sector call.

Astheonly way to testif asector isaffected isto read data
fromit, this procedure can take alot of timeto complete-
from several minutesto an hour, depending on hard disk size
and speed. ThismakestheVolgafamily of virusesone of the
most difficultfromwhichtorecover.

Although thetrigger routine should not cause datal oss, the
timetaken to recover datafrom the hard drive classesit as
one of themost irritating virusesinthewild. Onecan only
hopethat thelast virusin the Volgaseriesmarksitsauthor’'s
last attempt at viruswriting.

Aliases: VolGU

Type: Resident, Master Boot Sector.
Self-Recognition:

Disk Text string at the beginning of MBS.
Varies for different variants.

System Varies for different variants.
Hex Pattern: Positioned at offset O of sector 0

Vol ga- A BEOO 7C33 FFFA 8ED7 8BE6 FB9A 3000 Q007
Vol ga- B: BEOO 7C33 FFFA 8ED7 8BE6 FBEA 3A00 Q007
Vol ga- C. BEOO 7C33 FFFA 8ED7 8BE6 FBEA 3000 Q007
Vol ga-D. BEOO 7C33 FFFA 8ED7 8BE6 FBEA 3000 Q007
Vol ga- E: BEOO 7C33 FFFA 8ED7 8BE6 FBEA 2901 Q007
Vol ga-F: BEOO 7C33 FFFA 8ED7 8BE6 FBEA 3301 Q007

Intercepts:  INT 13h for infection and damage

Trigger: Rewrites sectors on the hard disk drive
using the INT 13h ‘write long sector’
request, making sectors unavailable
when the virus is not memory-resident.

Removal: Specific and Generic removal is pos-

sible under clean system conditions.

Pitch - A new VirusHigh Note

In spiteof theincreasing complexity of virusesarriving on
my desk these days, thereisstill the occasional trivial and
primitive specimen which makesmegrit my teeth at the
sheer irresponsibility of theoriginator. Thiscauseof this
month’sireisa593 byteviruswhich infects COM filesin
variousdirectorieson thehost machine.

Althoughthewholeof theviruscode doesbecome memory-
resident, theinfection cycleisaone-shot mechanismwhich
isonly invokedwhen aninfected fileisexecuted. Thevirus
containstheusual crop of mistakesand under certain
circumstanceswill irreparably damageinfectedfiles.
However, thetrigger routineisnotintentionally destructive,
asit simply causes a high-pitched whineto be emitted from
thecomputer’ sspeaker.

Installation

When aninfected fileisexecuted, theviruscodeisrunfirst
and beginsby allocating two memory blocksfor itsown use.
Processing then passesto aroutinewhich attemptsto find
fileswithaCOM extensioninthecurrent directory of the
activedrive.

Onceasuitablefileisfound, itisinfected and acounter is
decremented. When the counter reaches zero or thereareno
morematchingfilesavailable, processing returnstothe
calling routine. Thestarting value of thiscounter isnot
initialised at thisstage and it istherefore not possibleto
predict how many fileswill beinfected.

A secondary infection routineisthen called which attempts
toget totheroot directory of drive C. If thisissuccessful the
find and infect routineiscalled again (without resetting the
infection counter).

Oncetherequisite number of *.COM filesin theroot
directory (including COMMAND.COM if itisthere) have
beeninfected, theroutine shiftsitsattentionto thefirst
subdirectory and infectsany COM filesthere. Inthiscasethe
counter isset to 3 beforetheinfection search beginsand a
check ismadeto ensurethat at least onefileisinfected
beforetheroutineisexited.

If thischeck fails(i.e. no suitablefileswere found), then the
next subdirectory off theroot istried, and so on. Onceall
availablefilesintheroot and primary subdirectoriesof the
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C: driveareinfected, the machinewill hang. Subsequent
attemptsto execute an infected COM filewill also havethe
sameeffect.

Oncetheseinfection routineshave completed, an‘ Areyou
there? call isissued to determinewhether thevirusis
memory-resident. If itis, processing passesto the host repair
routinewhich replacestheoriginal block of 593 bytesat the
head of thefileand passes control toit.

If thevirus codeisnot resident, an additional 42 bytes of
memory areallocated from system resourcesand thetwo
interruptinterception routinesare copiedintoit. Thead-
dressesfor theseroutinesarethen hookedinto the system
and processing finally passesto the host repair routine and
thencetothe host program.

Resident Operation

Thefirstinterceptionroutinesimply installsan INT 47h
routinewhich servesto answer thevirus' ‘ Areyouthere?
call. INT 47hisnot used by DOS and on most systemswill
remain unallocated; however thereisat |east one application
packagewhich usesit (anetwork oriented database engine
from Gupta Technologies), and machinesrunning this
packagewill malfunctioninan unpredictable manner inthe
presenceof thisvirus.

Thesecondinterceptionroutinetakesover thetimer tick
routineat INT 1Ch. Asinthe previouscase, thisinterruptis
not used by DOS but again there are several packageswhich
useit on an occasional basisand malfunctionswill certainly
occur inthese cases.

Theinterception maintainsacounter whichisinitialisedtoa
valuethat representsatimedelay of approximately ten
minutes. Oncethisdelay has elapsed, theroutine accesses
the sound control ports and causesthe speaker to emit an
annoying high-pitched note(slightly abovethehighest note
onapiano). Thiswill then continue until themachineis
switched off.

Neither of theinterception routinesattemptstomaintain
connectionwithany previousroutinesat thespecified
interrupt locations.

I nfection Processing

Thisvirusonly infects COM filesand makesno check of
their size or the content of the header. A block of 593 bytesis
copied from the beginning of thefileand appended to the
end. Theviruscodeisthenwritten over thisinitial block so
that it executesfirst. Repairing the host fileisareversal of
thisprocess. COM filesgreater than 64,942 byteswill be
irreparably damaged.

Onceinfected, the secondsfield of thetime stamp of the
infected fileisset to the ubiquitous 62 seconds. Thevirus
has no stealth capability and infected fileswill appear 593
byteslarger than their original size (except in the case of
largefilesmentioned above).

Conclusions

Themismanagement of memory resourcesby thisvirus
makesit unlikely to spread very far. Unpredictable system
crasheswill occur at random interval s depending upon any
other memory management softwarethat may beoperative.
Inaddition, itsrather obvioustrigger further [imitsthelikely
spread of the sample.

Thisisjust another poor attempt at virus programming. The
range of mistakesin the code suggeststhat the author has
very littleexperienceinassembly language. Fortunately
this misbegotten creationwill causeno problemsfor
existing anti-virussoftwareandisbest consignedtothe
dustbinof history.

Aliases: 593

Type: Resident Parasitic COM infector
(including COMMAND.COM).

Infection: All COM files.
Self-Recognition:
Files Time stamp is 62 seconds.

System 88h in AL, INT 47h returns 44h in AL
shows virus is resident.

Hex Pattern:

8916 1403 8Bl6 1803 81C2 0001
0316 1403 8916 1A03 B43F 8BOE

Intercepts:  INT 1Ch for trigger routine.
INT 47h for ‘Are you there?’ call.

Trigger: Ten minutes after system infection
occurs, speaker emits a continuous
high pitched tone.

Removal: Specific disinfection is possible in

most cases. Under clean system
conditions, identify and replace
infected files.
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Roger Riordan
CYBEC Pty.

TheLorenVirus-Viral Nitroglycerine?

Aninvestigator specialisingin computer fraud wasrecently
calledintoalocal school when the hard disks on anumber
of PCsmalfunctioned. What hefound wasapreviously
unreported virus, Loren. Thevirusisafairly normal parasitic
virus, but hasacoupl e of twists. The most significant of
theseisthat it trapsthe CP/M compatible Find First and
Find Next functions (INT 21h functions 11h and 12h) and
infectsevery executablefilereturned by either function.

I would not have thought many programswould still use
these calls, but was surprised to find they are used by the
DOS command DIR. Asaresult, whenever the DIR com-
mand isissued on aninfected PC, every eligiblefileinthe
directory isinfected. To makemattersworse, thevirus
containsacounter, whichiszeroed when the virusgoes
resident, and then incremented each timeafileisinfected.
When the counter reaches 20, thetrigger routineisexecuted.

Thetrigger routine attemptsto reformat cylinder 0, head O,
using atechniquewhich will bypassmost, if not all,

active monitors. If thisfails, it triesto do the sameto drive
A andthendriveB. If itissuccessful thefollowing message
isdisplayed:

Your disk is formatted by the LOREN virus.
Witten by Nguyen Huu G ap.
Le Hong Phong School *** 8-3-1992

It may bedifficult torecover affected disks. Theusual
panacea, FDISK /MBR, will not work, popular utilitiesmay
refuseto recognisethedrive, and evenalow level format
may fail. A PC shop called in during the original outbreak
still hasonedriveit hasbeen unableto recover!

General Information

TheLorenvirusinfectsall filesopened for execution, and all
COM and EXE filesreported by INT 21h functions 11h and
12h. Thevirusincreasesthelength of infected filesby 1387
bytes. Thevirushaslimited stealth capabilities, asit
containscodetofakethefilesizeof infectedfiles.

Theviruscodeisadded to the end of thefile, and the EXE
header (or the start of aCOM file) is patched in the normal
way, sothat thevirusisexecuted beforethe original pro-
gram. Theviruswill alwaystry toinfect thefile specified by
the COM SPEC= statement inthe environment.

Infected programs continueto run, and can be disinfected by
removing thevirusand putting theoriginal valuesback in
theheader. However therequiredinformationisencrypted,
and must be decrypted beforeit can bereplaced.

Thevirusinstallsaspecial handler for INT 01h, whichit
usesfor self recognition. INT Olhisthe Single Step interrupt
used by debuggers, and was presumably chosen to make
analysismoredifficult. However thisisnot likely to cause
significant problemsfor anyoneexaminingthecode.

Installation

Most of thevirusisencrypted, using afixed routinewith a
variablekey. When aninfectedfileisrunthevirusdecrypts
asmall block which containstherecovery information, and
thenissuesan INT O1h. If thevirusisal ready memory-
resident theINT 01h handler will intercept thiscall, restore
theoriginal file,and runit.

If the INT 01hisnot present, the virusreducesthe size of the
current memory block by 60h paragraphs, decodesthemain
body of thevirusand copiesitself intothis*hole’ inmemory.
It does not check that the current memory block isactually
thelast one. It then zeroestheinfection counter and hooks
INT Olhand INT 21h. The INT 01h handler isused for self
recognition, andtheINT 21h handler looksfor filestoinfect.
Theinterrupt handler also containsaroutinefor anew INT
21hcall, B5h, whichisused by the viruswhenever a
suitablecandidatefor infectionisfound.

Thevirusassumesthat the environment startswith the
statement * COM SPEC=", and attemptsto infect the speci-
fied program. Finally thevirusissuesanother INT 01h. The
newly installed handler interceptsthis, restorestheoriginal
fileand executesit.

Interrupt Handlers

Thehandler for INT 01h simply pushes one of two addresses
(depending on whether thefileisaCOM or an EXEfile)
onto the stack and returnstoit. Thereisno attempt to check
that the call wasissued by thevirus.

If an INT 21h call isissued with AH=11h or 12h, thevirus
allowsthecall to proceed, but examinesthereturned values.
If thecall returned thefilename of any EXE or COM file, the
virusconvertsthedirectory entry to apath nameand uses
INT 21hfunction B5hto call theinfection procedure. This
setsaflagtoindicate whether thefileisinfected. If itis, the
lengthfieldinthedirectory entry isadjusted to reflect the
original filelength and the doctored entry isreturnedto the
callingprogram.

If AX=4B00hthe handler simply callstheinfection proce-
dure, and then passesthe call onto the original handler.
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Thelnfection Routine

If AH=B5h, theinfection procedureiscalled. Thisinstallsa
temporary INT 24h handler, savesthefileattributesand
clearsthem, opensthe specifiedfile, savesthe date & time
and readsthe start of thefile. It then checksif thefile begins
with*MZ’ or ‘ZM’. If so, it assumesthefileisan EXE file
and readsthe CRC from the header, subtractstheinitial
valuesfor CSand IP. If thisvalueisequal to 01B3h, the
virusassumesthefileisalready infected.

If thefileisnot already infected, the contentsof the EXE
header are saved and replaced with new valuesand the
header isrewritten. A similar procedureisused torewrite
the start of COM files. Infected COM filesarerecognised by
thebytes‘RC’ immediately following theinitial jump. If this
isnot found, thefirst five bytesare saved and patched and
the startisrewritten.

In either casethevirusisthen encrypted in two parts, using
keysderived from the clock, and writtento the end of the
file. Theinfection counter isincremented, thedate, timeand
attributesarerestored and, if infection wasdueto aL oad and
Executerequest, thefileisexecuted.

Trigger M echanism

Theinfection counter iszeroed when thevirusisinstalled.
Every timeafileisinfected thiscounter isincremented.
When it becomes greater than 20 (decimal), thetrigger
routineisexecuted and the counter isreset.

When thewarhead istriggered, thevirus attemptsto format
head zero, cylinder zero, using INT 13h, function 5. It first
triesdrive C. If thisfails, it triesdrive A, and finally drive B.
If it succeeds, thevirusdisplaysthe message shown above.
Theformat isperformed by setting up the appropriate
registersand then issuing afar call to the address stored at a
particular locationinthe DOSarea. | have not found it
documented anywhere, but on all the PCs| have checked, it
containsthe address of the INT 13h handler which was
present when DOSIoaded. Thus, many active monitorswill
beunabletointercept thecommand.

Thetrack isformatted with non-standard data, and FDISK
will not recover thedrive- it will be necessary to do alow
level format. Some utilities permit asingletrack to be
rewritten and if thiscan be done successfully there should
not beany loss of data. It may be necessary to return some
IDE drivestosuppliers.

Symptoms

Atfirst glanceit may seem surprising that thetrick of
infecting on DIR hasnot been tried more often. However this
causesalot of extradisk activity, which leadsto anoticeable

degradationin performance. | wasnot prepared totest this
onmy hard disk (for obviousreasons!), but when | checked
it on afloppy with 29files, | found that instead of the normal
3 seconds, DIR took 42 secondsthefirst time, and 25
secondson subsequent passes.

Conclusions

Thisvirusdoesnot introduceany significant new techniques,
butisvery destructive, asit hasavery sensitive and damag-
ingtrigger. Itisvery infectious, but isprobably too obviously
destructiveto spread very widely. However thefact that it
can be set off by running an infected file, and then doing a
singleDIR, demonstratesthelimitationsof integrity check-
ing software. Activemonitorsareunlikely to beableto
intercept thetrigger routine, though most should be ableto
detect theinfection process.

It should al so be noted that any scanner, or integrity checker,
which did not detect the virusin memory, and used INT 21h
functions 11h and 12hto search for files, would trigger the
warhead. Theviral codeincorporatesvery littleerror
checking and may interferewith other programs. It will
almost certainly interferewith any programusing INT O1h.

LOREN
Aliases: None known
Type: Memory-resident, parasitic file infector.
Infection: COM and EXE files.

Self Recognition:

Files EXE File CRC = CS + IP + 1B3.
COM File Bytes 3, 4 = ‘RC'.

System INT O1h handler present.

Hex Pattern:

502E 8B86 D005 2E89 86DB 0558
C3E8 0000 5081 EDA9 O5E8 9400

Intercepts:  INT 01h Used for self recognition.
INT 21h Functions 11h, 12h, 4Bh,
and B5h (private function) for stealth

and infection.

Trigger: Cylinder zero, head zero, formatted
with non-standard data.

Removal: Exact recovery is possible, but special-

ised software is required.
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Jim Bates

TheOther VirusWar

Therearetwo distinct schoolsof thought, inthevirusworld,
about the best way to prevent the spread of viruses: in one
camp are the advocates of scanning, inall itsforms, andin
the other arethosewho pressfor generic virusdetection.

| had thought that the battle was over, but recent comments
invariouscomputer publications seemtoindicatethat
though the discussionisdead, it simply will not lie down.

L et memap out thefield and present asbest | can the
relative prosand consof each choice.

TheBattleLines

Broadly speaking, therearetwo ways of protecting aPC
against virus attack. The best known, and easi est to under-
stand, isscanning for known virus code and warning the
user about it. The user isthen expected to take appropriate
actionto preventinfection, corruption or destruction of his
data. Lesseasy to understand and more difficult toimple-
ment (both ascode and in computing practice) isthe generic
accesscontrol approach. Basically thisconsistsof verifyinga
clean operating environment and maintainingitsintegrity
throughout subsequent normal operations.

Thereisno doubt that therapidly increasing number of
different virusesiscausing serious problemsfor the scanners
and despitethebest efforts of the more aggressive members
of the scanning fraternity, thereisadistinct shift towards
accesscontrol and automatically maintained systeminteg-
rity. There appear to befairly simplereasonsfor theinsist-
enceon virusspecific scanning, but beforel look at those,
perhaps| should sketchin afew of therelevant details.

TheObjective

Thewholeproblem hingeson ‘ unknown’ software. PC
users arean adventurous breed, and thereare many occa-
sionswhen ‘unknown’ software may beintroducedintoa
system, without regard to itsoriginsor possible content.
This canrangefrom simply transferring databetween
machines (without regard for the possibility of boot sector
infection), torunning programslikegamesor utilities
without checkingthem.

Proponents of the scanning method will insist that theonly
way to verify thecleanliness of such disksor softwareisto
scan them. Thisignoresthefact that scanning softwarewill

alwaysbeout of dateand can only identify viruscodeknown
to the vendor at the time of thelast update.

Thoseinfavour of generic detectionwill equally insist that
unknown software should betested on aspecial PC

equi pped with acomprehensiverange of monitoring pro-
grams. Each method hasits advantages and disadvantages
and these should be clearly understood both from atechnical
and apractical point of view. Thegoal, however, isthe
same: to provide secure computing for the usersat minimum
cost in both timeand money.

Scanning

Sincethevirusthreat first materialised, scannershave

devel oped beyondthesimplepattern recognitionroutines
withwhichthey began. Itisnow possibleto analysethe
structureof program codein away that canidentify multiply
encrypting viruseswith almost 100% accuracy and no false

* scanning software will always be
out of date and can only identify
virus code known to the vendor ™’

positives. Some scanners can even execute part of the code
under tight control to compl etedecryption routinesand
thereafter examinethedecrypted code.

Asviruseshave become more complex, so havethe scan-
ners, anditisstill generally accepted that we haveyet to see
thefirst truly unidentifiablevirus. Thissoundsgreat, but
thereisapenalty: the more complex ascanner becomes, the
moretimeit takesto execute. Thispenalty isalsoincreased
by the sheer weight of numbersinvolved.

Sowhilescannersgot off to aflying start, their limitations
are now beginning to show and astime passes, their general
usefulnesswill diminish evenfurther. It used to bequite
acceptableto scan your whole machine each day before
beginningwork. However, thisisnow becoming counter-
productiveasageneral protection measure, because of the
timethat it can taketo scan theentiredrive.

It should al so be remembered that updating scanners
properly requiresthat each virusshould beaccurately
disassembl ed and anal ysed beforeitsrecognition profilecan
beincorporated into the next update. Thisisnot to say that
scannerswill ever dieout completely. Therewill alwaysbea
need for accurateidentification of viruscode, if only to check
that aparticular virushasnot introduced i nsidious system
corruptionduringitsperiod of control.
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Another seriousproblem when using scannersisupdating
them. Consider aTechnical Support Manager whois
responsiblefor several thousand machines. If thescanning
package heusesisupdated monthly, for every thousand
machines he controls, he must update 50 per working day
just to keep up, and even then, agood proportion of them
will be weeks behind the update. It does not solvethe
problem to reducethe updatefrequency becausethenthe
level of protection decreases, sincenew virusesarearriving
daily ineverincreasing numbers.

In summary, the prosand cons of ascanner are:

O ltisvery easy towriteasimple scanner.

O It providesaproactiveway of stopping avirusentering
thesystem.

Users understand what ascanner isand what it does.
It requiresfrequent updating.

Itisineffectiveagainst unknownviruses.
Thenumber of ‘ difficult to detect’ virusesisgrowing.

O o o o

GenericChecking

Properly writtenintegrity checking programsdo not suffer
from update problemsin the sasmeway that scannersdo. In
spiteof muchill-informed criticism of integrity checkers;
whentailored specifically tovirustechniquesthey are
undoubtedly avery effectiveway of maintainingageneral
watch on thefunctioning of PCs.

Essentially they must first berun on aknown clean systemto
build anintegrity database of information about the condi-
tionand contentsof each file. Subsequent invocationswill
then check each program to ensurethat it has not changed
sinceit wasfirst introduced to the system. Thisisnot quite
aseasy asit soundsbut itcan be highly effective, very fast
and, if well researched, extremely difficultto circumvent.

Virus-awareintegrity checkersaremuch misunderstood,
even by many self-appointed experts. Althoughasimple
‘changedetector’ can bebeset by false positive problems, it
ispossibleto analysethe nature of the changes madeto afile
and distinguish between added or updated filesand ones
which have been attacked by avirus.

Another typeof integrity checking program concentrateson
monitoring the state of the system services. If aprogram
attemptsto hook into the systemin an unorthodox way, the
monitoring softwarewill immediately beginan additional
seriesof checksto determinetheintruder’ smotives.

For example, many programswill hook themain DOS
interrupt service 21h, someprograms may hook the disk
BIOSinterrupt 13h and afew programs might write dataor

codeback to executablecode. However, aprogram which
doesall three of these thingswould be extremely rareand
shouldbeconsidered highly suspicious.

Contrary to apopular belief, itispossibletowrite generic
virusdetection softwarewhich does not deluge the user with
abarrage of false positiveresults. Theactions of acomputer
virusare pretty specific: after all, how many piecesof code
actually patch additional sectionsinto an executablefile?

Themain limitation with such checking programsisthat
validating unknown software can only beaccomplished
reliably onamachinedeliberately set upto risk becoming
infected. Thisdoesnot takeinto account the possibilities of
sparseinfectors, such asaviruswhich only infectson certain
daysof theweek.

However, theadvantagesgai ned by using generic anti-virus
techniquesareconsiderablebecausewel l-writtengeneric
softwarecan provideprotectionwithout requiring regular
updatesand can also repair filesinfected by hitherto un-
known viruses. Changeswill only become necessary if anew
techniquearrivesthat wasnot anticipated intheoriginal
protectiondesign.

Insummary, the prosand cons of generictechniquesare:

0 They candetect unknownviruses.
0 Theyrequirenoupdates.

0 Therapidincreaseinvirusnumbersisnot amajor
drawback.

0 They can cause problemswhen new softwareisinstalled.
0 They arecurrently pronetofalsepositives.

Memory-Resident Protection

Thequestion of resident versusnon-resident virusprotection
isjust an additional skirmish pointinthe overall argument.
Quiteobviously, if protection can beincorporatedintothe
system, thereisfar |essreliance upon the user to completea
particul ar seriesof actions(iescanning or integrity checking)
onaregular basis.

Therearetwo major considerationswhen examining
memory-resident software- theintegrity of thesystem
servicesthat resident software needsto use and the amount
of memory which may beneeded. Thislatter requirement
immediately exacerbatesthepositionfor scanners.

Itwould beideal if aresident program could be designed to
scan any program presented for executionin an attempt to
identify viruscodebeforecommencing execution. However,
increasing virusnumberswill naturally increasethe search
database and evenif only anindex ismaintained in memory,
thememory requirementsmust increase. Evenif thingswere
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arranged so that the database was only accessed on the disk,
the penalty of increased executiontimewoul d become
unacceptably intrusiveto the user and thememory require-
mentsprohibitive.

Arrangementscould certainly be madeto use extended or
expanded memory, but thisisnot alwaysavailableandis
fraughtwithtechnical difficulties, particularly under
Windows, or any other multi-tasking system.

Thegeneric approach lendsitself morereadily toresident
operationsinceit only needsto verify that thetarget program
fileisunchanged and even extremely sophisticated codecan

“theideal solution would be an
automatic approach in which virus
infected code would not be allowed

to execute”’

bepackedinto very tight spaces. Theintegrity database
would naturally be accessed only on disk, and only once
during thechecking process.

Thebiggest problem though, issystemintegrity. Whena
virusismemory-resident, onecan no longer trust the system
serviceson aPCtoreturn correct information.

L et usassumethat we have asimple, resident checking
program that hasin itsdatabase all the necessary informa-
tionto verify whether acertain program file haschanged.
Themachineisnow infected with astealth virus so that our
specimenfilebecomesinfected.

When we next attempt to executethefilein question, the
simpleintegrity checker interceptstherequest and usesDOS
servicesto check thefile. Thestealth routinesmay be
intercepting DOSfileaccessrequestsand substituting clean
codeinthereturnedinformation. Our simpleresident
checker would see clean code and report no problem.

A moreintelligent checker would collect thesameinforma-
tionviatwo or more methods of access- only if theresults
matched would processing beallowedto continue. Fileand
disk integrity checking can only detect changesafter
infection and thusprovide afail-safeif aninfectedfileis
somehow brought intothesystem.

What About TheUser?

If welook at the problem from the user’ s point of view, the
ideal solutionwould be an automatic approachinwhich
virus-infected codewould simply not beallowed to execute.

Thisisstill only apipe-dream, but developmentsin several
packagesare encouraging. Themain approachworkslike
this- ageneric system and fileintegrity checking programis
maderesidentinmemory and continually monitorsopera-
tionslooking for activity knownto emanatefromviruscode.

Unknown software presented to the systemisrecognised as
such and sent for analysisbefore being allowed system
access. Thisusesthe strength of the scanner in checking
unknown software beforeitsdetailsare passed to the generic
database. The end result is a system which adds an accept-
ably small overhead to normal operationsand yet providesa
blanket protection for thewholeoperation.

So why hasthe user had to wait so long for thisand why is
there still so much emphasison scanning alone? To answer
the second question first, scannersare easy towrite-
scanningisan easily understood processand testing a
scanner isapparently something that anyone can do. Just get
yourself acollection of viruses, scan them with the product
of your choiceandlog theresults.

Thereason why there has been such along wait for an
effectivegeneric system protection programisthat such code
ismuch more complex to design, requiresamuch higher
degreeof technical skill and system knowledgetowriteand
needsafar wider understanding of the range of techniques
that virus code uses. We are not there yet, but most of the
reputableanti-virusvendorsare beavering away at the
necessary research - it isjust amatter of time.

Conclusions

A final observation may help to set thewholeprobleminto
proper perspective. While scanningisadvocated asthemain
defenceagainst viruscode, wearelockedinto thespiralling
riseof virusnumbers.

A new virusiswritten and distributed. After discovery and
analysisby avirusresearcher, itsdetailsare added to the
scanning database and updates areissued. Then another new
virusiswritten and distributed, and after discovery... etcad
nauseam. With generic protection, only new virustechniques
will requirethe protection softwareto be updated and each
techniquedetected will meanwriting new undetectable
viruseswill becomeharder.

Thismeansthat thereisaplacefor all threetechniques
discussed herein awell implemented anti-virus package. By
combining the best featuresof all thesetechniques, it should
be possibleto maintain areasonablelevel of security ona
computer system without too much work onthe part of the
users. A multi-pronged attack is best, and users should
beware of anyonewho advocatesonly oneof these methods
asproviding adequateprotection.
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PRODUCT REVIEW 1

Dr Keith Jackson

MS-DOS6-Worth theWait?

VB claimstimeliness as one of itsvirtues, and asVlicrosoft
hasjust released version 6.0 of theMS-DOSoperating
system, whichincludesbuilt-in anti-virusfeatures, this
month seemsthe appropriatetimeto takealook at this
upgrade. Notethat theversion of MS-DOSIlooked at inthis
review isanupgrade- it assumesthat some previousversion
of MS-DOSisalready installed.

Thereview copy of MS-DOSwas provided onthree

1.44 Mbyte, 3.5inch, floppy disks. | am not surewhat other
formatsare available, asthe manual does not seem to
discussthis point. No doubtMicrosoft has some means of
obliging those userswho have PCswithout 1.44 Mbyte
disks, but prospective purchasersshould beware.

GiventhatMS-DOSnow incorporatessomesecurity features
(seebelow), | was pleased to seethat all the floppy disks
wereprovidedinpermanently write-protectedform.

Documentation

Thedocumentation that comeswith theMS-DOS6 upgrade
comprisesasingle A5 manual. At 321 pageslong, itiswell
written, easy to understand, and containsathorough 18 page
index. Itisnoticeable that the space taken up by an explana-
tion of the vast majority of theMS-DOScommands (the ones
that wereavailablein previousversions) occupiesonly 10
pages. Itisreally necessary to have an old version of theViS-
DOSdocumentation to hand, unlessthe somewhat terse help
facility isadeguatefor your needs.

Installation

Even though the documentation sayslittlemorethan ‘ insert
thefirst floppy disk, executethe program called SETUP, and
answer the questionson screen’, installation proved to be
very straightforwardindeed. Thewhol eprocesstook about
20 minuteson my Toshiba 3100SX | aptop computer.

Oddly, complicationsariseif your computer currently hasan
0S/2 partition, and you wish to upgradeto version 6.0 of
MS-DOS Inthiscasethe documentation containsseveral
pagesof explanation of what to doin variouscircumstances.
Therecent rift betweenl BM and Microsoft hasobviously
widened to the extent thatMicrosoft seemsto bedoing all it
canto ensurethat two operating systemswill not co-exist
happily, apoint of view | find very childish.

Microsoft MS-DOS 6 Setup

The following programs can be installed on your computer.

Program for Bytes used

Backup: Windows and MS-DOS 1,785,856

Undelete: Windows and MS-DOS 278,528

Anti-Virus: Windous and MS-DOS 1,032,192
Install the listed programs.

Space required for MS-DOS and programs: 7,296,576

Space available on drive C: 11,657,216

To install the listed programs, press ENTER. To see a list
of available options, press the UP or DOUN ARROW key to
highlight a program, and then press ENTER.

[ENTER=Continve Fishelp Fasbxit | |
Itislucky that MS-DOS6 hasbuilt-in disk compression asthedays
of small operating systemsarelong gone. Wavegoodbyeto seven
Mbytesof disk...

Installation of thisversion ofMS-DOSsuitably modifiesthe
CONFIG.SY Sand AUTOEXEC.BAT files,and whenthe
computer isrebooted, it al so permitsthe user to select
whether or not to executethesefiles. If a‘ 7 isplaced before
the‘=" signina‘DEVICE’ linewithinthe CONFIG.SYS
file, thentheuser isprompted for confirmation that this
devicedriver should beinstalled at boot time.

Duringinstallation, SETUP offerstoincludeseveral new
features: Backup, Undeleteand Anti-Virus. Thescreen
shows how much hard disk space will be occupied by these
features, and permitsachoicebetween DOS-only installa-
tion, Windows-only installation, or installationfor bothDOS
and Windows. Itisvery noticeablethat thedefault setting is
toinstall thesefeaturesforWindows-only - adding weight to
the current specul ation thatMS-DOS7 will becompletely
interlinked withWindows.

Thehard disk spacerequired for version 6 ofMS-DOSis5.4
Mbytesif DOS-only versionsof theseprogramsareinstalled,
6.1 Mbytesif Windows-only versionsareinstalled, and 7.3
Mbytesif bothversionsareinstalled. TheWindowsspecific
programsareinstalledinaspecially createdWindowsgroup
called‘Microsoft Tools .

Anti-VirusSoftware

Theanti-virusfeatures provided withvé ofMS-DOSarea
lightly disguised (ie badged) version ofCentral Point’ sAnti-
Virus(CPAV) program. | reviewed thissoftwareasa
constituent part of thePC Tools package only 4 monthsago
(see VB Jan. 93), and with the exception of aname change, |
am hard pushed to see many differencesbetween the
Microsoft Anti-Virus (MSAV) program andCentral Point’s
original offering. Thissimilarity even extendstotheinclu-
sion of variousbugsinMSAV which were also present in
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previously reviewed versionsof CPAV. Asastand-alone
program, Central Point Anti-Viruswasfirst reviewed by VB
inJune 1991, and againin May 1992.

Inapreviousreview | commented that theCPAV documen-
tation wasvery thorough, butMicrosoft hasreduced thisto
just afew pagesin the DOS manual plus some on-line help.
Even so, MSAV isprobably quite usable by all except the
most naive user. Esoteric features such asimmunisation are
not included withMSAV, but the main features of scanning
andfileintegrity verificationare.

Speed And Accuracy

MSAV is capable of scanning ahard disk under either
Windowsor DOS. The computer used to producethe
following test resultswas aToshiba 3100SX | aptop contain-
ing 827 files spread across 24.8 M bytes; the hard disk used
Microsoft Doubl espacedatacompression (seebelow). The
time taken by MSAV to scan this hard disk varied enor-
mously depending onwhat optionswere sel ected, ranging
from 5 minutes 34 seconds underWindowswhen all files
were subject to scanning and integrity verification, downto
1 minute 14 seconds under DOSwhen the default options
wereselected. None of theabovefiguresincludesan
overhead of 18 secondsto scan memory beforethe scan of
the hard disk commences.

For comparison purposes,Dr Solomon’ sAnti-Virus Toolkit
scanned the same hard disk in 53 seconds, andSweep for
Sophostook 60 secondsin quick scan mode, and 6 minutes
when doing acompl ete scan. TheWindowsversion of the
MSAV softwareincludesan excellent point and shoot system
that providesashort explanation of the salient pointsof each
virusabout whichMSAV knows.

Theaccuracy of virusdetection wasreasonabl e, but rather
surprisingly slightly worsethan that reported in the January
issue of VB for the CPAV program. The previousreview
reported that CPAV detected all but 4 of the 215 virusesit
wastested against: it missed Kamikaze, Rat and 2 copies of
the Amstrad virus. Using the sametest-set MSAV failed to
find 10 viruses; thefour viruses quoted above and 1260,
Anthrax, Casper, V 2P6 and two copiesof PcVrsDs. This
makesMSAV | ook rather out of datewhen comparedtoits
older half-brother - perhapsMi crosoftisnot very concerned
about upgrading theanti-virus softwarein good time.

Asmentioned earlier, somebugs pointed out in previous/B
reviewsarestill present. De-installation still leavescheck-
sum filesscattered throughout every directory of thehard
disk, whichisvery annoying. Thefileintegrity ‘ checksums’
arestill not calculated acrossthe entirefile, and only seemto
refer tothefile' sdate, timeand size. Alterations can there-
forebemadeto afile’ scontent which would not be detected

by thefileintegrity checks. Last but not | east, when tested
against 1024 sampl es of the M utation Engine MSAV
consistently locksup after detecting 255 sampl es.

Upgrades

Upgradesof MSAV areavailablefor $14.95 in the United
States, besidewhich the UK rate of £14.95 seems
somewhat inflated. Upgradesareofferedinmost major
Westerncountries.

I do not know what corresponding version of CPAV thiswill
upgrade MSAV to; such details are not to befound in the
Microsoft documentation. AnyoneusingM SAV seriously
should enquire about this- forCPAV to keep MSAV users
permanently behindintheanti-virusstakes, just to further
salesof CPAVwould beextremely irresponsible, bordering
on negligence. Upgradesof only theviruspatternscan be
obtained from aMicrosoft BBSinthe USA.

Backup

Microsoft makesgreat play of thefact that version 6 of
MS-DOSnow comeswithMicrosoft Backup, ‘aprogram
that makesit easy to back up your data’ . Perhaps my
memory isfailing me, but | alwaysthought that all previous
versionsof MS-DOScamewith utility programscalled
BACKUP and RESTORE, which (at the time)Microsoft
assured uswere quite adequate for backing up hard disks.

| am glad to see that Microsoft has at |east reacted to all the
adverse criticism that has been heaped upon thesetwo
ponderousutilitiesandincluded decent backupfacilities
withinMS-DOS Aswith theanti-virus software, thisnew
program isabadged version of Central Point software.

= Microsoft Anti-Virus ]

|

0% 50% 100%

Now scanning: BBASIC.EXE
In directory: C:ADS\DOSA

Selected Virus Information Last Action
Drives: 1 Last Virus Found: Action:  None
Directories: 18
Files: 3 Date: 04/28/93

Microsoft Anti-Virusisbasically abadged version of Central
Point’ sproduct. Capabl eof running under both DOSandWindows,
MSAV isnow an extrabolt-ongoody. But doesit do thejob?
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The DOS andWindowsversionsboth seemtowork very
well, areeasy to use, and | find it hard to find much to say
about this particular feature - apart from wondering what the
poor soulswho do not have adisk drive capable of using
1.44 Mbyte, 3.5inch, floppy disksare supposed to do, as
Microsoft Backup refusesto use 720 Kbyte 3.5 inch disks.

Compression Software

MS-DOSnow includesafeature calledDoubl espacewhich
applies compression techniquesto all datastored onahard
disk, thereby providing anincreaseintheavail ablestorage
space. | found Doublespace extremely easy to set up (just
type‘Doublespace’, answer acouple of questions, and wait
twenty minutes), and throughout thetesting for thisreview |
found nofault whatsoever withitsoperation.

Doublespaceprovided an extral2 Mbytes of storageon my
hard disk, at astated data compression ratio of 1.6to 1. The
extrastorageissomewhat reduced from what would
normally be expected on a40 Mbyte hard disk, as| have
several large hidden fileswhichDoublespaceleft onan
uncompressed partition of thehard disk.

MS-DOScommandssuch asCHKDSK and DIR have been
modified so that they are now aware ofDoublespace
compression, and they report information about what
compression ratios have actually been achieved. | amalong
term Stacker user [But | can quit any time | want... Ed.] and
| wasvery impressed by Doublespace. It operatestranspar-
ently to the user, and stays hidden away where datacom-
pression ought to be - buried within the operating system.

TheRest

Theprogram MEMMAKER isprovided, which reorganises
the softwarewhichisinstalled by the CONFIG.SY Sand
AUTOEXEC.BAT filessothat asmuch aspossibleis
tucked away in high memory, thereby providing more
availableconventional memory. Thefeaturesappear very
similar tothose offered by the OPTIMIZE program supplied
withQEMM from Quarterdeck I nternational.

MEMM AKER increased my availablememory from 528
Kbytesto 597 K bytes, avery worthwhilegain.

UNDELETEoffersfeatureswhich providethreedistinct
levelsof file‘resurrection’, rangingfromonly undeleting if
thefile’ sremnant partshave not been overwritten, upto
keeping copiesof deleted filesin aspecially assigned areaof
the hard disk, and restoring them on request.

TheINTERLINK program providesclient/server features
over aserial link between two computers, inasimilar
fashionto the programPC-Anywherewhich hasbeen around
for someyearsnow.

Power conservationfeaturesareincluded for laptop comput-
ersthat conformto the Advanced Power M anagement
(APM) specification (whatever that is). MyToshibalaptop
did not object to this, but installingMS-DOS6 did disable
thepower-down resumefeaturenormally availableonit.

Conclusions

I hopethat the marketing men atMicrosoft feel that they
have doneagood job, becausethetechnical advancement
offered by Microsoftitself isnot far from zero. With afew
exceptions, themainimprovementsseemto comefrom
softwaresold by other (rival) companies, which havebeen
badge-engineered by Microsoft.

I have thought hard and long about the add-instoMS-DOS,
and | cannot for the life of me seewhatCentral Point gets
out of thisdeal. The computer press hasreported that they
arebeing paid noroyalties(yet?), and | havelittle doubt that
for al itsfaults, theMSAV anti-virusprogram will become
extremely widespread. MaybeCentral Pointhasdecided
that MSAV will betheonly gameintownin afew years
time, and therefore wantsto have apiece of the action.

Many anti-virusvendorsaregoingto behit very hard by the
inclusion of anti-virusfeatureswithinMS-DOS. Why pay for
something that comesfreewiththeoperating system?The
obviousanswer isif thepaid-for productistechnically
superior, or offersmorefeatures. Do usersreally care?|
think not. Placeyour betsasto who will be most affected,
but | aminlittle doubt that avast shake-up isimminent.

Lifelooksfar grimmer forStac Electronics(thedevel opers
of the Stacker software). Doublespaceiseasier to set up
than Stacker (which | have used without hitch for well over
ayear), workstransparently, ishidden within the operating
system, and givesadequate compression.Stac Electronics
must befighting for itsvery existence, for ifDoubl espace
catcheson, Stacker’ ssaleswill surely wither away.

Technical Details

Product: MS-DOSversion 6.

Developer and Vendor : Microsoft Corporation, Redmont,
Washington, USA. L ocal support arrangementsapply in most
countriesaroundtheworld. BBSfor virussignatureupgrades, Tel:
+1 (503) 531-8000.

Availability: Notexplicitly stated.

Version evaluated: v6.00

Serial number: Nonevisible.

Price: Special introductory offer, £49.95

Har dwar e used: (a) Toshiba 3100SX, a16M Hz 386 | aptop, with
5Mbytesof RAM, one3.5inch (1.44M) floppy disk drive, and a
120 M bytehard disk, (running under MS-DOSV6.0!).

(b) 4.77MHZz 8088, with one3.5inch (720K) floppy disk drive, two
5.25inch (360K ) floppy disk drives, and a32 M byte hard card,
running under MS-DOSV6.
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PRODUCT REVIEW 2

Mark Hamilton

VET - TheWizard of Oz

Cybecisan Australian company led by Roger Riordan. Its
anti-virus package, VET, was conceived in 1989 to combat
an outbreak of New Zealand |1 at auniversity and has never
looked back since.

LasttimeVirusBulletinreviewed VET (May 1991, p.18) it
was noted that its scanning performance wasrather poor,
and that ‘ without extending thelist of known virusesquite
extensively, VET will not comecloseto competitive pack-
ages.’ It hasbeen two yearssince Dr K eith Jackson cameto
thisrather acidic conclusion: hasVET improved?

Reviewer 'sGuidelines?

Whenever | receiveacopy of anewly-announcedBorland or
Microsoft product, | am usually sent aReviewer’ sGuide:
thisisoftenwrittenin afairly condescending tone (aimed at
me) and two-thirds of its content ismarketing hypeand a
‘positioning’ statement. This, | invariably ignore.

Theremaining one-third containsa’script’ which, if | were
tofollow it, isdesigned to demonstratethis shining example
of theprogrammer’ sartinitsbest possiblelight anditis
upon thisthat anumber of my colleagues seem to basetheir
reviews. Beingasomewhat cynical journalist, | oftenwonder
whether the script wascarefully crafted to avoid the numer-
ousbugsthat lurk elsewhere in the package waiting to catch-
out theunwary user - quite often, it seems, thisisexactly so.

Cybec sent along a copy of its Reviewer’sGuideand | was
somewhat relieved to notethat therewasno condescension
(Australian journalists probably would not stand for it), and
it provided hard factsand ‘ signposts’ - things| needed to
look out for during thereview. The guidewaswell written
and (for once) quite helpful in evaluating the product.

Documentation

Likemost - but not all - productsinitsclassVET isdeliv-
ered on both 5.25 and 3.5-inch floppy diskettes. Alsointhe
box isa127 page, saddle-stitched, A5 sized manual, a set of
release notesand acopy of Cybec’ sirreverentin-house
newsletter, Cyclops.

Themanual warrants special mention as ashining example
of just how software manual s should bewritten and pre-
sented. Thefirst 58 pagesare devoted to installing and
running the software and the author hasincluded numerous

examplesof thevarious screen displaysand thepromptsa
user will face. Therefollowsachapter which dealswith
frequently asked questions. M ost of theseareinformative,
but theauthor clearly could not resist thefollowing:

Q: IranINDEX (.DOC) and wastoldit wasa‘BAD
COMMAND ORFILENAME'.

A: How odd!

Next are several chapterswhich explain, insimplelayman’s
terms, how aPC works, the distinction of the variousvirus
typesand how thesediffer from Trojan horses, |ogic bombs
andworms. Inaddition there aretechnical explanations of
the product itself and some of the more common virusesit
detectsand cures.

Thereareanumber of very amusing cartoonswhich lighten
the tone of the manual, but do not detract from its serious
message. Humour isagreat way to educate, andCybec
seemsto havegot it just right. All in all, thisisone of the
best software manuals| have come across - full marksto
Cybecfor their hard work.

Installation

Installing the product isasimple enough affair. During the
installation procedure, VET needsablank, preformatted disk
fortheinstall programto storeconfigurationinformation.
Theroutinethen CRC checkstheinstallation disk before
continuing, to ensurethat there everythingisasit should be.

It was at this point that | encountered aproblem. All my
anti-virus softwareisinstalled on DriveD - sorry to be
awkward, | just prefer it that way. AlthoughVET will install
inthedirectory of my choice, thedocumentationimpliesthat
this hasto be done on drive C.Cybec has noted this short-
coming and assures methat the documentation will be
alteredto makethisclearer.

Theinstall program addsinformation about the host PC and
adds checksumsfor theinstalled filesto theend of the
VET.COM filesothat it exactly fillsacluster. TheVET
program fileisthen encrypted and anew set of checksumsis
calculated and stored. WhenVET isrun, the set of check-
sumsisdecrypted and checked. If differencesarefound,
denoting possibleinfection of oneof theVET component
programs, thenVET refusesto executefurther.

OnceVET isinstalled, acopy of itisplaced onthereference
disk allowing the user to executethe program from there.
Thiscould be useful if you haveto run around and check a
number of machinesquickly, sinceonceVET isloaded, it
makesno further referenceto the diskettefromwhichit was
loaded. Alternatively, youmay prefer toawaysrunyour
anti-virus softwarefrom afloppy.Cybec makesthiseasy.
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Wheninstalled, VET addsonly threefilesto the hard disk:
VET.COM and VET.DAT, the scanner filesand
VET_RES.EXEoneof theTSR utilities. Together, these
occupy only 98,304 bytes. In the age of disk-hungry applica-
tions, thismakesawelcome change.

Therescuefloppy, on the other hand, contains8files, in
addition to any operating systemfilesyou placed there, two
of which contain configurationinformation specifictothe PC
uponwhichitwasinstalled.

A Fast Mover

VET iscertainly oneof thefaster scannersavailable, evenin
its secure mode of operation.Cybec has devel oped aspecial
algorithmitcalls* Polysearch’ whichisdesigned to speed up
thecomplex recognitionroutinesneeded for themore
complex polymorphicviruses. Thecompany believesthat
thisinnovativetechnol ogy could beappliedto other soft-
ware, such as maintaining database indexes, so it has
applied for apatent.

Certainly itsresearch and development in thisareahaspaid
dividends, asVET scanned my ‘ standard’ hard disk injust
18 secondsinitsturbo mode and in 44 secondsin its secure
or full scan mode. Inboth cases, only fileswith executable
extensionswerescanned.

However, itsrip-roaring speed hasinevitabletrade-offsasit
failedtoidentify all thevirusesinthetest-sets. In both turbo
and secure modes, it missed two instances of Whale and one
of Spanish Telecom 1 fromtheVirusBulletin‘In TheWild’
Test-set. Thisisreasonably worrying and needsto befixed -
usershavetheright to expect their anti-virus softwareto
tackleevery singlevirusfound ‘inthewild’.

CYBEC Pty Ltd, PO Box 205, Hampton. Vic. 3188, AUSTRALIA. (B3/613) 521-8655
UET #7.242 Virus Protection Program. (C) R.H.Riordan, 1989-93.
Friday, 23 fpril, 1993 10:09:21

UET reads the boot sectors of your disks, destroys knoun viruses, & offers to
replace any unrecognised floppy boot sector. Do so unless the disk is a game,
copy protected program, or backup disk. UET also scans all files on the disk
for viruses, and will recover most infected files. UET will scan chosen files
or directories, and subdirectories. UET provides the following options:

Show error messages E List name of EVERY file tested
Log UET output to file F Full (dumb) scan for exotic viruses
Do not delete viruses T (Thorough) Test EVERY file for viruses
Check 1st 58 files found. U Rename all infected files; don’t fix
Y Rename suspected infected files
Z Delete infected files: don’t fix
H=0 Do not check high memory
B=215D Check UET is loaded Here.

Scan hard disk recursively
Display all boot sectors
Quit after scanning disk
(Normally asks for next)

XD OVZ O

eg: Uet Scan boot sector & programs on disk in A; delete any viruses
vet c:;d:\./lrx Scan boot sectors & all exec files in all directories
on drives C & D, log errors & exit uhen done.
vet d:\bin/tr Scan ALL files in dir D:\BIN and all sub-directories.

[C:\VET]

No‘pansy’ interfaceshere! VET' scommand linehasaplethoraof
optionsmakingitasure-firehitwithloversof thisdyingart.

Itdid however, correctly identify all the boot sector infec-
tionsthat form an integral part of thissuite; thisisjust as
well becausethe most commonly occurring virusesat large
areall boot sector infectors.

Against the* Standard’ test-set, and in turbo mode, it missed
instances of 8 Tunes, Aids, Best Wishes 2, M achosoft,
Number 1, Russian 696, Sentinel, Spanish Telecom 1, Terror
and Whale. Using the sametest-set, thistimein its secure
mode, it only missed Spanish Telecom 1 and Whale.

Althoughit claimsto detect M utation Engineviruses, it fails
against our ‘ Mutation Engine’ Test-set of 1,536 such
infections: initsturbo modeit failed to find 98 specimens
butimproved its performancewhen switched toitssecure
modeby only missing eightinfectedfiles.

Options

Therearetwo versions of VET supplied, both of which are
thesamesize. VETHDFIX isidentical toVET except that it
will replacethewhol e of the M aster Boot Record, including
the Partition Table, intheeventitisfound to be corrupt or
infected. VET, on the other hand, doesnot replacethe
Partition Table. The company advisesuserstorunvVET in
preference unlessthe M aster Boot Record hasbeen so
damaged that it cannot berepaired.

Both VET and VETHDFIX arerun ascommand linedriven
programs and have no fewer than 23 command line switches
available. Fiveof thesearedocumented separately asthey
arespecialist switchesand should not be generally used.
Thesecontrol optionssuch as‘ automaticrepair of infected
hard disk Boot Sectors' and ‘ do not scan hiddenfiles'.

Thislatter option hasme somewhat perplexed. Thedocu-
mentation statesthat thisswitchisfor ‘ usewith proprietary
security systems' - why?Virusesarenorespectersof file
attributes, and executabl efilesthat bel ong to accesscontrol
packages - even if they are marked ‘hidden’ - arejust as
likely tobecomeinfected asany other executableprogramon
the PC. Assuch executablesare often designed to be
executed each timethe PCisbooted-up, aviruscould spread
itsinfectionwithin the PC and possibly beyond. Evenfor the
sakeof compatibility, using thisswitch soundsrather risky!

Other optionsarefar morestraight forward and control, for
example, whether afull secure scanisperformed or not,
whether or not just to check thefirst fifty filesin asub-
directory and variousreporting options, among others.

| applaud Cybec’ ssteadfast refusal to turnits packageinto a
full-blooded application by incorporating such annoyances
asmenus, dialogue boxesand WIMP screens. Asl have
often stated in the past, anti-virus softwareisnot to be
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played with: it isand should remain utilitarian and befast,
accurateand reliable - alas, such attributesare generally VET
lackingin VET sGUI and CUI competitors. Neither hasthe
company gone down thesticky path of trying to scaninside

compressed executablesand archivefiles. Scanning Speed
VET_RESistheTerminate-Stay-Resident component which Hard Disk:
occupies between 8 and 14 K bytes, depending on how itis
configured. It monitorsthe DOSL oad and Executeservice Turbo Mode 18 secs
(INT 21h, Function 4Bh) and scansthe executablefor (897.4 Kbytes/sec)
around 200 of themore common viruses. If oneisdetected,
VET_RESthen loadsthe full VET program and instructsit Secure Mode 44 secs
to scan theinfected disk. VET hasto report that all viruses (362.1 Kbytes/sec)
wereremoved beforeallowingthefilewhichtriggeredthe Floppy Disk:
scanto beexecuted.

. Turbo Mode 5 secs
The TSR also checksthe Boot Sectorsof floppy disksthe (62.1 Kbytes/sec)
firsttimethey are accessed. | did not notice any speed
degradationimposed by this TSR, however if themain Secure Mode 10 secs
scanner, VET, hasto be executed, everything stopsuntil it (31.0 Kbytes/sec)
has completed itsclean up.

Scanner Accuracy

Thedocumentationmentionsasmaller TSR, VET_RES2,
which containsno virusinformation but which automatically 'VB Standard’ Test-set" Turbo 354/364
invokesVET each timeaprogramisrun. However, this Secure 362/364
program was strangely missing from the distribution disk. “inThe Wild’ Test-set?! Turbo 113/116
TheVET system contains afew other minor programsand Secure 113/116
devicedriverswhichincludethefollowing: ‘MIE’ Test-set Turbo 1438/1536
VET_STOP.SY Sadevicedriver whichsimply waitsfor Secure  1528/1536

virus‘ Areyouthere? callsand will terminatethe programif
aknowncall isreceived. Testsfor individual virusescan be

disabled inthe event of conflictswith programswhich use Product: VET Anti-viral Software
suchcalls. VET-STS.SY Sisasimilar devicedriver which

Technical Details

. Version: 7.2
hasamuch smaller memory footprint but doesnot allow _
individual virusesto bedisabled. Serial Number: Not stated.
. . . Author: Cybec Pty. Ltd.,Suite 3350 Hampton Street, Hampton,
VCRC.EXE isan equivalent program toMcAfee Associates Victoria3188, Australia

VALIDATE and displaysCyclic Redundancy Checksum

. ) Telephone: +613 521 0655
valuesfor fileswhose path names are supplied on the epnone =

command line. Thesevaluesarenot stored in afile, soit can Fax: +613 521 0727
not beconsidered ageneric checker. Price: $A90for first PC, $A30for each additional PC.

. Test Hardwar e: All testswere conducted on an Apricot Qi486
Conclusion running at 25M hz and equipped with 16M B RAM and 330M B

. . . , harddrive. VET wastested against thehard driveof thismachine,

Allinall, 1 amimpressed withVET s performance. Top containing 1,645 iles(29,758,648 bytes) of which 421 were
marksfor the documentation, whichisexcellent and pro- executable(16,153,402 bytes) and theaveragefilesizewas 38,370
videsagreat deal of useful information. The programruns bytes. Thefloppy disk test wasdoneon adisk containing 10filesof
swiftly, andiseasy to use. which 6 (310,401 bytes) wereexecutable.
However the product lacksanintegrity checker andis For detailsof thetest-setsused pl easerefer to:
thereforetotally scanner dependent. Inadditiontothis, the 19 Standard test-set: VirusBulletin - May 1992 (p.23)
detection resultswererather disappointing, and whilethey 2 InTheWild’ test-set: VirusBulletin - January 1993 (p.12)
aremuchimproved fromthelastVB review, they still let the 131 MtE’ test-set: VirusBulletin - January 1993 (p.12)
product down.
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CONFERENCE REPORT

Pascal Lointier

ICVC’93-VirusHuntingin Bulgaria

Onthe5th of April thisyear, anti-virusexpertsfrom around
theworld arrived in Varna, Bulgaria, to attend thefirst ACM
conferenceon computer viruses. Theconferencelasted 4
days, and morethan 100 participantsattended, representing
awide cross section of both usersand researchers.

Not surprisingly, theconferencehad generated asignificant
amount of interest among the press. The venue had more
thanitsfair share of attendeesfromtelevision, local or
national radio stationsand international pressagencies.

Agenda

Theorganizersof the conference had two main objectives: to
help national usersto fight against viruses(not every
Bulgarianisaviruswriter!), and to provideatechnical
sourceof information about thissensitivetopic.

During many of the sessions, the need for abetter relation-
shipbetween variousinstitutionswasemphasised. Everyone
remembered themassively hyped storiesabout Bulgaria
which were published around 1990 - tales of lethal viruses
spreading throughout theworld and an approaching global
calamity. Thelack of communication between someof the
virusresearch centres and the media has caused many
problems- thissituation needsto beimproved.

Nobody attempted to deny theexistence of sophisticated
Bulgarian viruses, but many criticised theway the Bulgar-
ians had been type-cast ascomputer hackershoping to
spread their foul seed all over theworld.

Hot Debate

Two of the speakerswere Mr E. Nikolov, chairman of the

L aboratory of Computer Virology of theBulgarian Academy
of Sciencesat Sofia, and Mr V. Habov, co-author of abook
aboutthe‘ Bulgarian Connection’. Nikolov’ steam consists
of approximately ten people, who areresponsiblefor
studying computer viruses and advising users on methods of
protectingthemselvesfromvirusattack.

Unfortunately, not all of those giving papersand talkswere
therein person. For instance, the paper by SaraGordon had
to beread by someone el se, because shewasnot ableto
attend the conference. Indeed many of thefamiliar facesfrom
theanti-viruscommunity weremissing.

ACMBUL: 1 |NTF.RNI\T|0NN.

COMPUTER VIRUS PROBLIEMS AN D
ALTERNATIVES CONFERENCE

Thequestiononeveryone' slips: WhoistheDark Avenger?More
importantly, did heattendtheconference...

Neverthel ess, weenjoyed thelnternet connectionsduringthe
coffeebreaks. Variouschatstook placeeither withwell-
known specialistsor with membersof the computer under-
ground... from other countries.

Asmany readers may suspect, yes, therewas at least one
viruswriter who gaveapresentation. Aninteresting panel
session followed where hot topi cswere discussed: shouldwe
condemnviruswritingor just virus spreading?Ispiracy the
maj or factor of contaminationin Bulgaria?How could a
country beheld responsiblefor theaction of small minority?

Asisawaystheway with such meetings, many of the most
useful discussionstook placeintheevenings. Delegates
were given plenty of chancesto meet up outside sessions, as
weweretreated to acocktail party oneevening, and the
official conferencedinnerthenext.

SummingUp

Summing up the end session, participantsagreed the
followingresolutions:

0 Tostudy legal and insurance matters, taking advantage of
theexperienceinwesterncountries.

0 Toestablishtheconference asan annual meeting dedi-
catedto anti-virusfightingand computer security.

0 Tofindaway to support theLaboratory of Virology inits
effortstohelp users.

Theconferencewasmarred only by thelack of international
attendance. However, for all who came, it wasachanceto
evaluatetheso-called ‘ Bulgarian Connection’ first hand, and
to make up one’ sown mind on how these complex problems
shouldbesolved.
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END-NOTES AND NEWS

]
SophosLtdhasannounced therelease of anOS/2 ver sion of itsscanner, Sweep. Dr Jan Hruska, Technical Director of Oxford-based Sophos, commented
‘Thenew version of Sweep putsthesecurity function of virusdetectioninthehandsof thenetwork supervisor, rather thantheusers. Theprocesscanfunctionin
thebackground andiscompletely transparent.” Tel. 0235559933.

MassachusettsGovernor, William F. Weld, hasproposednew legislation tocombat computer crimeinthestate. Themeasure proposesamaximum penalty
of fiveyearsinprisonand afineof $50,000for theft of commercial computer services.

Central Point Softwarehasannounced ‘ Safe Six’, an upgrade servicefor usersof MSAV. While* Safe Six’ expandsthe number of virusesMSAV detects, it
will not modify thefeaturesof theprogram. ‘ Safe Six’ costs£39.99+V AT for atotal of threeupdates. Tel. 081 8481414.

S& Slnternationalhasannounced Dr Solomon’ sAnti-virusToolkit for NetWare. Competitorsalready sellingwell-established anti-virusNLMswill be
intrigued by the Toolkit’s claimtobe’ thefirst compl ete protection package onthemarket for serversand workstationsusingNovell networks.” Further
informationfromPat Bitton. Tel.0442877877.

Congratulationsto S& Sinternational, for winningaQueen’sAward for Technological Achievementfor itsflagship product, Dr Solomon’ sAnti-virus
Toolkit, and thetechniquesinherentinitsdevelopment. ‘ To say that wearedelighted to havethisaward conferred onS& Swoul d betheunderstatement of the
decade’, Doctor Alan Solomon commented.

Reportsarecomingin of abuginMS-DOS6which can cause system instability under NetWare3.11. A text file supplied with DOS 6 statesthat those
affected should upgradetheir Network shell toversion 3.22, but someusersclaimthat thisdoesnot solvetheproblem.

TheWhiteHousehasunveiledanew ' phonescrambling devicewhichlaw enforcement agenciescantap. The* Clipper’ chipisdesignedtohelp provide
secure telephonecommunicationfor legitimate purposes, whileletting the US Government tap thelinesof drug smugglersandterrorists. TheUS
Government will maintain adatabase of all the chipsmanufactured and thekeyswhichthey contain. Privacy-paranoid Americansareknownto belessthan
happy withthisdevelopment.

Whilemany would agreethat thelawsregarding computer security aresomewhat lax, few woul d sanction thedraconian measuresimposedin China, wherea
man accused of computer hacking and embezzling $192,000hasbeen executed. Thelocal newsagency saidthat ‘ the crimewasthefirst caseof bank
embezzlement viacomputer’ inChina. Hackersaround theworldwill beenquiring anxiously about extradition arrangementswith the Peopl e’ sRepublic.

Patricia HoffmansVSUM ratingsfor April: 1.McAfee SCAN v102 93.2%, 2. Sophos Sweep 2.48 90.7%, 3. Frisk Software F-Prot 2.07 89.2%, 4. Dr
Solomon’sAVTK 6.04 86.4%, 5. 1BM Anti-virusDOS1.0 72.6%. NL M s: 1. Sophos Sweep NLM 2.48a 91.2%, 2. McAfee Netshield V102 89.4%, 3. Intel's
LanProtect 1.53+ 1/93559.0%, 4. CPAV /NLM 1.0 56.4%.
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