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EDITORIAL

Lawand Disorder

The'hackingtrial of thedecade’ hasjust finished at Lon-
don’ s Southwark Crown Court. While such hyperboleisnot
uncommon in the popular press, itiscertainly truethat last
week’ strial of Paul Bedworthwasavery important test of
the 1990 Computer Misuse Act.

Unfortunately, rather than being amilestoneinthefight
against computer crime, it may well becomemore of a
millstone around the necks of those who arein the unenvi-
ableposition of trying to enforcethelaw. Despite having
admitted hackinginto many different computer systems, the
verdict wasadisaster for the prosecution: Paul Bedworth
wasfound not guilty.

Theattentivereader will havenoticed that if Bedworth
admitted to hacking computer systems, hischargescannot
have been simpleunauthorised accessand modification of
computer software. Indeed, if such charges had been made, it
ismost unlikely that Bedworth would have had any choice
but to plead guilty. Such acase would probably not be
conducted at aCrown Court, but at aM agistrates Court, and
the maximum sentence would have been six monthsimpris-
onment or a£2000 fine. Hardly commensurate with tens of
thousands of poundsof damage.

Whilenobody except thetwelve membersof thejury knows
why they returned a‘ not guilty’ verdict, itisprobablethat
the decision wastaken becausethey felt that Bedworthwas
‘compelled’ to hack. Itisalso possiblethat therewasan
element of ‘ hel ping the underdog’ - after all, how could a
nineteen-year-old man causesuch universal pandemonium?
Bedworthstood likeDavid beforethemighty corporate
Goliath - and asin that biblical fight, itishard not to think
of Goliath asanything other thanabully.

New Scotland Yard’ s Computer Crime Unitproduced vast
amountsof evidenceshowing precisely what Bedworth's
actionswere. It isbelieved that one of the reasonsfor which
the conspiracy charge was made wasthat the whol e group of
hackerscould betried together. The sheer bulk of evidence
made separatetrialsalmost impossible. ‘ If we had gonefor
individual hacking charges, theindictment would havebeen
thesize of atelephonedirectory’, commented Det Sgt Barry
Donovan, aninvestigator onthe Bedworth case.

Part of the problem seemsto be that computer crimeisnot
perceivedtobeparticularly anti-social. Many foolishly
blamethel T Managers of the systemswhich have been
hacked into. Such twaddledoeslittlefor theimage of the
industry - and even lessfor thosewho fight computer crime.

Sadly, thisattitude exists not only among membersof the
computer underworld, but among‘ consultants’ and ‘ advi-
sors’. Nobody would doubt that |eaving default system
passwordsinstalled on amainframeislikeleaving the car
keysintheignition. However, theideathat itisasystem
manager’ sfault if the systemishackedisludicrous. If a
houseisbroken into, no matter how thin the glasson the
windows, thereis no doubt whether acrime hasbeen
committed. Why should acomputer system beany different?

Thedefencethat wasoffered claimed that Bedworth’s
obsessionwith computersprevented himformingtheintents
that were necessary for the charges. Anybody who hasever
met acomputer hacker will tell you that they areall, toa
greater or lesser extent, obsessed with computers. Generally
lonersinthereal world, they commonly have ahacking alter
ego whichisoften unrecognisableto thosewho know them.

Theoriginal definition of ahacker was someonewho could
find el egant sol utionsto computer problems. Now however,
the connotationsare such that oneimmediately picturesa
‘computer junkie’ hunched over akeyboardin hisbedroom.
Thecrumpled Led Zeppelin T-shirt and bluejeansare
optional - but theimageishardtolose.

Doesthisspell the end for the Computer Misuse Act? Do
hackers now havecarteblanchetowreak havoc across
computer networkseverywhere?Contrary tomuch editorial
opinion, the Computer Misuse Act doesnot lie upon the
floor intatters, although the eventsof thelast month have
not helped it oneiota. Hackerswill still be pursued by the
appropriateauthorities‘ with vigour’ accordingto DC Noel
Bonczoszek of theComputer CrimeUnit.

Itisimportant to remember that the result of the Bedworth
case does not set alegal precedent - anyonewhotriesa
similar defencewill haveto convincethejury that they were
not in control whenthey hacked into particular systems.
Indeed, the pi cture portrayed by the Bedworth defencewas
of ayoung man for whom hacking wasacompulsion,
someonewhowouldbecomeangry if anyone came between
him and hiscomputer. However Bedworth becameahacker
beforethe 1990 Act, and could therefore argue that he was
addicted to hacking beforeit becameillegal. It should prove
moredifficult to usethe samedefencefor those who became
hackersafter the 1990 Act.

It seemsunlikely thatanybody who relieson mainframe
systemswill be happy with thisdecision - and the silver
lining to thiswholesordid affair isthat it may well proveto
bethe catalyst needed to beef up the lawswithin the UK.
Rather than waiting for the next Paul Bedworth to emerge,
now isthetimeto strengthen the 1990 Computer Misuse Act
so that the maximum punishment in someway reflectsthe
amount of damage which can be caused.
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NEWS

Phrack isBack!

Phrack, theunderground ‘ hacking and phreaking’ magazine,
isset to return. However,Phrack will nolonger bean
electronically distributed periodical: initsnew incarnation, it
will bedistributed asalegitimate news-stand publication,
withitsown | SSN identification number.

SubscriptionstoPhrackwill cost $100for four quarterly
issues. Thenew editor, Chris Goggans, insiststhatPhrack
will still befreeto ‘thepeople’ but that corporateswill have
to pay for it. Goggans claimsthat ‘ the newPhrack will be so
good that subscriberswill find it worth theannual charge’.

With Phrack now joining the ranks of 2600 and AVDQ, it
seemslikely that the many corporate userswill haveto suffer
theignominy of having to register and pay toreceiveit.
Goggans can clearly seethefunny side of this: ‘ It’ skind of
ironic’, helaughedo

What ToDoWhen TheMagic FadesAway...

A new strain of the CMOSL1 virus hasbeen found. Thevirus,
named EXEBUG2 issuccessful initsattemptsto disablea
clean boot on someinfected machines. The most sacred of
magi ¢ objects seemsto have been reduced in status.

Thevirusiscompletely capableof ‘faking’ aclean boot on
some machines (such asthose equipped with acertain
version of theAMI BIOS). Likethe CMOSL1 virus,
EXEBUG2 operatesby altering theinformation storedinthe
CMOSmemory so that the computer alwaysbootsfromthe
fixeddisk drive.

Fortunately thereisno need for global panic, asthevirus
only operatescorrectly onasmall percentage of machines.
However, it does highlight the danger of having asimpleand
easy method of selecting theboot devicefromwithin
software - BIOS manufacturerswould do well to take note of
thiswhen designing new systemsm

How (not) to Organizea Confer ence

The Technical Editor of Virus Bulletin attended a computer
security conferencein New York in March - an annual
event at which virus researchers gather, givetalks and
shareideaswith one another. He reported as follows:

Last year, the organisation wasbad - thisyear itwasa
disaster! | discovered that | was supposed to chair one
session, but I only knew who the speakerswere an hour
before. Thefirst speaker’ stalk was about something

Virus Prevalence Table - February 1993

Viruses reported to VB during January 1993.

Virus Incidents (%) Reports
Form 15 29.3%
Spanish Telecom 7 15.9%
New Zealand 2 5 11.4%
Eddie 2 3 6.8%
Cascade 2 4.5%
Joshi 2 4.5%
Nolnt 2 4.5%
Tequila 2 4.5%
V-Sign 2 4.5%
DIR-II 1 2.3%
Disk Killer 1 2.3%
Flip 1 2.3%
Power Pump 1 2.3%
Total 44 100.0%

different to what the scheduleindicated, the second speaker
just managed to show up intime (it seemsthat nobody
informed him that his paper had been accepted until the day
before), and thethird speaker had already | eft. Probably
nobody had told him that he was supposed to speak!

Therewerenumerousminor hiccups: theproceedingsnever
appeared, somepeople(including myself) never got their
name badgesand no coffeewas provided during the coffee
breaks. However, therewereal so more serious problems-
somewell-known membersof theanti-viruscommunity
(including onewhose pi cture was on the cover of the
conferencebrochure) got thrown out by the security staff,
and (worst of all) thefood was either missing or in short
supply... | wistfully thought of theVB conferencegaladinner
as| watched somebody else grab thelast sandwich.

Only onehumorousevent dispelled thegloom: one of the
speakerswasan ‘ anonymous’ member of the Phalcon/Skism
group - or so hethought. To hissurprise hewaswrong... asa
hugesign saying‘Welcome, Simon B....... " greetedhimas
he entered the conferencehall. | wonder who could have
been responsiblefor that? [Metoo. Ed.]

Someof the speakersat thisconference havealready
promisedto boycott next year’ sevent, whileothershave
demanded that ACM and | EEE withdraw their support.
However, what will actually happen remainsto be seert
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IBM PC VIRUSES (UPDATE)

Updates and amendmentsto theVirus Bulletin Table of Known IBM PC Virusesas of 25th March 1993. Each entry consists of the
virus' name, itsaliases (if any) and thevirustype. Thisisfollowed by ashort description (if avail able) and a24-byte hexadecimal
search pattern to detect the presence of the viruswith adisk utility or preferably adedicated scanner which containsauser-
updatablepatternlibrary.

KnownViruses

ARCV-9- CN: Thereareactually two viruses called ARCV-9, 745 and 771 byteslong. To confuse things further, the original sample
of thisviruswasinfected with both variants. The viruses use variable encryption, similar to that used by the PS-M PC-generated
viruses, which the author seemsto have studied carefully.

ARCV .Joanna- CN: A 986 byte English virus, which containsthetext ‘ Thisis Dedicated To the Girl | Love’, aswell asagirl’s name.
Thevirusisslightly polymorphic, but can be detected with the following pattern, which should be used with care because of thelarge
number of wildcards.

ARCV. Joanna BE?? ??7B9 E201 BF?? ??FC AD?? ?2??7? ABE2 F9
ARCV.Sandwich - CN: This 1172 byte virusiswritten by the same author as Joanna, and closely related.
ARCV. Sandwi ch  BE?? ??B9 3F02 BF?? ??FC AD?? ?2??7? ABE2 F9
Armagedon.1074 - CR: Very similar to the original variant, but 1074 bytes|ong. Detected with the Armagedon pattern.
Backfont.896 - ER: The Backfont family includesthe viruses originally reported as‘ 905’ and ‘ 765’ . This new, 896 byte variant has not
beenfully analysed.
Backf ont . 896 760A 2680 7C01 3A75 0626 8A14 80EA 40B4 36E8 DEFF 3DFF FF74

Barrotes- CER: A 1310 bytevirusfrom Spain. This 1310 bytes virus activates on Jan 5th, displayingthe message ' VirusBARROTES
por OSoft’, and corrupting the boot sector.

Barr ot es 3000 4B74 03E9 DB02 5053 5152 1E06 5657 2E89 164E 012E 8CLE
Beer.3164 - CN: Thethird variant of the Beer virus, probably by the same author as the other two.
Beer . 3164 FA90 80FC 3B75 03E9 31FF 3D00 3D74 OF3D 023D 740A 80FC 5674

Burger.560.Liquid - CN: Y et another variant of this old overwriting virus. Detected with the Burger pattern.
Danish Tiny.177 - CN: Detected with the Danish Tiny.Brenda pattern. Does nothing but replicate.
Danish Tiny.180- CN: Thisvirus does nothing but replicate.

Dani sh Ti ny. 180 8BFA B903 00CD 2180 3DE9 7407 B44F EBDC EB69 90B8 0057 CD21

Dark Avenger.1800.Quest - CER: Almost identical to the 1800 byte variant, but the text messages have been changed. Detected with
the Dark Avenger pattern.

Emmie.2620 - CR: A new variant of this stealth virus, which is probably of Israeli origin. Thisvariant is 2620 byteslong, and is
detected with the Emmie pattern.

Gotcha.F - CER: 732 byteslong and similar to the other known variants.
Got cha- F 8BFO BFOO 01B9 1800 F3A4 OEB8 0001 50B8 DADA CD21 80FC A574
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HH& H.4093 - CR: Very similar to the original variant, but two byteslonger.
HH&H. 4093 50B9 FDOF 8B1E 0101 81C3 1501 8037 ??43 E2FA

Intruder.1326,1440,1988,2336 - EN: Four variants of length 1326, 1440, 1988 and 2336 bytes, which are very similar to previously
known variants. Detected with the Intruder pattern.

Itti.Toxic- CN: A 171 byte non-remarkable overwriting virus.

Itti. Toxic 998B CAB8 0042 (D21 B440 B9AB 00BA 0001 CD21 BE9S OOAC 50AD
Jos- CR: This 1000 byte virus originated in Romaniaasthe alias * Romanian Jabberwocky’ indicates.
Jos 3003 74F7 3000 7456 3CFF 7504 BFAA 55CF 3CFE 75E7 B451 (D21

Leprosy.FVHS.1644 - CN: A 1644 byte overwriting virus, which is detected with the L eprosy.Silver Dollar pattern.

L ovechild.2710 - CR: Thisisanew version of the Lovechild virus, and just like the original it might be ableto infect the MBR aswell.
Lovechi | d. 2710 33C0 8EQD E800 00SE 8BEE BFEO 01ES 7801 FC26 813D 7634 7503

L0z-693 - CR: A 693 bytevirus. Awaiting analysis.

Loz- 693 5706 521E 2E2A 26B4 0374 03E9 DFOO FC8B F2AC OAQD 75FB OEO7
Matura.632- CN: A 632 bytevirus. Awaiting analysis.
Mat ur a. 632 83E1 1F83 F91E 74DE 3ES8A BE09 0380 E701 80FF 0175 OEB4 43B0

Milan.BillMe- CN: Thisisan overwriting virus, and therefore very unlikely to spread. Asit showed some similarity to the Demon
virus aswell asto the other Milan viruses, the relationship of these viruses has now been re-examined, and as aresult the Demon virus
isnow classified asamember of the Milan family.

Bill M 02EB 02EB EFB4 2ACD 213C 0274 0BB4 09BA DEO1 CD21 B44C (D21

Npox.609 - CR: A 609 byte encryted virus. Awaiting analysis.
Npox. 609 5055 3E8A 865D 02B9 3A02 2E30 4600 45E2 F9C3

PCBB.1141 - CER: Thisvirusisrelated to the 1129 byte variant originally reported as ‘ Plaice’, and is detected by the same pattern.

Phalcon.Elvis- CN: Very similar to the Ministry variant, but 1250 byteslong and contains adifferent text message.
Elvis BE15 0103 3606 018A 24B9 A704 81C5 2E00 8BFE AC32 CAAA E2FA
Pixel.Cheef - CN: This 300 byte variant activates the third day of any month, overwrites a part of the disk and displays the message

‘Happy Birthday,Cheef!”. It also containsthe string ‘ Moscow’, which may indicate whereit originated from. The virusis detected with
the Pixel.277 pattern.

Pixel.762 - CN: Detected with the Pixel.936 pattern. This virus containsthe text ‘ LiquidCode’, but that string can also be found in
several other recent viruses, belonging to different families. Presumably these viruses are created by the same person, who does not
seem to have the technical knowledge to write avirus from scratch.

Polish Tiny.176 - CN: A small, 176 byte virus which does nothing of interest.
Pol i sh Tiny.176 00BL 04CD 21B8 0242 33C9 3302 CD21 B440 8D94 FDFF B1BO CD21
Problem.854 - CER: Almost identical to the 856 byte variant reported earlier.
Pr obl em 854 509E 8BE5 8946 0658 E803 005D 9DCF 2E8C 1664 032E 8926 6203
PS-MPC.Alien - CR: This 392 byte virusis not encrypted, which is quite unusual for avirusin thisfamily.
Aien 595A 1FE8 3300 EB89 B903 0051 2BCl BESC 01BF 6B00 ASA4 (6544

PS-MPC.Gold - CER: Encrypted, 612 bytes and detected like other encrypted PS-M PC viruses. Other new variantsin thisfamily are
WaReZ (1803 bytes, CEN), Jo.942 (942 bytes, ER), Cinco (885 bytes, CR), Tim.401 (401 bytes, CN), Jo.916 (916 bytes, ER) Tim.301
(301 bytes, CN) and Tim.515 (515 bytes, EN).

PS-MPC.Grunt.203 - CN: A 203 byte virus awaiting analysis. Several viruses called Grunt have been made available, but it is not yet
clear whether they should be considered to belong to the same family or not.
G unt. 203 BS00 3D8D 96EE 01CD 2193 B43F 8D96 CAO1 B903 00CD 218B 86EA
Screen - ER: A 1014 bytevirus. Awaiting analysis.
Screen 9C50 518B (880 FD4B 7413 2EAD EAO0 3Q00 7547 80FD 2C74 OF59
Semtex.1000.C, Semtex.619- CR: Two new variants of thisvirus, previously called CSFR-1000.
Sent ex 803E 0000 5A74 1740 8EQD 2681 3EO00 00CD 2075 0526 293E 0200
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SillyCR.178 - CR: A simple 178 byte virus that does nothing but replicate. The virus may berelated to the AT family, but requires
further analysis.

SillyCR 178 9C3D 004B 7558 B802 3DCD 2172 5193 OELF BA3E 00B9 0300 B43F

StinkFoot.2E - CN: Thisnew 1254 byte variant isvery similar to some of the other known variants, and is detected with the
StinkFoot pattern.

SVC.1228 - CER: Thisvirus appearsto be an old member of the SV C family, although it was discovered recently. It is detected with
the SVC 3.1 pattern.

Timid.320, 371 - CN: This 320 and 371 byte variant are detected with the Timid.306 and Timid.305 patterns respectively, but have not
beenanalysedfully.

Trivial.64 - CN: This 64 byte, overwriting virus containstheword ‘ Trident’, possibly indicating it iswritten by the same person who
wrote the TPE.

Trivial 64 B802 3DBA 9E00 (D21 B740 BAOO 0193 88EL CD21 B43E CIR1 B44F
Trivial.81,30.D - CN: Two simple, destructive viruses.

Trivial .81 B802 3DBA 9E00 (D21 C536 4D01 9392 B151 B43F D21 5133 C9B8

Trivial.30.D  BASE 00CD 21B7 4093 BAOO 01B1 1ECD 21C3 2A2E 2A00

Trivial.PopooL ar - CN: A simple, 145 byte overwriting virus.

PopooLar B41A 8066 80CD 21B4 4EB9 2700 S5ACD 2172 07E8 0DOO B44F EBF5
TwoMinutes- CN: A 441 bytesviruswritten by amember of the (now defunct) ARCV group. Awaiting full analysis.
Two M nut es B42A (D21 C784 E602 4F4D (584 E302 2AC6 84E8 0200 80FA 1F75

V-163 - CR: Thisisone of therare virusesto be actually encountered ‘in thewild'. It is 163 bytes long, and does nothing but replicate.
V-163 80FC 4B75 4050 5352 511E B892 3DCD 218B DBES 3B00 B43F B104

VCL .Viral Messiah - CN: Dueto an oversight, one of the sample virusesincluded with the VV CL toolkit had not been covered before.
Thisisa702 byte overwriting virus. The following signature should be used with care, due to the high number of wildcards.

Viral Messiah 0701 B954 0181 ?2?7? ???? ??E2 F8C3
Vienna.604, Vienna.618.B - CN: Two minor variants, both detected with the Vienna-4 pattern.

Vienna.700- CN: A non-remarkablevariant by the RABID group, which has been modified by inserting ‘ do-nothing’ instructionsinto
the code. Thisvariant is detected with the Vienna(1) pattern.

Vienna.851- CN: A ‘buggy’ variant, not particularly interesting. Detected with the Vienna (1) pattern.

Vienna.MD-499 - CN: A 499 byte virus. Awaiting analysis. Two closely related variants, 498 and 577 bytesin length, also exist, and
are detected with the same pattern. The third variant in this group is 354 bytes long.

MD- 499 241F 3ClF 74EF 83BC 8500 0075 E881 BC33 0000 FA77 E081 BC33
MD- 354 B903 008B D683 C20D CD21 72B6 3D03 0075 B1B8 0242 B900 00BA
Vienna.New Years- CN: A 697 bytevirus. Awaiting analysis.
New Year s ACB9 0080 F2AE B904 00AC AE75 EDE2 FASE 0789 BC30 008B FES1
Vienna.Vio-lite- CN: A 988 byte variant containing thetext ‘Vio-Lite, TAA, Virulent Graffiti, (k) 1992’.
Vio-lite ACB9 0080 F2AE B904 O0AC AE7’5 EBE2 FASE 0789 BC32 018B FE81

Vienna.Violator.Baby - CN: A 1000 byte variant, very similar to the Violator.Arf variants, but containsthe text ‘ by by, baby’. It seems
to have been created with atool, which allows the user to specify the activation date and the text message to display. Detected with the
Violator pattern.

X-1.570- EN: New variant of the X-1 virus, 570 byteslong.

X-1.570 OE1F 8006 7403 8Cl6 7603 8926 7803 8CC8 0510 0033 DB4B 8BE3

Y eke.1204 - ER: Anltalian (?) virus, which isawaiting analysis. One variant, 1076 byteslong is also known.
Yeke. 1204 BF1B O0OE B976 04E8 0000 5081 EDOF 041F O03FD FQO7 8BF7 ACD4
Yeke. 1076 BF1F OOOE B9F2 03E8 0000 5081 EDLF 041F 03FD FQO7 8BF7 AQD4

Zherkov.1940 - CER: Very similar to the 1915 byte variant.
Zherkov. 1940 5006 1EE8 0000 S5E2E 8A44 E73C 0074 118B FE83 C71A 90B9 D06
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DISCUSSION

James Beckett

InaSqueeze

Anti-virussoftwaredocumentation adviseschecking newly-
received softwarefor knownvirusesbeforeyouletit
anywherenear your system.So let’ ssay you scan anew disk
andit comesback ‘ All OK’. Content that you have checked
forviruses, youtypeA:INSTALL... Unfortunately, theonly
filethat hasactually been checkedis* PKUNZIP.EXE': the
INSTALL.BAT filerunsPKUNZIPto copy 2 M bytesof
softwareto your hard disk - including avirus-infected
executable. Theresult would beaninfected hard drive.

Incidentslikethisareall too common - so why don’t most
anti-viruspackagesscaninsidecompressed software?

Slowing Dowwwnnnn.n.n...

One of the problemsisthat compressed files may sport any
of several name extensions; rather than just the canonical
‘executablecode’ files*.COM, * .EXE and*.SY S(etcto
taste), you must examine ZIP, LZH, ARC, BOO, PAK, LHA
and more. Furthermore, these arejust the default names; any
extensionisvalid. Accessing al thefileson the disk will
make ascanner very slow - and thisstill leavesthe problem
of scanning compressed fileswithin compressedfil es!

Apart from sheer weight of numbers, therearetechnical
concernsin scanning compressed files: one hasto cater for a
multitudeof different compressiontechniques,including
unpublished oneswrittenin-house.

Any unrecognised decompression system will bemissed by
the scanner, resultingina‘clean’ statement wheninfactit
cannot be sure, even when theviruswithinisonewhich it
doesknow about. While not quite astough as keeping up
with new viruses, keeping up-to-datewith new compression
systemsisasubstantial task.

Asan additional bonus, most compression programsare
protected by copyright - toincorporatearoutinewill require
either adevel oper’ stoolkit from thewriters, with the
inevitablevast licensingfees, or thereverse-engineering of
their code, whichinvitesprosecution.

Hor sesfor Cour ses

Advicefrequently givenisthat auser should simply
uncompressthefilesonto the hard disk and re-scan them
there. Thisseemsadequatefor small operations, butina

large organisation, viruschecking and import of disksis
often automated for the convenienceof users. Thismakes
thissuggestionrather unwieldy.

Even more of aproblemisposed by programswhich
uncompressthemsel vesin memory and continueto run -
here, avirus could be attached to the program within the
compression, without any way of writing the decompressed
fileout todisk to facilitate checking.

Itisoften argued that for aprogram to be infectedwithinthe
compression, it must havebeen infected at source. However,
thisdoes not haveto bethe case: it isnot unknown for a
viruswriter to uncompressapackage, infect theexecutable
andre-compressit. Either way, usersrightly expect their
favourite scanner to detect viruses* hidden’ inthisway.

DoweReally Need it?

If scanning for compressed filesisgoing to slow down our
systemitisworth considering how much usersreally need
thisfacility. A well-run organisation should not allow
unauthorised softwareto be used anyway - gamesand
utilitiestrawled from bulletin boards or passed between
friendshave always presented the highest risk and should be
prohibitedon‘work’ computers.

Thismeansthat thereisusually littlereal need for usersto
be passing compressed filesaround the office - only asdisks
enter the system do they need to be checked.Therefore, a
scanner only needsto scan self-expanding filesand thetwo
orthreereally widespread compressionformats. Everything
€l se can be decompressed and scanned when it isimported.

Conclusions

Thissoundsasif the only routeto security isa

draconian regimeof proceduresand regulations, and aloss
of some degreeof individual freedom. Usersmay balk at
this, but it isthey who are going to scream loudest when
their datadisappears.

Thehomeuser hasdifferent problemsto the corporateuser;
much of hissoftware may in fact comefrom bulletin boards
(many useful utilitiesarefreeware or shareware) and is most
at risk. However, it isreasonabl e to expect him to scan his
software asand when he decompressesit.

For the corporate user, somelevel of compressedfile
scanningisrequired. All dynamically compressesexecuta-
bles should be examined, and the most popular compression
techniques should also be covered for in-house use. Whether
thisrepresentsareasonabletarget for theanti-virussoftware
vendorsremainsto be seen, but the bottom linefor themis
selling their product, and if they don’t providewhat users
want, they won’t earn their next meal.
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Winn Schwartau
I nter. Pact

Using Security ModellingtoCombat Viruses

Asasecurity architect, | hold theview that avirusinfection
isaviolation of good security practices. Along with other
typesof computer and network security vulnerability, viruses
are but one aspect that needsto be considered. Infact, |
strongly believethat avirusisno morethan aremote control
hacker with particular goalsand techniquesuniqueto the
spread of malicioussoftware.

Inthe age of downsizing, shrinking budgetsand ageneral
corporatereluctancetoinvestincomputer life-insurance, IT
managers have to make decisionson whereto spend their
sparsedollars, pounds, marksor francs. Thusin many
instances, organi sationshave had to decide betweeninstall-
ing computer security mechanismsor anti-virussoftware.
Thisfiscal conundrum has been based upon afalse premise,
in part created by the mediaand fuelled by many anti-virus
vendorsinthehope of increasing their sales.

In many ways, it can be argued that the success of the ‘ Virus
Busters' hasbeen at the expense of good security practicesin
most organi sations. Because of widespread naivety onthe
part of the user community, afalse senseof security is
achieved when anti-virussoftwareisinstalled. Thejustifica-
tion that no additional monies need be spent on security and
that the cost of the anti-virus softwareissufficient expendi-
ture, will befoundto be penny-wiseand pound-foolish.

Thepointisclear: anti-virussoftwareisinnoway areplace-
ment for security, whereasgood security packagesprovide
excellent mechanismsto protect systemsagainst viruses.

Security M echanisms

M ost professional security practitionersadheretoseven
basic criteriaby whichthefunctionality of acomputer
security packageismeasured. In Europe, the TSEC (Infor -
mation Technology Security Evaluation Criteria) utilise
thesefunctional criteriaand provideameasurement of the
product’ sassurance- that is, whether the product performs
asit claimsto do.

In the United States, theOrange Book (D2, C2, Bl etc.) is
moreformally known asTCSEC, or Trusted Computer
Security Evaluation Criteriaand isbeing superceded by
morecomprehensivecriteria. Thelatest commercial draft
revisionisinthecomment stage as| write.

Thesecriteriaoffer an extensivetoolkit by whichthesecurity
manager of an organi sation can simultaneously achieve:

0 A specifiedanddesiredlevel of security
O Protectionagainst viruses.

As| describe these mechanisms and how thesetwo goals
can bereached using the same piece of software, keepin
mind the fact that these techniquesfight virusesin a
proactivemanner rather than adefensivereactivemanner,
which hasbeen onelong-standing criticism of theanti-virus
field. A well implemented security schemewill protect
against unknown viruseswith no need for updates.

Theconceptual core of any security systemiscalleda
ReferenceMonitor. TheReferenceMonitoris, ineffect, a
‘traffic cop’, which watcheswhat happensto the computer at
all times. The premiseissimple. Every request made of the
system, either by the user or by aprocess, must be mediated
by theReferenceM onitor for approval.

TheReferenceM onitor only offerstwo choicestoasystem
request: Go or No-Go. Either theevent may occur as
reguested or the processishalted in mid-stream. Therules
by which the Reference M onitor operatesare based upon
how these seven criteriaareimplemented. The proper use of
theseruleswill keep your system protected from viruses, and
perhapsyouwill belucky enough to prosecutethe distribu-
torsof thevirusarmed with hard evidence.

Criterion 1: I dentification and Authentication

A computer, anetwork or indeed any system whereinforma-
tion of valueisstored should havea‘lock’ onthe‘front
door’. Anybody who gainsaccessto acomputer should have
toidentify themselvesto the system, and the user should
havethemeansto provehislegitimacy.

Many popular methods can be used, ranging from simple
passwordsand I D codesto stringent biometric techniques.
Pick one, and useit religiously. Asyouwill see, thisis
critical, not only for keeping viruses off the computer, butin
identifying and apprehending offendersandtracingthe
sourceof offending code.

Many security tool soffer high degreesof flexihility at the
‘front door’ . Defining which days of theweek or which
hoursof the day the user may accessthe system will help
maintainsystemintegrity.

Criterion 2: Object Re-use

Thissomewhat arcaneterm isdesigned to keep one user
from passing himself off asanother, or discovering private
information about other users. There should be no transfer of
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compartmentalisedinformationfromoneuser toanother
without specific authorisation. When auser leavesthe
system, all traces of hisactivity should be erased from RAM,
all registersshould bereset, and the contents of all tempo-
rary filessecurely erased fromthe system.

It should be obvious at this point that the purpose of criteria
1 and 2 isthat the system knowswho isusing it and when.

Criterion 3: Audit Controls

A good security system offersasecure storageareawhich
recordscomputer transactionsand requests. Theauditlog
shouldrecord both successfuland unsuccessful attemptsto
accessthe system. A log of the programs executed, and the
resultsof the Reference M onitor’ smediation should be
savedfor later analysis, especially if avirusor other security
breachisdetected.

Many criteriaadd the category of accountability, but herethe
aimisto ensurethat the audited events can be attributed to a
specific user. The audit log can be used to demonstrate that a
particular user isattempting to by pass security measures
which may call for some action to betaken on the part of the
organisation. Inthe extreme, theaudit logsmay provide
strong legal evidenceinacriminal prosecution.

“anti-virus softwareisin noway a
replacement for security’

Criterion 4: AccessContr ol

Oncetheuser hasbeenidentified by the system by Criterion
1, and isolated by Criterion 2, the Reference M onitor rules
areputinplacefor that particular user. These access control
rulesgovern factors such aswhat the user isauthorised to
access and modify, or which resources he hasaccessto. This
onecriterionisanincredibly strong prophylactic against
viral infection of thecomputer.

Theuser may, for example, beabletouseall filesand
programson Server 1 and hisown hard disk, but no others.
Infact, he should not even be permitted tosee thosere-
sourcestowhich hehasnolegitimateaccess. Alternatively,
the user may be ableto read certain files but make no
changesto them, or fileswill be marked asbeing ‘ execute
only’, whereby theuser cannot read or modify the program,
but merely utiliseit. Access control mechanismscan also be
applied to floppy disks, and may governthekind of files, if
any, that can be copied or executed to or from them.

Theaccesscontrol ruleswhich governthe extent of the
ReferenceM onitor notonly provideexcellentviral insula-
tion, but arealso avital part of any good security system.

Thisisagood placeto consider acouple of examples. All
systemfilesshould beautomatically protected from modifi-
cation and erasure. COMMAND.COM isacommon target,
but viruses can attack system filesthat most usersare
unawareeven exist onthecomputer. CONFIG.SY S,
AUTOEXEC.BAT, theBoot Sector and FAT tablesshould
beinaccessibleby anyoneexcept the system administrator.

All EXE, COM, BAT, SY Sand OV ? programs must be
similarly protected. The best method isto set them all to
ExecuteOnly. Theexecutablescannot becopied, read,
debugged or otherwise manipulated. In asystem with proper
security mechanismsinplace, if avirusattemptsto copy
itself to an executable, two thingswill happen:

0 Thesystem will stop and the user will be al erted that an
unauthorised writeattempt hasoccurred.

0 Theaudittrail will record the attempt providing the
offending sourcefilewhich containsthevirus.

Note herethat thekind of virusisimmaterial. The common
Cascadevirusor an unknown‘ M utating-Super-virus' will
be stopped dead initstracks. Thisiscalled ‘ active contain-
ment’. In contrast to signature string databases which are
unableto protect against unknown viruses, viral activity is
automatically halted by aproperly ruled ReferenceMonitor.

Oneargument against thisapproach isthat some (thankfully
few) programswriteback to themselves. [For example
SETVERiInMSDOS. Ed.] Thisdoesnot havetobea
problem. Establish asecurity domain, possibly asub-
directory, wheretheaccesscontrol rulespermit only those
executableswithinthat domaintowritetothemselves. They
cannot writeto other programs, and other programs cannot
writetothem. Anentirefile server could begiven such
attributesdepending upon thesize of the organisation.

Another way to control accessistolimit the use of floppy
disks. They can betotally disabled within certain depart-
mentsor throughout the entire organisation. Thismay betoo
extremewithin most companies, soit may be preferableto
set theaccess control rulesto something like

A *. EXE No Access

Thismeansthat executables may not be copied to the hard
disk fromthefloppy, may not be copied to thefloppy, nor
may they beexecuted fromthefloppy. A corollary benefitto
theobviousvirus protection that will appeal to attorneysis
that the sitelicencesare maintained, obviating many
potential legal liabilitiesintheareaof copyright. It also
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preventsunwanted and unproductive gamesbeing used on
company machines. Any attemptstoviolatethispolicy are
recorded intheaudit trials.

For themajority of users, floppy disksthen becometrans-
portersof dataonly. | likethat alot, and so should most
network administrators.

Userswho understand the niceties of DOS or other operating
systemscould renamean EXE fileto DAT, import it and
renameit back. However, theaccesscontrol rulescan
prevent this: by limiting accessto DOS commandsthrough
thechosen accesscontrol rules.

How many DOScommandsarereally needed by theaverage
user? That isprecisely what the security policy will helpto
determine. Theaudit trail will record even command prompt
requestsand denials, which will tell the administrator who
thecloset hackersare.

Theaccesscontrol tablesshould offer total flexibility in
assigning rightstofiles, directories, drivesor servers. In
security parlance, thisiscalled granularity, ameasurement
of how finely we can tunethe control over the system.

For thosewho feel any of these approachesaretoo limiting
(whichinawell managed networked officewould be
surprising), thereare other answerswhich overcomeany
objectionsand still providethe sameresuilts.

Criterion 5: Integrity

Integrity isafamiliar concept in these pages. It meansa
mechanism which detectsif afile hasbeen altered from
someknown, predetermined state. CRC or Cyclic Redun-
dancy Checksareoneinexpensiveand simpleway to enforce
integrity. Atthehigh end, X9.9 M essage A uthentication
methodol ogiesusestrong cryptographi ctechniques(suchas
DES) and areemployed to ensuretheveracity of financial
and high security records.

Any modificationtoafileof concernwill bedetected. For
viruscontrol purposes, recording changesto executables
should suffice, but someorganisationsprefer tohave
additional controls. For example, filesinapublicdirectory
may begivenintegrity controls. Thustheemployeeprankster
cannot changeacompany-wide memowithimpunity.

Criterion 6: Confidentiality

For our purposes, confidentiality meansencryption of data.
Tothesecurity practitioner, encryption preventsunauthor-
ised peoplefromreading files, or eavesdropping on data
transmissions. For viral protection, encryptionoffers
protectionthat anti-virussoftwaresimply cannot.

Consider an encryption model anditsfunctioninatypical
workstation.

0 All thefileswritten to disk areautomatically encrypted.
0 All thefilesread from disk areautomatically decrypted.

What doesthismean? It allowsthe user to process dataand
run programsin their native plaintext mode, but all file
storageissecure...even if the whole computer is stolen!
Thisisparticularly attractiveon portables.

Thisargument can be extended to floppy disks.

Assumethat automatic encryptionisappliedto floppy disks.
Thusall filesread from floppy disk are decrypted, and all
fileswrittento thefloppy areencrypted. What would happen
if an unecrypted text filewereread into the machine? It
wouldbedecrypted, and decrypting atext fileiseffectively
thesameasencryptingit.

“ Passive techniques have proven
to be ineffective, antiquated, and
cumbersome”

So, someonewho tried to import executablesasdataon a
floppy would get simply import gibberish, whichwoul d
almost certainly crashthemachineif it were executed.

Consider theimplicationsif acompany setsup itscomputers
inthisway. The benefitsare enormous. Besidesthevirus
protection, all company dataisguaranteed to stay withinthe
company. If anencrypted disk isbrought to another outside
computer theresult (without thedecryptionkey) iscomplete
garbage. Sincetheencryptionisautomatic and established
by thenetwork administrator, theencryptionkeysarenever
seen or touched by the user. It iscompletely transparent to
thelegitimate user - only when someonetriesto get outside
the system will the presence of thissecurity measure befelt.

Criteria7: Availability

Accuracy andreliability of serviceareother termswhich
apply toavailability, and may be considered fine points of
distinction. Thiscriterion’ saimisto overseethefunctioning
of the computer in question to make surethat the systemis
operating asit should. IsRAM being used up too fast? Isthe
CPU being slowed down?Isthe hard disk being filled up
faster thanit should befor the current application?

Theavailability criterionassistsinidentifyingworm-like
behaviour, Trojan horsesand other itemsof maliciouscode.

VIRUSBULLETIN ©1993 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted by
any formor by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of thepublishers.



April 1993

VIRUSBULLETIN

Pagell

Wewill not dwell on thiscriterion, but for the serious
security practitioner, it providesadditional protection.

TheBigPicture

Thereader will by now have got afeel for what security can
donot only for thesanctity of theorganisation’ sinformation,
but also as an active deterrent against viruses and the
damagethey can cause.

With these mechanismsin place, thedestruction wrought by
avirusthat successfully bypassesthesebarrierswill be
minimal to say theleast, highly contained, and therewill be
arecord of exactly what happened.

Oneof themost important questionsisthat of speed. Fow
resource-intensivearesecurity mechanismsthat providesuch
dual-purposeprotection?

Theoverheadsare minimal. In 386/486 machines, the
Reference M onitor occupieshetween 6K and 30K of
(preferably) upper memory, anditseffect on performance
will be barely measurabl e - perhapsacouple of ticksonyour
performancetest of choice(that is, not noticeablein ‘real
world’ applications.). Theencryption, depending on how
well it isdone, should cause lessthan a5% performance
reduction, and on better systemslessthan 3%. Again, itis
very hard to noticethisspeed drop inthereal world.

Lastly, thereisthe question of transparency totheuser. This
isamust, and | hopethat it is clear that this goal has been
achieved. Theonly intervention onthepart of theuser is:

0 Whenhelogsontoidentify himself to the system
0 When and if something goeswrong.

Other than that, if the user isusing the system within the
prescribed guidelines, hewill not even be awarethat thereis
any security watching hisevery keystroke.

Giventhechoice, most usersprefer transparent security: as
IT Managerswill well know, usersgrow weary with the
daily regimenof typical ‘virusbusting' . Inlargecompanies
withthousandsof computers, virusprotection requiresa
level of corporatecooperationwhichisalmostimpossibleto
achieve, andisterribly ineffective.

Thebiggest advantagewith security when appliedtovirus
detectionisthat no periodic system-wideupdatesare
required. Only the network administrator needsto keep one
copy of hisfavouriteanti-virussoftware product to check any
diskswhich enter the system.

Thiswould beadisaster for anti-virusvendors! Instead of
tensof thousandsof their ill-conceived efforts, they would
need only to sell acoupleto each organisation. No

wonder that the‘virusbusters' arenot infavour of themore
comprehensiveand effectivemethodsempl oyed using
security modelling!

Theconcept of activedeterrenceand containment isthekey
toanti-viral protectioninasecureenvironment. Active
deterrenceisathree-pronged defencewhichdirectly tackles
theoffending virusesand their intended efforts. Thethree
goalsof activedeterrenceare:

1. Eliminate, at | east to ahigh degree of probability, the
chancesof avirussuccessfully infectingacomputer
system. Aswe have shown, there are plenty of mecha-
nismsavailableto keep the virus off the system. Used
properly, they greatly increasenetwork security.

2. If avirusgetsthrough, isolation and containment are
necessary to eliminateadditional propagationand
epidemicinfection. Shrink-wrapped virusesareawaysa
possibility. Aswehave shown, active containment will
greatly reducethe damage caused by avirus. If avirus
doesget through, the systems administrator can use his
singlecopy of anti-virussoftwaretoidentify thevirusand
removeit.

3. If virusesdo infect the system, prevent them from causing
damage, identify theinfected filesand the userswho
brought the offending filesinto the system. In short,
providethe mechanismsto track back the source and offer
evidenceif prosecutionisinorder.

Last but not |east, how much will all thiscost?

Sitelicencesareavailablefor oftwaresecurity products, just
likeanti-virussoftware, and many companiesoffer volume
discount, configuration servicesand customisation. How-
ever, do not expect tofind good security productsavailable
assharewareon bulletin boards. Thegood security compa-
niesjust do not work that way.

Sinceyouwill not be needing to buy new licencesyearly, or
update pattern databases monthly, security softwareisalittle
more expensive - but asit doesmore, it should be. Prices
rangefrom alicencefor about $10,000 to over $250,000
depending upon what you need and how many peopleon
your network. Single copiescost from aslittleas$8-$10to
as much as $250.

Conclusion

Get themost ‘ bang for your buck’! Wehavelittleideaof
wherethe next virusiscoming from or what it will do.
Passivetechniqueshaveprovento beineffective, antiquated,
cumbersomeand anetwork administrator’ supdating
nightmare. However, they do serveapurpose: thebuilt-in
obsol escence of theanti-virussoftwarekeepsmany avendor
in business- nicework if you can get it!
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VIRUS ANALYSIS 1

Evgeny Kaspersky and Vadim Bogdanov

Strange- A New Way toHide

Stealth viruses have been around for avery long time, and
areone of theprincipal reasonswhy manufacturersinsist
that users execute aclean boot before using anti-virus
software. Many softwarevendorsattempt to circumvent this
problem by gaining ‘ clean’ accessto both INT 13h and

INT 21h, theideabeing that if clean disk access can be
achieved, the effects of any stealth viruswill be negated.

The Strangeviruscallsinto question thelogic of such
techniques, asitillustratesanew way for avirusto evade
detection by ascanner. By movingtoincreasingly low-level
interception of hard disk read requests, thevirusauthors
appear to be attempting to ensure that userswho forego
elementary safety precautionspay theprice.

Simplelnstallation?

The Strangevirusisamaster boot sector virusthree sectors
long. However, hereitssimilarity with other boot sector
virusesends. When an infected machineisbooted, thevirus
loadsitself into memory and becomesresident. Thevirus
decreasestheword at address 0040:0013, which specifies
theamount of availableconventional memory andthen
hooksINT 08h (the Timer Interrupt) rather than the‘ stand-
ard’ boot sector virusInterrupt, INT 13h.

ThevirususesINT 08hto monitor the bootstrap procedure
of the PC. When the I nterrupt vector tableis set up (this
happenswhen DOSisloaded) it restorestheoriginal INT
08h handler and hooks INT 21h. TheINT 21h handler
simply interceptsthe DOSL oad and Executefunction.

Therather torturousroute above enablesthe Strangevirusto
intercept theloading of thecommand interpreter. Thisis
doneimmediately after thedevicedriversareloaded. At this
point thevirusinstallsitself asadevicedriver and restores
theoriginal INT 21hhandler. INT 13hisfinally hooked, as
iSINT 09h (the Keyboard interrupt). If thevirusisunableto
install itself asadevicedriver, it displaysthe message:

Hmm .. Strange drivers you have, very
strange... ;-)

Atfirst glancethishighly complex |oading procedure seems
completely unnecessary - after all, theviruscould have
picked up INT 13h as soon asthe system was booted.
However, thereisasubtledifferencebetweenintercepting

the vector now rather than at boot time. By thetimethe
command interpreterisloaded (usually COMMAND.COM)
all therelevant devicedrivershavebeeninstalled. Therefore
any driver softwarerequired to accessthe DOS partition of
the disk will also beinstalled andalready hooked to

INT 13h. Thismeansthat the virus can accessthe disk at a
sector-by-sector level safely andreliably eveninthepresence
of disk compression softwareetc.

Restricted Access

Theviruscarefully checkswhether another programis
attempting to tunnel thetrue INT 13h address. It doesthisby
comparing the contents of the stack before and after aPUSH
and POP instruction. While the contents of thestack are not
altered by tracing, the contents of thememory just abovethe
top of the stack will be, when the return addressis PUSHed.
If thistest showsthat tracing of the executablepathis
occurring, thevirusissuesan IRET with theregisters
containingtheerror codefor a‘ disk write-protect’ error.

“even if an anti-virus program has
clean INT 13h accessit is still
entirely capable of being
‘stealthed’

Hardwar eStealth

Apart fromitsunusual installation process, thevirususesa
previously unseen method of avoiding detection - it makes
use of hardware interruptsin an attempt to hideits presence.

Whenever dataisread from thedisk drive, ahardware
interrupt occurswhichindicatesthat aread isready to take
place. Theseinterrupt requestsarehandled differently onthe
XT andthe AT, and therefore thefirst thing the virus needs
todoisascertain the processor type.

Thereisno built-in method of determining the processor
type; Intel did not includeany simple processor ID instruc-
tionin thei8086, and therefore no such function wasbuilt
into newer processors.

Thevirusdeterminesthetype of processor by usingfive
assemblerinstructions:

MOV AX 2

MOV CL, 41h

SHR AX, CL ; shift right

TEST AX, 1 ; 1s AX bit 0 equal to 17
Jz xt _cl ass_conput er
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Theaboveexampleworksbecause of adifferencebetween
thei8086 and more modernintel chips. Thelntel 80386
ProgrammersReferenceManual statesthat ‘ Toreducethe
maximum execution time, the 80386 doesnot all ow shift
counts of greater that 31. If ashift count greater than 31is
used, only the bottom five bits of the shift count are used.
(The 8086 usesall eight bitsof the shift count.)’

Theaboveroutinewill thereforehavedifferent resultswhen
executed onan XT rather thanonan AT.

TheXT Stealth Routine

Onan XT, thevirushooks INT ODh - this correspondsto the
hardwareInterrupt IRQ5 (theHard Disk Controller Inter-
rupt). Whenever adisk read isrequested, the virus checks
the contents of the disk buffer for itsown code. If itisfound,
it substitutesthe contents of the buffer with the contents of
theoriginal Master Boot Sector.

TheAT Stealth Routine

ThelNT 76h handler routineissomewhat more complicated.
When adisk accessisabout to take place the disk controller
issuesahardwareinterrupt. Thiscausestheviruscodeto be
executed. Onthe AT, theviruschecksthe contentsof ports
1F3hto 1F6h. These ports contain the datawhich the hard
disk controller will usefor theforthcoming disk access.

If these numbers correspond to aread of the M aster Boot
Sector of the hard drive, the Strangevirusaltersthe
contents of these portsso that theoriginal Master Boot
Sector isreadinstead.

Thismeansthat evenif an anti-virus program has clean
INT 13haccess, itisstill entirely capableof being
‘stealthed’ . Thisservesasyet another illustration of the
danger of not clean-booting themachine.

Trigger

Theviruscontainsanumber of different trigger routines.
Firstly, if thevirusencountersan error during installation it
displaysasilly text message (see above).

Inaddition, thevirususes INT 09h to add occasional
mistyped keystrokes. By far thestrangest trigger howeveris
thefact that the virusintercepts disk writeswhich start with
theletters*MZ’, which are used to indicate that afile hasan
EXEformat.

When the virus encounters such asector, the disk writeis
allowed to passunmolested except for thefirst twoletters,
which are swapped about. Thisisabizarre actiontotake, as
EXE filesedited inthisway should still function correctly,
since‘'ZM’ isalsoavalid EXE filequalifier.

Conclusion

Thevirusisnot particularly difficulttodisinfect: theoriginal
Master Boot Sector isstored in sector 11 of the hard disk
and can easily be copied back toitsoriginal position.

However, theway thisvirususesstealthisparticularly
interesting, asthe manipulation thevirusemploysin order to
avoid detectionisat alower level than usual. The author of
thevirusappearsto have an in-depth knowledge of the IBM
PC and it islamentabl e that areasonably competent pro-
grammer would wish to waste histime on such a pointless
(and malicious) project asthisvirus.

Thenew method of stealth does have somerepercussionsfor
thosewhoinsist that aclean boot isan unecessary luxury.
Anyone advocating such atechnique had better be surethat
they have considered all thewaysto subvert their product -
or elserisk users' irewhenthey find themselvesthevictim
of thenext crop of stealth viruses.

STRANGE
Aliases: Hmm
Type: Memory-resident Master Boot Sector.

Master Boot Sector of Hard drive and
Boot Sector of Floppy Drives.

Infection:

Self-Recognition:

Disks Checks for value 047Ch at location
0124h in MBS.
Memory Checks for value 047Ch at offset

0124h from the top of memory.

Hex Pattern: Positioned at offset 1Ah of the MBS

33c0 8ed0 bcO0 7c8e d8al 1304
50b1l 06d3 e08e c026 813e 2401

Intercepts:  INT 08h, 09h, ODh, 13h, 21h, 76h for
installation, infection, stealth and dam-
age

Trigger: Displays the message ‘Hmm... Strange
drivers you have, very strange... ;-),
inserts random key presses,
exchanges the word ‘MZ’ to ‘ZM’ if
found at the start of a sector.

Removal: Specific and generic removal is
possible. Under clean system condi-
tions replace original contents of

Master Boot Sector from sector 11.
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VIRUS ANALYSIS 2

Jim Bates

SwissArmy - Invading Europe’ sDisks

The SwissArmy virushad asomewhat confusing introduc-
tiontothevirusworld, asitwasoriginally identified by
McAfee' sSCAN product asEXEBUG2. Oncetheinitial
confusion had died down, it became apparent that the Swiss
Army viruswasinthewild in Europe. Theincident servesto
highlight the problemswhich are caused by the chaotic
naming systemsintheanti-virusindustry. However, itis
also of somerelief, asthe SwissArmy virusisfar less
voraciousthanEXEBUG2.

Withinthe shadowy world of theviruswriters, thereare
perhapsfewer than oneinten who actually have any
recognisableprogramming skills. Thetechnically capable
few poseafar more seriousthreat than the majority of virus
authors, and are obviously motivated by hatred and malice
beyond our conception.

The SwissArmy virusisundoubtedly themagnum opus of
oneof thelowest echelons of theviruswriters. Within this
virusisamessage suggesting the abolition of the Swiss
Army and we might conclude that the writer has spent some
timein that venerableinstitution. If thiswas so and hewas
as capableasoldier asheisawriter of viruses, | would
strongly advisetheimmediateevacuation of Switzerland!

General Description

Apart from the messy and incompetent coding, thisisafairly
unremarkable Boot Sector viruswhichinfectsthe DOSBoot
Sector of both fixed and floppy disks. Thetotal length of the
viruscode (including dataareas) is 1522 byteswhich
occupiesthree512 bytesectors.

Thevirusisstored on thedisk in such away that thefirst
sector will beinthenormal position of the DBS. The second
and third sectors of the virus code areinserted into the last
two sectorson thedisk (regardless of whether they were
already occupied). Theoriginal DBSiswrittento the sector
immediately beforetheselast two. Thiswill resultindata
corruption on machineswherethese sectorsarein use.

Having shown such cavalier disregard for thefixed disk, the
floppy disk infection routine containsasurprising amount of
codededicated tolocating unoccupied clusterswherethe
relevant sectorscan be stored. Thiscodeisso badly written
thatitisdifficultin placesto determine exactly what the
writer thought hewasdoing.

Installation

Analysisof thistangleisprobably best begun at theinstalla-
tionroutine. Thereforelet usassumethat the machine has
just been booted from aninfected floppy disk.

Theviruscode beginsby accessing the base memory pointer
of themachine and subtracting 3 Kbytesfromit (thus
making room for theviruscodeat thetop of memory). The
existing viruscode (just thefirst sector at thispoint) isthen
moved up into high memory in amanner which highlights
theinexperienceof thewriter.

Processing isthen transferred to thishigh code and proceeds
tohook the Disk Serviceinterrupt (INT 13h) by direct
memory access. Next, thetwo remaining sectorsof virus
codearereadinto memory. After this, theoriginal Boot
Sector isreadintoitsnormal locationin memory.

Finally, after acheck on the boot driveto seewhether it was
afixed disk (thischeck obviously failsinthisanalysis),
processing ispassed to afixed disk infection routine.

Thisroutinefirst loadsthe Master Boot Sector of thefirst
fixed disk and accessesthe partition tableto determinethe
addressof theactivepartition. Theactive DOSBoot Sector
isthen loaded into memory and examined to seewhether itis
already infected. If itis, processing jumpstotheoriginal
floppy boot recordinmemory. Otherwise, theviruscodeand
theoriginal DBS arewritten to the disk as described above.
Theaddresses of thelast three sectorsare calcul ated from
maximum val ues obtained from afunction 8h request (get
parameters) tothedisk interrupt service.

Oncethefixed disk hasbeeninfected, processing returnsto
theoriginal floppy boot record storedinmemory.

Resident Operation

Asnoted above, thisvirus connectsits codeinto the system
servicesby hookingthe INT 13hdisk servicesinterrupt. The
interception routineisoneof thesimplest (and yet the
clumsiest) that | have seen, affecting only read requestsfor
track zero of either head of floppy disks.

I nterception beginsby compl eting therequested function
under viruscontrol and then saving thereturned register
values. After checkingfor a‘ Floppy disk removed’ error, a
complicated tangleof instructionsisthen executed to ensure
that thecorrect flag valuesare eventually returned tothe
caller. Immediately after this, the system dateischecked to
seeif thedateisset to the 7th of February (any year). The
significance of thisdate escapesmebut if itisfound,
processing jumpsto thetrigger routine. If thetrigger
conditionsarenot fulfilled, thetarget floppy disk isinfected
and therequest isreturned to thecalling routine.
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Thefloppy infection routineattemptsto accesstheFile
Allocation Tablestructureonthefloppy disk and determine
thelocation of unused sectorswherethevirus code can be
stored. No effective check ismade of the disk structure, soin
some cases dataon thefloppy will be corrupted.

Theauthor’ sintention isto mark the sectors used by the
virus code asbad so that DOSwill not allocate them for
futureuse. Thereareusually two FATson afloppy disk and
both of them will be modified by thisvirus. Thebugsinthis
section of code could well resultin corruption of the FATsin
away that would make the datainaccessible.

A PC normally only accessesthe DOS Boot Sector during
theboot process. Thuswith DBSinfectorsthereisno
technical needtoredirect system requeststo theoriginal
sector (although such redirection might beincludedin
attempt to evade detection by anti-virussoftware). Thereis
no redirection capability withinthe SwissArmy virusand
thereforeno special precautionsare needed tolocateand
identifyit.

TheTrigger

Thetrigger routineisinvoked if an attemptismadeto read
from track zero of afloppy disk when the system dateis set
to7thFebruary.

Processing herebeginsby decrypting amessage contained
within thevirusand then goesonto collect various details
about the system disk drives. Thisinformationisused within
acomprehensivedestructionroutinewhichattemptstowrite
garbageto every sector of every head of every track onevery
fixeddisk!

Itisinteresting that alarge percentage of thetrigger routines
that | have seen simply do not work. Perhapsthevirus
authorsareunable (or unwilling) to test them properly and
rely upontheir own estimate of their astounding program-
ming capabilities. Whatever thereason, thetrigger routinein
thisviruscertainly doesnot function asintended.

Thedistinctioninthiscaseisacademic since destruction of
random sectorsof datawill definitely takeplace. This
corruptionwill occur on most partitionsof most fixed disk
drivesonthesystem.

Thedecrypted message will bedisplayed after each pass of
thedestruction routine (counted on adrive by drivebasis)
and appears as.

Schafft di e Schwei zer Arnee ab !

This, | amreliably informed, translatesroughly as* abolish
the SwissArmy’. After dissecting and analysing thiscodel
can certainly think of abetter candidatefor abolition!

Conclusions

Thisvirusconstitutesjust another inept piece of codewritten
by just another feeble-minded mal content. Itisquitepossible
that thisvirusoriginated in Switzerland whichisrumoured
to bethe birthplace of the Formvirusand is certainly that of
theTequilavirus.

Theauthoritiesin Switzerland haveinterviewed knownvirus
writersand aswell astaking no further action have stead-
fastly refusedto shareinformationwithlaw-enforcement
agenciesin other countries. If the Swissare attempting to
emulate Bulgariaasprotectorsof viruswriters, itisreason-
ableto suggest caution to all computer usersin dealing with
or through computer technology in Switzerland.

Countriesacrosstheworld are gradually waking up to the
damage and loss that computer viruses can cause and are
enacting legislation designed to bring justiceto the perpetra-
tors. The Swissmay wish to maintain their reputation for
insularity and if so, that istheir affair - asisany consequen-
tial lossof confidence. However, theadvent of freely
available Internet access has made theworld avery small
place - how long until the Swissareforced to cooperate?

Swiss Army

Aliases:  None known.
Type: DOS Boot Sector infector
Self-Recognition:

Disks Word at offset 93h in the DBS has the
value 368Dh.

System None

Hex Pattern:

ACD1 0074 O3EB 9103 E9B9 005E
5859 C38D 365A 019C 2EFF 10C3

Intercepts: INT 13h - on READ of any floppy, track
zero. Checks for trigger date, triggers or
infects floppy.

Trigger: Date is 7th February any year. Overwrites
random sections of all local fixed disks on
system.

Removal: Replace DOS Boot Sector with
original stored on last physical sector but
two of the first fixed disk drive
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NecropolisRetur nsfromtheDead

TheNecropolisvirushasbeen known about for over ayear,
but until now has not been observed inthewild. Thecodeis
highly complex and well written - fromitswriting styleone
would guessthat thisvirusisthework of the so-called ‘ Dark
Avenger’. Onceagain, however longthis’ brilliant program-
mer’ took to develop Necropolis, it wasdisassembled (by a
far frombrilliant analyst!) in only afraction of that time.

Thisvirususeshighly complex stealthtechniquesinits
attemptsto subvert certain typesof virusdetection software.
Itisasimpleprepending parasitic viruswhich infectsboth
COM and EXE files. Thevirusoperatesby copying 1971
bytesof program codefrom the beginningtotheend of a
target fileand then prepending theviruscode. The codeitself
is1963 byteslong excluding a static dataarea, and contains
notrigger or payloadroutines.

Installation

Necropolisisaresident virusand thefirst timeitisinvoked
thefollowing sequenceof eventstakesplace:

Thecodefirst checkstheversion of DOSinuseandif itis
earlier than 3.0immediately exits. A check isthen madefor
the existence of themultiplex function (INT 2Fh) and if this
isnot present processing also returnsto DOS.

Theviruscontinuesby shrinking theall ocated memory to
5120 bytesbeforeresetting the stack position and executing
aroutine designed to trace the DOS origins of the Disk and
System services(INT 13hand INT 21h). Thisprocesshas
becomeknownas* Interrupt Stripping’ or ‘ Tunnelling’ and
hereitistakentological extremes.

Internal servicesare used tolocatethe segment that contains
the DOS code and thisisused in conjunction with the single
step interrupt to locate the DOS and BIOS entry points.

Thevirusdoesnot directly useINT 13h. However, this
interrupt islocated simply so that all disk acesses made can
beredirected around any monitoring softwarethat may be
residentinmemory. TheDOSroutineisexamined carefully
to determinewhether any additional servicehasbeen hooked
intoitandif so, thevirusintercept routineisconnected
‘underneath’ it so that DOS access can be achieved without
alertingany monitor. Theconnection processautomatically
excludesthepossibility of theviruscodebeinginstalled
twice, sincethe code examination during subsequent
attemptsat installation will fail to find the requisite address.

Thisreroutingwill undoubtedly causetremendousproblems
onsometypesof accesscontrol system, sincethereference
monitor hasbeen effectively unhooked by theviruscode,
leadingtounpredictableresults.

After installation, theviruscollectsthe name of the host
program from the environment and proceedsto load and
executesitinnewly allocated memory under viruscontrol. If
theenvironment locationishidden or subverted (aprocess
adopted by someresident software), thevirusswitchestoa
different routinewhichloadsand executesthe host fileby
referencetotheinternal DOSfiletables. After execution,
control returnsto thevirus codewhich compl etes some small
housekeeping tasksbeforereturningto DOS.

Operation

Onceresident, thisvirusmaintainsextensive connectionsto
thesystem servicesavailablethrough DOS. All these
servicesareassociated with INT 21h and they arehandledin
anumber of different waysto ensureboth stealth and virus
replication. Inorder of their occurrencewithinthevirus
code, theintercepted functionsand the associated action on
the part of thevirusareasfollows:

Function 48h - Allocate memory
Function 4Ah - Re-allocatememory
Function 4B03h - Load Overlay

Thevirustakescontrol of the current program segment and
compl etestherequested functionunder viruscontrol. The
program segment isthen freed and processing returnsto the
calling program. Thispreventstheviruscodefrom being
overwritteninmemory sinceit normally occupiesasection
of freememory.

Function 31h - TSR request
Function 4Ch - EXIT request

Here, thevirus setsup aloop of instructionswhich attempts
toinfect any openfilesthat have an extension of COM or
EXE. After thisloop, processing revertsto DOSwith the
functionrequest.

Function OFh - FCB Open
Function 10h - FCB Close
Function 17h - FCB Rename
Function 23h - Get File Size

TheFileControl Block functionsareathrowback to earlier
versions of DOS but are neverthel ess used often by alot of
software. Theviruscollectsthetarget filenamefromwithin
thefunction request parametersand proceedstoinfectitif it
isCOM or EXE. Processing then jumpsto the requested
DOSserviceroutine.
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Function 3Fh - Read File

If thefilehasaCOM or EXE extension, it isinfected and the
read request iscompleted under viruscontrol. If thenewly
read datain memory containsviruscode, thisisoverwritten
by theoriginal code Thelocationinthefilewheretheread
was madeisthen checked to seeif it containsany virus code
andif so, thisisreplaced by the original codethat occupied
that position beforeinfection. Thustoinspection by this
function, aninfectedfileappearsclean.

Function 3Dh - OpenFile
Function 43h - Changefileattributes
Function 56h - Renameafile

If thetarget filehasa COM or EXE extensionitisopened,
infected and then closed. Processing then jumpsto DOSfor
completion of theoriginal functionrequest.

Function 3Eh - CloseFile

Thevirusinfectsthetarget fileif it hasaCOM or EXE
extension before continuing to DOSwiththeoriginal
functionrequest.

Function 14h - FCB Sequential Read
Function 21h - FCB Random Read
Function 27h - FCB Random Block Read

Inthiscase, thetreatment issimilar to the other FCB
requestsnoted above, but if theinfection wassuccessful, the
stealthroutinesareinvoked to conceal theinfection after the
Read request iscompleted under viruscontrol.

Function 4B00h - L oad and Execute
Function 4B01h - Load but don’ t Execute

Thelast two subverted functionsread thewholefileand
infectit regardlessof itsextension. Theinfectedfileisthen
repaired beforeeither returning tothecalling program
(Function4B01h) or being executed (Function 4B00h).

Fileinfection only takesplaceif thefileisnot already
infected, if itisnot asystem file (determined by the at-
tributes) and if itisgreater than 31 bytesin length. Multiple
infectionisprevented by comparing asubstantial part of the
filecode (195 bytesat offset 235) with the similar section of
viruscode. An additional check generatesachecksum of the
wholevirusand comparesit to asimilar checksum writtento
the dataareajust beyond the end of the virus code when the
filewasinfected.

Throughout all thisinterferencewith system services, the
Necropolisvirususesmany undocumented functionstogain
unhindered accesstothefileson disk. System File Tables
aresubverted to allow writeaccessduring infection without

alertingany potential monitoring software. Thelow level
BlOSservicesarererouted directly toDOS(INT 13h) and
ROM (INT 40h) to prevent possible monitoring during low
level writesand thenrepairedimmediately after use. Even
thetermination routinewhich DOS usesto regain control
after program execution, issubverted by thevirus.

Although thisisone of themost comprehensive stealth
virusescurrently at large, thereare some obviousholesinits
security which most reasonabl e capabl eanti-virussoftware
should be ableto usewith ease. The most obvious of these,
asalways, isthat no stealth capability can hide virus code on
amachinethat hasbeenrebooted ‘ clean’.

Conclusions

All viruscode that crosses one' sdesk is saddening and
frustrating, but whenitisobviously written by someonewho
displays some skill and experience asaprogrammer it isalso
difficult nottofeel extremely angry!

Continuing rumours suggest that there are peoplewho know
whothe‘Dark Avenger’ is. If so, they should publish his
name (and the proof of hisidentity) so that he can nolonger
hide behind his precious sobriquet and we can all treat him
with the contempt he sorichly deserves. Far from being
‘brilliant’ thispersonisperverted, he continuesto blight the
futureof thecomputer industry.

NECROPOLIS
Aliases: 1963
Type: Prepending Parasitic file infector

Self-Recognition:
Files Checksum not as expected.
Memory Virus fails its own installation routine.

Hex Pattern:

2EC7 0606 09AF 08B4 O1FF 1EAC
009D 2EC7 0606 09AB 08B4 OBFF

Intercepts:  INT 21h many functions - for infection
and stealth
INT 13h, INT 23h, INT 24h, INT40h
temporary for stealth

Removal: Disinfection is possible but best to

delete and replace infected files under
clean system conditions.
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PRODUCT REVIEW 1

Mark Hamilton

PCVP - A Panaceafor all I11s?

Computer Security Engineer’ sPC Vaccine Professional
(PCVP) isthelatest anti-virus packageto bereviewed byVB
and isthethird product that | know of to includetheword
‘Vaccine initsname. If thistrend continues, it will soon be
impossi bleto distinguish each product fromitsneighbour!

Sapristi! On NousA Oubliés!

PCVPisavailableoneither 3.5 or 5.25-inch permanently
write-protected mediaand comeswithaslim, 67-page A5
sized manual. CSE’ smanual startswith anintroductory
remark: ‘ Because of the unlimited number of waystowritea
virus, PC Vaccine Professional isprobably not ableto detect
and protect against all types.” How refreshingly honest; |
wish more companieswere asopen and straightforward with
their usersrather than bombard them with meaninglesshype.

PCVP’ sdiskette containsabout 387 K bytesand includesan
installation program. When thisprogramisrunfor thefirst
time, the user isgiven achoice of languagein which he
would liketo operatethe product. Theversionreviewed had
optionsfor Danish, Dutch, English or German. Being
somewhat unadventurousby nature, | optedtoinstall the
Englishversion of theproduct.

Unusually for an anti-virus package, thereisno attempt to
check memory or pre-scan thedestinationdrivefor virusesas
part of theinstallation process. Thiscould beviewed asa
seriousoversight onthedevel oper’ spart, thoughinfairness,
the manual does suggest rebooting the PC with ‘an original
write-protected DOSdiskette' .

Theinstallation routine copiesacrossapproxi mately twenty
filesfrom the master disk. Thiscomprisesthe selected
language-specificversion. Howeveritignoressome14files
fromtheKILL sub-directory onthemaster disk. This
directory containsvariousvirus-specificdisinfectorsfor
common virusessuch asMichelangelo, V-Sign, and Form -
these need to be run from awrite-protected disk.

SoftwareWhich Can Learn

PCVPincludesadevicedriver which occupiessome

6 Kbytesof memory. It doesnot look for specific virusesbut
instead warnsthe user if aprogram startsto exhibit virus-
like behaviour such asattempting to write directly to thedisk
by bypassing DOS.

PC Vaccine Professional 13:53

PC Vaccine Professional 1.13
Copyright (c) 1992-13993 Computer Security Engineers Ltd.
All rights reserved

Menu

SCAN - Search for knoun vira
UACCINE - Detect unknoun vira

MEMORY - Display memory use

REPAIR - Remove vira and repair files

REPORT - Print reports

RECOUERY - Create/restore emergency disk
CONFIG - Configure PCUP

EXIT - Exit to DOS

Select entry by typing highlighted letter, press <Esc> to return to DOS

PCVP hasall theusual featuresof ananti-virusproduct. However, the
implementation detractsfroman otherwisegood scanner.

The problem with thistype of approachisthat thereare so
many programswhoseperfectly legal activitieswould be
trapped by thismethod, making it proneto fal se positives.

How doesCSE get around this? Easy - it hasincluded an
optionto ‘teach’ the product that aparticular operationis
legal. Thisisdoneby pressing Control-L whenever its
intercept banner appears. However, | strongly questionthe
logic behindthisapproach.

In order to use thismode correctly, you need to be
absolutely surethat thewarning isafalse positive. Most
userssimply do not havethetechnical expertiseto makethis
kind of decision - itislikely that after acouple of false
alarmsthey would automatically respond withthe* okay’
keypress. Thisseemslike an administrator’ snightmare- if
thisoption should exist at all, it certainly ought to be
possibleto disableit.

Theprograminterfered withwindowson onetest machine,
causingitto crash rather unceremoniously. | wasnot ableto
pin-point the cause, but the problem wasreproducible.

GenericChecks

PCVP.EXE isthemain part of the package, and allowsthe
user to scan drives, check filesfor changes, display memory
and so on. Oneimmediate problem | did encounter wasthat
PCVP assumesthat all thedrivesit detectsare available and
if they arenot, causesaDOS error message to appear. The
test machine happened to haveal Gbyteoptical drive
attached, and the program would not proceed until the
optical drive had been mounted.
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Thegeneric checker allowsthe user to ensurethat no
changeshavebeen madetofiles. Theintegrity database PCVP
which PCVP createsisencrypted, although thereisno
mention of what algorithm isused. If the checksum database
isdeleted, the user isalerted and asked whether hewould Scanning Speed
liketo take afingerprint of thedisk.

Hard Disk:
When PCVP discoversan alteredfile, it usesheuristic
analysisto determinewhether the changesaredueto thefile Turbo Mode 15.4secs
being updated or whether the changes have been caused by a (1048.9 Kbytes/sec)
virusinfection. Thiscontrolsthenumber of falsealarms
produced by integrity checking packages. Secure Mode N/A*
All theresultsfrom theintegrity checker (and all other parts Floppy Disk:
of the package) are sentto alog file. Thereisno built-in
mechanism for viewing thisfile- it hasto be printed. As Turbo Mode 6.3 secs
above, PCVP did not handleany errorsencountered (such as (47.8 Kbytes/sec)
theprinter bei_ng off-ling)_gracefully-theuserisimmediately Secure Mode N/A*
confrontedwiththefamiliar DOS* Abort Retry Fail’ prompt.

Scanner Accuracy
Detection Results

‘VB Standard’ Test-set! 363/364
Thescanning engineisthe strong point inCSE’ sproduct,
being both accurate and quick.PCVP detected all samplesin ‘InThe Wild' Test-set? 116/116
both the M utation Enginetest-set and the‘In The Wild' test-

‘MtE’ Test-set?® 1536/1536

set. ItsresultsintheVB ‘ Standard’ test-set weresimilarly
impressive, asit missed only onevirus. Thisaccuracy isnot
at the cost of speed however:PCVP took just over 15
secondsto scan thetest hard drive - acreditableresult.

All the optionsin the scanner can be enabled or disabled by
typingthefirst character of itsname. Unfortunately, two
optionssharethe sameletter: Memory and More. Hitting the
‘M’ key aternatively enablesand disablesMore - which
pausesthe screen display whenfull. Thereisnoway,
without using amouse, to disable memory scans.

Oneannoying fact | discoveredisthat whileyou can
selectively enableor disablethe scanning of certainfiles,
thereisno mechanism for scanning all filesor adding to
what the devel opersconsider to be executablecode.

Conclusion

| am left with the feeling that this software wasrather rushed
into production. What isthereworksand it doeshave
impressivevirusdetection capabilities. However therehas
been adistinct lack of attention to detail, for examplethe
inability to disablememory scansfrom thekeyboard, thefact
that the DOSerror trap is used, the problemsencountered
withtheoptical driveand so on.

Provided the company can sort out these glitchesand keep to
itspromise of providingamonthly updateservice, then
PCVP may well stand some chance of successinthisalready
over-subscribed market.

Technical Details

Product: PC VaccineProfessional
Version: 1.13

Author: Computer Security EngineersLimited, New St James
Place, StHelier, Jersey JE48WH. Channel Islands

Telephone: 0534 500400
Fax: 0534 500450
Price: £18 per PC (minimum charge £900)

Test Hardwar e: All testswere conducted on anApricot Qi486
running at 25M hz and equipped with 16M B RAM and 330M B
harddrive. PC VaccineProfessional wastested against thehard
driveof thismachine, containing 1,645files (29,758,648 bytes) of
which421wereexecutable (16,153,402 bytes) and theaveragefile
sizewas 38,370 bytes. Thefloppy disk test wasdoneon adisk
containing 10filesof which 6 (310,401 bytes) wereexecutable.

For detail sof thetest-setsused pleaserefer to:

[ Standard test-set: VirusBulletin- May 1992 (p.23)

@ InTheWild' test-set: VirusBulletin - January 1993 (p.12)
3 MtE’ test-set: VirusBulletin- January 1993 (p.12)

*Editor’ sNote: PCVP doesnot havetwo distinct * Secure’ and
‘Turbo’ modes. However, themode of scanning used by PCVPis
moreakintoother products’ ‘ Turbo’ modes, andthereforeitstimes
havebeen shownassuch.
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PRODUCT REVIEW 2

Dr. Keith Jackson

Victor Charlie- Anti-virusNinjaWarrior

Thismonth’ sreview looksat an anti-virusproduct that is
very different from the endl ess scannersand checksum
programsthat formthe coreof VB’ sreviews. Thesediffer-
encesare obviousbeforethe product has even been taken out
of its packaging; the disks and manualsarriveinside asmall
cloth bag withVictor Charlie (VC) advertising material
plastered all over it. | can only describeit asbeing rather like
aladieshandbag (or purseif you are American!).

Victor Charlieclaimsto be‘theworld’ sfirst generic anti-
virusdefence', which* protectsyour files, critical system
areasand dataagainst all viruses'. It also claimsto require
‘no continuousupdating’, andto havea‘ non-technical
manual’. All these quotes are taken from the outside of the
Victor Charlie‘handbag’, so any user isgoing to seethem
immediately. It all soundstoo good to betrue. Isit?

Documentation

Victor Charliecomeswith aninstallation guide, and a
referencemanual, which usesapseudo-military style
throughout, and certainly livesup toitsclaim of being non-
technical! Theanti-virusprogramsarereferredtoassoldiers
going out to conquer theinvading enemy (viruses). For
example, thedocumentation claimsthat the softwareis
‘waging war onviruses'. Toachievethis, itsmajor compo-
nentsarereferred to as‘ shock troops’ which are‘ ordered out
onpatrol’ (executed), and then ‘inviteambush by avirus'.

When thesefilesdetect their ‘ lurking enemy’, thisissaid to
be because ‘an active virusisby its nature unableto resist
theurgetotry toattack’ Victor Charlie santi-viruspro-
grams. Theanti-virusprogramsdetect thisevent, extract a
signature, ‘kill’ thevirus, and then ‘ commit suicide’,  Just
beforethey die’, theVictor Charlieanti-virusprograms
producethefollowing daft message‘VC CAUGHT A
VIRUSFROM YOURMACHINE! (SUICIDINGNOW)'.

I could go onad infinitumproviding quotesto show that this
nonsense pervadesthe documentation, but the pi eces of text
within quotation marksabovearereprinted verbatim, and
providearepresentative sample of the style used. Notethat
thisissupposed to be areference manual!

How anybody could think that documentation should be
writtenin thisway isbeyond me. Thechildish styleem-
ployediscompletely unnecessary, andthemarketing

personnel who dreamed thisup have donethe sales ofVictor
Charlienofavourswhatsoever. If it werejust amarketing
ploy, and real technical detail was hidden in some corner of
thedocumentation, then | could possibly be persuadedto
overlook it, but in this caseit seemsto be used to hide the
fact that the manual isalmost bereft of hard content.

Installation

Having criticised the style of thedocumentation, and thelack
of technical contentinthereference manual, thesole
redeeming feature of thedocumentationisthe short (15
pages) installationmanual. It explainsthedifference
between aquick installation (whereVictor Charliemakes

all the decisions), and acustom installation wherethe user
must specify the sub-directory inwhich theVictor Charlie
filesare stored, and list thefiles (up to amaximum of 10)
which areto be protected specially against virus attack.

Attheend of installation, the software offersto calculatea
‘bitcheck’ list for all of the executablefilesonthehard disk,
whichit usesto detect any changes made to thesefiles.

Notethenew pieceof jargon introduced here- a‘bitcheck’,
whichisclaimed by the developersofVictor Charlieasa
trademark. Thedevelopersclaimthat ‘ bitchecking’ employs
‘proprietary algorithmsto createaspecial, double-
encrypted number for eachfile’ . Fromtheinformation
providedinthereferencemanual, userscannot judge
whether this*bitchecking’ processisany good. What
algorithmisused to cal culate the checksums?What algo-
rithmisused for encryption? Whydouble-encrypt - isa
singleencryptioninsecure?

Althoughthedocumentation doesnot mentioninstallationto
afloppy drive, | tested thisout. Theindividual components
worked correctly wheninstalled on afloppy disk, but the
shell program just hung, and presented the error message
‘DivideOverflow’ when used inthismanner.

Condition Green

Wheninstalled, Victor Charlieconsistsof several compo-
nentswhich can either be executedindividually, or canbe
executed by making aselection using ashell program. This
shell program providesprotection at threedistinctlevels.

‘Condition Green’ (thelowest level) hastwo selection
options, oneof which performsa’‘ Quick Check’ of the
computer, and theother (entitled* Search and Destroy’) looks
for viruseson all selected parts of adisk. If anything
suspiciousisdetected, the user istold to goto‘ Condition
Yellow’, which addsaprogram to perform an ‘ audit’
(calculatea'bitcheck’ for eachfilebeing protected), and a
‘bitcheck’ comparisonprogram.
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Uictor Charlie 5.8 - Special Edition for France 13-535
c) 1998-1992 Bangkok Security Associates All Rights Reserved

UC Functions UC Help
Condition Green CONDITION GREEN (UC1, VUCZ, UCHECK)
Quick Check Your day-to-day Security Level, and where you
Search & Destroy should always begin your anti-virus watch.
Condition Yellow
Audit Programs
Compare Bitchecks
Condition Red
General Security
EXIT

Conduct quick system checks to detect a vast
majority of viruses in the PC world.

You also can check for common viruses uhose
signatures are knoun to the UC.SIG library.

Move to Condition Yellow at the first sign
of unexplained system or program problems.

No record of virus attack to date : 19-MAR-1993
Theentireproductisfilled with pseudo-military jargon- an
approach which seemsbetter suited for acomputer gamethanfor a
seriouscomputer security product.

If virusactivity isdetected, the user isadvised to moveto the
‘Condition Red’ optionswhere utilitiesare provided to repair
the boot sector and the partition sector, to removeviruses
from floppy disks, to make aRescue Disk, to view thelog
filesproduced by Victor Charlie, toturn off falsealarms,
andto seevariousdemonstrationsof virus-likeactivity.

I’m not exactly sureintechnical termswhat thetwo ‘ Quick
Check’ programsdo (two separate programsareinvoked,
twice each), asthe documentation isquitevagueon this
point. Claims are made that these programs check the
‘system’ (whatever that means), computer memory, and
‘other vital elements’. Thisisexpanded later in the docu-
mentation toinclude checksonthe Boot Sector, the Partition
Sector and the System Files, but nowhere doesthe documen-
tation explain precisely what thesetwo programsare doing.

On-the-fly Detection

| tested out detection of virusactivity by carrying out a
‘Quick Check’, infecting my test computer, then performing
another ‘ Quick Check’ to seeif thevirusinfectionwas
detected. Each test took about 15 minutes per virustested, so
| only tested arandom sample of 10 viruses chosen fromthe
186 inmy test-set. Four of theseviruseswere detected by
Victor Charlieas being resident on disk when ascan for the
signaturesof ‘ common’ viruseswasinvoked (Dark Avenger,
Alabama, Cascade and Fish6). The other 6 virus samples
were undetected by Victor Charlieduring ascan - Amoeba,
Burger, DataCrime2, LeHigh, Icelandicl and Kamikaze.

Using the above described test,Victor Charliefailed to
detect active execution of 4 of the 10 samples; thesewere
Alabama, DataCrime2, | celandicl and Kamikaze. The

resultsof thesetestsare hard tointerpret with any certainty,
and would probably becomeno clearer if all 186 samples
weretested asthere are so many variablesinvolved. How-
ever they do show clearly that somevirusescan accessthe
boot disk without being detected by the‘ Quick Check’
process. Thisisunsurprising, but it isnot what the docu-
mentationimplies. However, without hardtechnical details
of the product it wasdifficult to testit further.

Theother Victor Charliecomponent whichisavailableat
theso-called‘ Condition Green’ level iscalled* Searchand
Destroy’. It conductsan anti-viral scan of an entiredisk,

sel ected subdirectoriesor even selected programs. This
program checksthat the sizeand the ‘ bitcheck’ of eachfileis
still correct, and needs some minutesto work itsway
through an entire hard disk. It can carry out aconventional
scan of adisk, but thisoptionisnot activated by default.

Togivesomeideaof therelative execution times, the* Quick
Check’ utility took just 7 secondsto test out the hard disk of
the Toshiba 3100SX described in theTechnical Details
section, whilstthe* Search and Destroy’ utility took 3
minutes 39 secondsto test out the same hardware.

I tried tofool the‘ bitcheck’ testing process by making single
bit alterationsto aseriesof test files, butVictor Charlie
successfully spotted every alteration. It also spotted all files
that had disappeared, and all new files. | was quiteim-
pressed by these ' bitcheck’ test results, but to be convinced
of their veracity, sometechnical detailsof the* bitcheck’
process need to be contained in the documentation. Itisnot
good enough to hide behind atrademark.

Scanner Accuracy

When ascanisinvoked which actually executesavirus-
specific search, Victor Charlieclaimstolook for the
signature of common viruses, and for signaturesadded to
thislist by the* Quick Check’ routines (seebelow). This
sounds good, but when tested against the 186 virus samples
listed intheTechnical Detailspart of thisreview, only 47
test sampleswere detected - apoor result. No M utation
Engine sampleswere detected - aresult which | believe
would not beimproved by any amount of automatic signa-
tureextraction!

No doubt thedevelopersofVictor Charliewould defend
these results on the grounds that many of the samplesare not
‘common’ virusesasdefined by PatriciaHoffman. | disagree
strongly with such an approach, and all the poor soulswho
have beeninfected with avirusthat isnot classified asbeing
‘common’ will no doubt agreewith me. Inreality, scanning
merely for common viruses seemsaneat way of avoiding the
increasing amount of work that is necessary to keep up with
theever-expandingtotal number of knownviruses.
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Victor Charlietook 3 minutes 32 secondsto scan ahard
disk containing 270 executabl efilesspread over 10.2

M bytes. For comparison purposes,Dr Solomon’ sAnti-Virus
Utilities performed the same scan test in 40 seconds, and
Sweep from Sophostook 4 minutes 49 seconds for acom-
plete scan, and 59 secondsin quick scan mode.

Condition Yellow

At‘Condition Y ellow’, an optionisavailablewhich unlike
‘Searchand Destroy’ just performsa’ bitcheck’ audit
(nothing else). Thistook 3 minutes 30 secondsto test out the
same hard disk.

| am at alossto explain why autility which performsfewer
teststhan * Search and Destroy’, but utilisesthe same
‘bitcheck’ test asthe core of itstesting, isavailable at a
higher level. | must be missing something, but I’ ve been
through thisabout threetimesand | still don’t understand it.

Theutility programsprovided for useat ‘ Condition Red’
seem to operate asclaimed, and all except the utilitiesused
toremovevirusesare disabled when avirusisdetected by
Victor Charlie- anicetouch.

PainlessExtraction?

I’ ve been quite harsh on this product up until now, but
careful readerswill notethat most of my objectionshave
been against thelurid phraseology employed, and the lack of
technical detail inthereference manual. However whenit
comesto automatic detection of virussignatures, and false
alarmsingeneral, | haveareal bone of contention.

Whenever Victor Charliefindsaviruswhichisnot detected
by itsscanner it attemptsto extract ascan string for the
virus. Itisobviousthat the devel opersofVictor Charlieare
quite proud of their automatic extraction of signatures. They
haveclearly studied the problem of themany possiblefalse
alarmsthat can result from using this process, and have

still decided touseit. Indeed, an optionisprovided to
disablefalsealarms, and the reference manual statesquite
clearly that, ‘ Intheevent that VCHECK causesafalsealarm
onone, two or three programs, you should consider living
withthese'.

Falsepositivesareprobably the biggest singleproblem
facinganti-virusdevel operstoday, andto consider that
signatureextraction can be performed automatically when
researchersare spending many man hoursstudying each
virusfor areliablesignature, isalmost certainly ill-advised.

Put another way, if automatic extraction of signatures
actually doeswork, why don’t all theanti-virussoftware
developersjust runtheir viruslibrariesthrough theautomatic

detection processto detect areliable signature? How can an
automatic signatureextraction processdeal with self-
encryptingviruses, or with polymorphicviruses?

Conclusion

| cannot end thisreview without one morereferencetothe
militaristic styleemployed byVictor Charlie. Theinitials
VC wereused torefer to the Viet-Cong during the Vietnam
war, and when the sameinitials are used throughout a
product intended to fight against computer viruses,ina
pejorativemanner, | find such connotationsdistasteful inthe
extreme. M easured against animaginary scal e of impor-
tance, computer virusesrank nowhereagainst the unneces-
sary mayhem perpetrated duringtheVietnamwar.

Itisthe absolute certainty whichVictor Charlieappliesto
the detection of virusesthat | rail against most. The docu-
mentation even statesquite boldly that * No virusever can be
written for the DOS operating system which can evade
detection by bitchecking'. Itisabrave soul that makessuch
aclaim, anditisafoolhardy user that believesit.

Such extravagances are ashame, aslurking withinVictor
Charlieissoftware that could be very useful indeed, but |
recommend avoidingthisproduct until thedocumentation
permitsVictor Charlie' sstrengths and weaknessesto shine
through thefog induced by the marketing-speak usedinthe
manuals. Then the user can make his own mind up about the
facilitiesonoffer.
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INDUSTRY WATCH

Shareand ShareAlike

March hasbeen atroubled month for anti-virus supremo
John McAfee. Inlast month’sedition ofVirusBulletin, it
wasreported that Version 100 of McAfee’ sSCLEAN
program had abug init which could cause corruption of
hard drives. To make mattersworse, it wasthedisinfection
routineof theMichelangelo virus(set totrigger on March
6th) which wasaffected.

Thebugisclaimedto only occur on‘1in 500" PCs- if this
istruethen VB wasextremely unlucky: two of itstest
machineswere affected by theerror. In both cases, the hard
drivewasunreadable, and datarecovery wasnot trivial.

Serious bugs like thismust be reported to users as soon as
they areknown - however, things did not happen that way in
thiscase. VB knew about the bug well beforethe
information waspostedtotheinternet usegroup comp.virus,
and it islikely that McAfee Associatesknew of it well before
VB. Many usersof SCAN were not informed of the problem
at al, and continued to use CLEAN v100 until it was
updated to version 102. When bugs of thismagnitude are
found, usershaveevery right to expect to beinformed
immediately - not passing on full detailsquickly must surely
beconsidered negligent.

CourtingTrouble

Another hurdlewhichthecompany must overcomethis
monthistheimpending suit withl magelineconcerning a
false positivefound by SCAN inone oflmageline’ sprod-
ucts. Imageline, having won the‘first round’ inthislegal
wrangle, isnow looking for ‘ substantial’ damagesfrom
McAfee Associates. At thistime, no other details of the case
areavailable, butitiscurrently being tried and full results
will begivenin next month’sVB.

That Sinking Feeling...

The controversy surroundingMcAfee Associateshashit the
company hard whereit hurtsmost - inthewallet.The Wall
Street Journal (March 1st 1993) carried afour column
articleonthefortunes of the company. Stating that the
‘Nasdag-traded shares of McAfee Associateshave been
acting assickly asaninfected PC’ thearticlewent onto
review the problemswhichMcAfee Associatesfaces.

A recent trend on the stock market hasbeen aloss of faithin
technology stocks. Evenbeforethelatest problemsover the
bugin CLEAN, McAfee’ sstock had been taking abattering

McAfee Associatesweek closing shareprices(indollars) for the
period October’ 92to February ' 93

onthestock market asinvestors shied away from such
‘risky” investment in favour of companieswith abroader
array of productsonwhichtofall back.

Theshareshaverecently tumbled to an all timelow of $4 3/4
from ahigh of $23, asthe two investment bankswhich took
theanti-virussoftwarevendor publiclast year reduced their
1993 earningsforecast of the company.Alex Brown & Sons,
aco-underwriter of theMcAfeel PO lowered itsestimate by

5 centsashare. W. Christopher M ortenson, an analyst for
the bank, also stated that he had downgraded hisrating of
thestock from ‘buy’ to ‘hold’. M ortenson saysthat his
estimatereductionsreflect | ower expectationsfor bookingfor
new licencesandlicencerenewals.

AsYou Sow

Itishighly ironicthat itisthe Michelangelo viruswhichis
contributing to the problemswhichMcAfeeissuffering.
The scanningfrenzy whichfollowedlastyear’s
Michelangelo publicity certainly hel pedVicAfee’ ssales:
‘Part of this (earnings estimate cut) isjust saying “ hey, this
market is not growing as quickly aswethought” ’.

M ortenson explained. Hewent on to add that theimpact of

thevirusonMcAfee ssales* wasgreater than expected’ .

Whether the slip in theMcAfee stock priceissimply a
temporary dip waitsto be seen - either way, investorsinthe
company have seen half their money disappear. Many
punditsintheanti-virusindustry feel that the story isone of
poeticjustice: hadMcAfeenot hyped theMichelangelo
virus, thefact that the CLEAN routinefailed would have
passed virtually unnoticed.
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END-NOTES AND NEWS

According to arecent Home Officereport, many Fraud Squad detectivesdo not regar d computer saspotential sour cesof evidence. Thereport found that
athough 85% of UK Fraud Squad detectivesencounter computersduring the courseof investigations, nonehavereceived adequatetrainingin how to usethem.
Sergeant Micheal Guinney, amember of theM erseyside Fraud Squad said, ‘ Policechiefsarefrightened of computers, and that meansthat mistakesarebeing
madebecauseof ignoranceof I T.

Central Point Softwarehaslaunched PC Toolsfor Windows which includes enhanced versions of Central Point’s Anti-virusfor Windows and Central
Point Backup for Windows. Theproduct alsoincludestheastonishingly safe-sounding DiskFix - amodulewhich allowsusersto schedul eautomatic repair of
common hard disk problemsfromwithinWindows. For further information contact Diane Paternoster. Tel. 081848 1414.

Datawatch hasslashed thepriceof Virex PCfrom $99.95 to $49.95. Other changesincludefree electronic updatesviaDatawatch’ sin-house Bulletin Board
System. Theproductshaveal so been repackaged, thuscompl eting thetransition of the previously acquiredMicrocomInc. products. Tel. +1(919) 490 1277.

Symantec appearsto begetting twitchy astheimpending launch of MS-DOS6 drawsnearer. Alwayspreoccupied withthewell-being of thepublic’ sPCs, it has
warnedthat if userswant compl ete protection agai nst computer viruses, they will needtolook carefully at what M S-DOS6 hasto of fer.

Copiesof Hoskyns' Project Manager Workbench softwareweredespatched on disksinfected withthe Formvirus.Hoskynshas sent out anti-virussoftwareand
cleanreplacementsto every recipient of theinfected disks. Whileshipping theinfected di sksisregrettabl e, Hoskynsdeservespraisefor ‘ coming clean’ andthe
swift actionwhichit took. Tel. 071 734 2660.

‘ Computer hackerscost USbusinessesasmuch $60 millionin1991’, said ThomasEaton, manager of corporateinformationand network security for Dayton-
based NCRCorp. Eaton added that NCRhasdevel oped acomputer security system that hasthwarted hackersand preventedintrusion by major viruses.

Steve Jackson haswon hislong-running case against the US Secr et Ser vice. The Jackson Lawsuit revolved around the seizure on March 1st, 1990, of
computer equipment from Steve Jackson Games by the secret service. Although chargeswerenever filed agai nst thefirm, theequipment washeldfor some
months, which Jackson claimsseverely disrupted hisoperations. Mike Godwin, legal servicescounsel, issued astatement sayingthat, ‘ Judge Sparkshasmadeit
eminently clear that thesecret serviceactedirresponsibly. Thiscaseshould send amessageto law-enforcement groupseverywherethat they can’ tignorethe
rightsof thosewho communicateby computer.’

Sk Sinternational’s*‘leading specialist virusand security publication’’ VNI hasannounced aone-day conference, totakeplaceat theSheraton SkylineHotel,
Heathrow on23rd June 1993. Preci se detail sof theprogrammehavenot yet beenreveal ed, but the highlight of theeventisexpectedtobearare personal
appearanceby thereclusiveDoctor Alan Solomon.
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