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What are Document 
Weaponizers?

• Document Weaponizers - tools that create malicious 

attachments using exploits and zero days.

• Distinct tools developed separately from exploits.

• Often python scripts that inject the exploit into a 

separately prepared document attachment lure.
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Actor runs 
weaponizer

script on host.

Actor Creates 
document using 
host software.



Why should we track Phishing
Weaponizers?

• 2019 Verizon DBIR report cites weaponized ‘Email 

Attachments’ as the top malware infection vector.
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• Weaponizer tracking allows analysts to:

• Attribute attacks to known sophisticated actors. 

• Identify new payloads

• Track actor objective & targeting.

• Track introduction of new exploits into the wild. 



Why RTFs?

• RTF files are among the most popular file formats used in 

phishing attacks today.

• Their popularity is due largely to their ability to host 

different object types that can contain versatile CVEs.

• We studied RTFs to find the best methods for tracking, 

attributing, & alerting on tools that create these files. 

This research identified 
22 unique RTF phishing 

weaponizers that exploit 
six CVE’s ITW. This will 

share the findings of our 
research with the CTI 

community.
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The Characteristics
of RTF Files

RTF developed by MSFT in 1987 to 

enable cross-platform document 

interchange. (Currently Supported)

High Versatility

Capable of containing & rendering 

different object types: Annotations, 

Fonts, Pictures, OLE, & SWF.

Various object types allow RTF phishing 

files to contain diverse CVEs. 

CVE-2018-8570   CVE-2018-0802 

CVE-2017-11882  CVE-2017-0199 

CVE-2014-1761    CVE-2012-0158
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RTF Metadata tags                 
can include persona 

information.

Commonalities in 
malicious code used 

by threat actor.

Strings inserted by 
Actor to obfuscate 
code.

Unique dimensions 
of malicious RTF 
objects.

Metadata & 

Author Tags

Obfuscation 

Artifacts

Shellcode Object 

Dimensions

RTF TRACKING & ATTRIBUTION
TECHNIQUES
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Metadata Author  
Tag Attribution

RTF metadata tags are applied 

during Lure document creation 

02

Simple method for tracking RTF 

files is Metadata tags including 

Author.

01

Digital artifacts created by the 

actor’s host . Useful  for 

attribution.

03

0,7
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Shell Code Attribution

02

01

03

0,7
Shellcode is the malicious code 

used by a threat actor to 

accomplish infection. 

Unique aspects of this code are 

ideal artifacts for actor 

attribution. 

Shellcode can be obfuscated 

and complex to identify and 

detect with signatures. 

➢ Shellcode Bytes

➢ ROP Gadgets

➢ Egg Hunting Tags 

➢ Dropped Files 

➢ Payload Execution 
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RTF Obfuscation Artifacts

Actors will use this flexibility to 

obfuscate payloads and make 

static detection challenging.

02

RTF format is very flexible allows 

for different obfuscation methods.

01

Some obfuscation gadgets are 

unique to certain actors.

03

0,7

04 Obfuscation content (strings) make 

great signatures!

Obfuscation



RTF Obfuscation Techniques 

• Object data Cascading 

• Different data representation 

options

• Use of escape characters

• Spaces and invalid tags

• Control strings and hexadecimal 

characters 

A T T R I B U T I O N  I S  I N  T H E  O B J E C T



A T T R I B U T I O N  I S  I N  T H E  O B J E C T

RTF Object
Dimensions

02

01

03

0,7 Some RTF objects can have 

graphical representations. 

These object dimensions 

representations are included in 

the RTF object definition. (Strings)

Many RTF phishing weaponizers

have hard-coded object 

dimensions.
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Object Dimensions 
Simple and Persistent
Tracking Technique

02

01 Unique object dimensions can 

provide distinct strings for 

signatures that are not 

commonly altered by actors 

between campaigns. 

The IOC is from the actor’s 

tools. Requires altering the 

tooling to avoid detection.



Metadata & 

Author Tags

Obfuscation 

Artifacts
Shellcode Object 

Dimensions

Comparing Attribution Methods
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Metadata Shell Code Obfuscation Object Dimensions

Pro Easy to Track 
Operator Visibility

Permanent
Often Unique to 
Actor

Easy to Track
Supply Chain Visibility

More Permanent
Supply Chain Visibility
Often Unique to Actor

Con Very Impermanent
Not Always Unique

Difficult to Track
Often Obfuscated

Impermanent
No Operator Visibility

No Operator Visibility



Comparing Attribution Methods
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RoyalRoad RTF
Weaponizer

• Toolkit introduced in late 2017

Objw2180/Objh300

• Remained in use through mid-2019

• Utilized by Multiple APT groups.

• Eventually adopted by crimeware.

• It exploits three distinct CVE’s

• Identifiable by unique Object 

dimensions.



Royal Road Targeted 
Equation Editor Exploits

• Microsoft Word’s Equation Editor is a tool in 

MSWord to build equations using different data 

representation options. 

• Beginning in 2017 numerous popular exploits 

affecting Equation Editor were disclosed.

• Multiple RoyalRoad versions targeted                      

CVE-2017-11882, CVE-2018-0802, CVE-2018-0798.
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The Constancy of 
Object Dimensions

02

01 5 RoyalRoad versions were 

observed identified by 

different obfuscation strings 

These tools targeted 3 CVEs.

03 Despite varying obfuscation 

object dimensions in RTFs 

remained constant.



RoyalRoad & CVE-2018-0798

• Royal Road used CVE-2017-11882 and CVE-2018-0802 for over 

a year since end 2017.

• By end 2018 we noticed new RoyalRoad samples submitted to 

VT with low AVs detection .

• We discovered CVE-2018-0798 was being utilized in Royal Road 

samples since late 2018. 

• Buffer overflow in Equation Editor when parsing Matrix 

type records

Actors changed to the 
CVE-2018-0798 because 
this exploit works with 
all versions of Equation 

Editor. While older CVEs 
were only effective in 

specific versions of EE. 
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http://rtf2latex2e.sourceforge.net/MTEF3.html#MATRIX_record


Royal Road Adoption Timeline
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02

Royal Road V2Royal Road V1 Royal Road V3 Royal Road V4 Royal Road V5
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Weaponizer Lifecycle: 
Royal Road Adoption

Additional Chinese 
APT Groups

Indian APT

Persistent Cyber 
Criminal Actor 

Widespread 
Cybercrime Campaigns 

Sophisticated Chinese 
APT Group

01

02

03

04

05
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Royal Road:
Lessons Learned

Shared RTF object dimensions 
identified multiple APT & cyber 
criminal actors utilizing a single 
tool to create exploits.

New relations between existing 
APT groups were identified.

A new CVE was identified in the 
wild being used by APT actors.

APT weaponizers trickle 
down to the cyber criminal 
landscape.

A T T R I B U T I O N  I S  I N  T H E  O B J E C T



QUESTIONS

?

?

?

? ?

? ?


