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Motivation 

 modern operating systems require digital signature on 

system software before it is installed 

– drivers, OS updates, ... 
 

 advanced attackers (APTs) started to use malware signed 

with compromised keys or fake certificates 

– kernel drivers used by Stuxnet and Duqu were signed with 

compromised keys of otherwise legitimate hardware 

manufacturers 

– Flame appeared to be a signed Windows update; certificate chain 

contained a fake certificate that looked like a valid Microsoft 

certificate 
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Motivation 

 more recent examples 
 

– Winnti (2011, 2013) 

• in 2011, the group infected players of a popular online game via a malicious 
game update signed with the possibly compromised code signing key of a 
South-Korean game vendor 

• attacks against South Korean social networks Cyworld and Nate in 2011 
used a Trojan that was digitally signed using a certificate stolen from a 
Japanese gaming company 

• a digital certificate of the same company was used in 2013 in Trojans 
deployed against Tibetan and Uyghur activists 

 

– return of Wild Neutron (2015) 

• successful cyber espionage attacks on companies such as Apple, Facebook, 
Twitter and Microsoft in 2013 

• attackers returned in 2015 and used a dropper that was signed with a stolen 
and still valid code signing certificate belonging to Taiwanese electronics 
maker Acer 

 

 problem: standard signature verification procedure does not allow 
for detecting key compromise and fake certificates 
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Objectives 

 augment the standard signature verification workflow with 
additional services that help to detect malicious software  

 

– provide reputation information on signers and signed code  

• Is this a known signed software?  

• What do we know about it? (e.g., Virus Total score)  

• How many other users have requested information about this software? 

• Is this software has a known signer?  

• What do we know about pieces of software it signed before? 
 

– notify key owner when a new object signed with a specific key is seen 

• this makes it possible to detect key compromise and fake certificates 
relatively quickly   

 

 build a system that provides the necessary infrastructure and 
mechanisms for these additional services  
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Use case: Checking signer reputation 
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com.harvesters.linkupwow 

ivan 
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Use case: Checking signer reputation 
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com.harvesters.linkupwow 

ivan 
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Use case: Checking signer reputation 
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what else has ivan signed? 

com.androidemu.harvemm1 

com.androidemu.harvespmxd 

com.androidemu.harvedragon3 

com.harvesters.linkupwow 

... ivan 



CrySyS Lab, Budapest 

www.crysys.hu 

Use case: Checking signer reputation 
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23/55 

23/51 

23/54 

22/50 

... 

com.androidemu.harvemm1 

com.androidemu.harvespmxd 

com.androidemu.harvedragon3 

com.harvesters.linkupwow 

... ivan 
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Use case: Alerting key owners 
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Microsoft 
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Use case: Alerting key owners 
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Microsoft 

 

Microsoft 
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Use case: Alerting key owners 
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Microsoft 

 

Microsoft 

 

never seen before 
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Approach 

 develop a large database that can store millions of signed objects 
– Portable Executable (PE) files 

– Java Archives and Android Packages (JAR/APK) 

– public key certificates 
 

 provide services built on top of the database 
– simple queries for file hashes 

– complex queries based on object attributes 

– visualization of relationships between signed software and certificates 

– alerting users when the system encounters an object matching some 
pre-registered criteria 

 

 provide a web based and a programmatic (JSON) interface to the 
services 

 

 collect signed software and certificates massively 
– proactive crawling of public sites and repositories 

– allow for uploading objects by users 
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System architecture 
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ROSCO DBs 

 Hadoop cluster of 6 nodes 

– 1 name node, 5 data nodes 

– 100TB total disk space 

– ~33TB effective capacity  
 

 HBase database 

– open source, no-SQL, 

distributed DB 

– tables for object attributes and 

relationships between objects   
 

 regular SQL database 

– meta-data of objects 

– alert filters  

– user and session data 
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Object types collected 

 X.509 public key certificates 

– millions of certificates collected (~60 million) by  

• acquiring available collections (e.g., SSL Observatory) and using ZMap 

• extracting certificates from signed software 
 

 signed Portable Executables (exe, dll) 

– thousands of files collected by 

• crawling public software repos (e.g., SourceForge) 

• browsing OS distributions  

• filtering malware feeds  
 

 signed Java Archives (jar) and Android Packages (apk) 

– thousands of files collected by crawling third party app stores 
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Pre-processing modules 

 each object type has its own pre-processing module that 
parses the object and inserts appropriate data in the DBs 

 

 parsing process may invoke other pre-processing modules 
– e.g., PE file may have certificates embedded, which are passed to the 

pre-processing module responsible for certificates 
 

 duplicates are checked before inserting data into the DB 
– crawlers may return objects that have already been stored 

– in case of duplicates, only meta-data is updated 
 

 relationships to already stored objects are identified when 
inserting a new object 
– is the new object signed with a known public key? 

– if the new object is a certificate, does it contain a known public key? 
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Relationships between objects 

 can be represented by a directed graph 

– three types of nodes: certificate, public key, signed software 

– two types of edges: 

• certificate  public key:  certificate contains the public key  

• public key  signed object : public key verifies signature  
 

 example: 

17 



CrySyS Lab, Budapest 

www.crysys.hu 

Relationships between objects 
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ROSCO web-based interface 
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the same features are also available via 

the JSON interface of ROSCO! 
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Search options 
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Certificate search 
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X.509 certificate fields 

and estensions 
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Certificate search 
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Certificate search 
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Certificate search 
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PE search 
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PE search 
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PE search 
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binary was obtained from a 

malware feed (via bulk upload) 

or 

VT score > 33%  

(a script regularly checks the VT 

score of all stored binaries) 
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Public key search 
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Public key search 
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! 
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Public key search 
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Public key search – graph view 
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Alerts 
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Why should anyone use ROSCO? 

 end-user 
– ROSCO helps identifying potentially malicious software before it is installed 

 

 singing party (CA or software maker) 
– ROSCO helps detecting key compromise and fake certificates 

 

 software platform operators (e.g., operating system providers and global 
software service providers) 
– they are also signing parties 

– providing data to ROSCO helps to maintain trust in their platform 
 

 security companies 
– ROSCO can be an additional source of information  

• on end-user behavior (what applications they install?) 

• on attack campaigns and trends in signing malicious code 
 

 regulators and authoritites 
– ROSCO can help them to derive statistics that can serve as an input when 

defining global defense strategies and coordination mechanisms 
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Potential limitations 

 central database operated by a single entity 

– needs to be trusted ( independent academic research lab) 

– single point of failure ( only extends current PKI, not replaces it) 
 

 database must be fed with new data all the time 

– new signed objects (code and certificates) 

– regular update of ”potential malware” flags 
 

 users should learn about ROSCO and be motivated to use it 

– average user may not understand how ROSCO differs from Virus Total, 
Google’s Certificate Transparency, or Microsoft SmartScreen’s Filter 

 

 signing parties should learn about ROSCO and be motivated to 
use it 

– usefulness of the alert service depends on the upload rate of new 
content and the overall coverage of ROSCO 
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Related work 

 Virus Total 

– also allows for identifying potentially malicious software 

– based on a completely different approach 

• scanning submitted file with AV products 

– does not detect new malware immediately 

• ROSCO can identify fresh malware based on signer information 

– however, unlike ROSCO, VT also works for unsigned software 
 

 ROSCO complements the services provided by Virus Total 
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Related work 

 Windows SmartScreen 
– a feature that helps to detect phishing websites and protects the user 

from installing malware 

• checks the visited sites against a dynamic list of reported phishing sites 

• checks files downloaded from the web against a black list of reported 
malicious software and a white list of well-known applications 

– only works on Windows 

– details are not public 

• are digital signatures used to reduce false positives?  

• does it use any other reputation information? 
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Related work 

 Google Certificate Transparency 

– makes it possible to detect 
certificates that have been 
mistakenly issued or maliciously 
acquired 

 

– based on three components 

• Certificate Logs 

– publicly auditable, append-only 
records of certificates 

• Monitors 

– periodically contact all of the log 
servers and watch for suspicious 
certificates 

• Auditors 

– verify that a particular certificate 
appears in a log 

 

– similar concept but focuses only on 
SSL/TLS certificates 
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Future plans 

 acquire more data 

– continue crawling 

– develop collector apps 

• browser plug-in 

• mobile app 

– collaboration  

– build and run a Monitor for Certificate Transparency 
 

 search for interesting anomalies and statistics in the DB 
 

 open ROSCO for public non-commercial use 
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Interested in trying out? 
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or send an e-mail to: rosco-vb2015@crysys.hu 

please send feedback to: rosco-feedback@crysys.hu 
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