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(a) Computer virus consists of an excitatory (x) and an
inhibitory (y) binary neuron. Each neuron represents the
average activity of a cluster of biological cells.

(b) Synchronizing connections (solid) holds between
oscillators within one layer and desynchronizing
connections (dotted) between different layers. “R” and “G”
denote the red and green channel.

(c) Oscillators are arranged in a 3D-topology. The shaded
circles visualize the range of synchronizing (light gray)
and desynchronizing (dark gray) connections of a neuron
in the top layer (black pixel).
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Keynoting

Fosted by Mikko @& 13:22 GMT

wirus Bulletin is the most important annual
conference of the antwirus industry. This
year's conference, VEZOOE, will be held next
month in Montreal, Canada.

I've attended every %B Conference since 1993,
=0 | was honored to learn that this year | have
been inwited to  deliver the keynote
presentation on the first day of the conference,
Coal.

=0, here's a rare opporunity to address
hundreds of peaple working in my field. WWhat
to speak about? “Well, | came up with a
brilliant idea of documenting a recent case we
were warking with: an investigation into an
underground netwark gang. Great.

2006

MONTREAL

D ata exsfiltration techniques: how attackers steal vour sensitive data
Rob Murawski, CERET Coordination Centar

Lunch

The myth of user education

Stefan Giding, Eoval Institute of
Technology, Stockhalm

Izer education: teaching tachnigues and
learming stules for damage limitation

Peter Cooper, Sophos

Opening address

Caze; Mirus- ¥
Mikko Hyppionen, F-Secure

Llzing expert svstems for automated
analyziz sustems: advantages and
techniques

Ryan Hicks, iC5a Labs

Feal-time multilanguage threat
dezcriptionzs using an intelligent tamplata
system

The problem is that a friendly authorty has just told me that | cannot speak about that case. Oaops.

| have one month to come up with something, =0 I'm loaking for help. Any ideas? ‘What should | talk about in my keynote

presentation at YB200EY

F-Secure - September 5th Poll

What should Mikko's VB Keynote presentation be?

® 4 generic product sales pitch

® .. .or tell us your suggestion:




F-Secure - Septemher 5th Poll

What should Mikko's VB Keynote presentation be?

® A generic product sales pitch
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C:\horror\vdemo\ELVIRA-G.COM

C:\horror\vdemo\Q-V-SIGN.COM
C:\horror\vdemo\WALKER.COM




PEN WAV




Type "Happy Birthday Joshi' ?
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UNTITLED .UCL. =————————=[Virus Creation Labor]l
Effectz HMake Configurationm

Append ing
Infect EXE ( )
Infect COM (-)
Go TSR ()
‘Stop trace ()
Encryption ()
Virex-Prot ( )
search type...
Uirulence. ..
Hote. ..

Help FZ Save F3 Open F4 Boss F8 Create .ASH F9 Create .COH
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Bail:

If Err <> 102 Then
FileSaveAs dlg

End If

Done:

End Sub

Payload:
Sub MAIN

REM That's enough to prove my point
End Sub
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» Bizatch by Quantum / ¥YLAD x|

The taste of Fame just got tazhier
VLAD Australla does it again wath the warld's first Win35s Wirus

From the old zchool to the new. .

t etaboliz

Llark.

Crarkrnan
Automag

Antigern

R hinceiwind
Lluantum
Abzaolute Overlard
Cok.e
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Bubbiehoy



™ BubbleBoy 1z backl! - Message [HTHL)

File Edit Wjew Insert Format Tools Acktions Help

=] 5end E Ld ﬁﬂgtinns... i -7

£} This message has naot been sent,

To,
i_C.,
Bcr... John Doe
Subjeck:  |BubbleBoy is back!

The BubbleBoy incident, pictures and sounds

hitp:/Aswrw towns.com/dormsAom/bblboy.him IR
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Date: Thu, 4 May 2000 10:23:38 +0100

From: "Alex at Messagelabs" <ashipp@messagelabs.com>
To: "F-Secure Samples" <samples@f-secure.com>
Subject: URGENT HEADS UP - LoveBug virus sample

This is a big one guys.
600 copies in the last hour.

Call me for details

Alex



C\WN.com. CE

ATEETEES|  myCNN [ Video | Audio | Headline News Brief | Free E-mal

Gl 3y 19, 2000 - Updated 11:456 a.m. EDT, 1546 GMT, @ 529 S

MaINEAGE

R VRS Joe and Sue Kainz, an 1
HLELD L |=LES |ottery. Details to come.

LS.

WEATHER =5 W Kepoil.doc. | 1 - Message [Hich | ext] =) kS
BUSINESS | bl Edt Wew [nsert Format Tools Actions Table Help
SPORTS CoRepl  replvtos) ofFowed & 5 ¥ ¥
TECHNOLOGY From:  John Dos Sent: Fri S{ESI00 11:48 AM "
SPACE To: John Dos &
HEALTH o o
e Seblact: £W: Report.doc. Tuk i
ENTERTAINMENT .
POLITICS j
LAty Repot doc T+
TRAVEL
Sl New computer virus not expected
o) e to become widespread, expert says
EOOKS ; il
Using the replication scheme of the
HATMEE "ILOVEY DU virus, a new and potentially mare
IN-DEPTH destructive virus is on the loose, But its sheer
ANALYEIS destructiveness should curtail its spread and
LOEAL eventually ;nuﬁ it out, according to one
computer virls expert.
myCHH blikka Hypponen, director of virus research at

Headline Mes briet anti-virus company F-Secure in Finland, said

that while this virus -- dubbed "Mewlove" -- can

1 make a computer unhootable, it isn't nearly as

dailralmansy stealthy as "ILOVEYOU." The new computer
warm is much less widespread than previous

) outbreaks and has built-in problems that will
eventually make the virus fizz out on its own. A
wiarm is a virus that is self-replicating.

newns quiz
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wideo archive

audio FULL STORY
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From: M5 Techrical Azsistance
: Thursday, September 18 2003 9:45 AM
Ta: user@updates ret

all Products | Support | Search | Microsoft.com Guide

Microsoft Home

Microsoft Chent

this is the latest version of securnity update, the "September 2003, Cumulative Patch”
update which resolves all known securty vulnerabilities affecting MS Internet Explorer,
MS Outlook and MS Outlook Express as well as three newly discovered vulnerabilities.
Install now to help protect your computer from these vulnerabilities, the most serious of
which could allow an attacker to run code on your computer. This update includes the
functionality of all previously released patches,

| ﬂ System requirements Windows 95798/ Me/ 2000/ NT/ P

) This update applies to MS Internet Explorar, varsion 4,01 and later
MS Outlook, vergsion 2.00 and later
M5 Outlook Express, version 4.01 and later

|ﬂ Recommendation Custormars should install the patch at the sadiest cpportunity.
|ﬂ How to install Run attached file. Choose Yes on displayed dialog box,
|ﬂ How to use Tou don't need to do anything after installing this iterm,

Microsoft Product Support Services and Knowledge Base articles can be found on the
Microsoft Technical Support web site, For security-related information about Microsoft
products, please visit the Microsoft Security Advisor web site, or Contact s,

Thank you for using Microsoft products.

Please do not reply to this message. It was sent from an unmonitored e-mail address and ve are unable
to respond to any replies,

The names of the actual cormmpanies and products mentioned hergin are the trademarks of their

respedive owners,

Contact Us | Legal | TRUSTe

ns of Wsa | Privacy Statement | Accessibility
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system Shutdown

Q

Thiz spztern 1z shutling down. Please zave all
work in progress and log off. &ny unsaved

changes will be lost. Thiz shutdown waz
initiated bp MT AUTHORITYMSYSTEM

Time before shutdown ;- 00:00:53

Meszzage

Windows must now restart becausze the
Remate Procedure Call [RPC] semvice
terminated unexpectedly




&1 Download details: Security Update for Windows XP (KBB24146) - Microsoft Internet Explorer provided by ... [_.;_]Ll;l-]ﬁ
File Edit YWiew Favorites Tools Help .'-'l’ﬁk

@Back - J |:| @ !j f‘ ) Search "Zf\.;Favnrltes e‘Medla @ E\_F - "“'3#" _j. |_,J ﬁ

fddress |5E ikt f ey microsoft, comfdownloads/det ails. aspe?F amilyid=SFADSSAE-A 1 BA-4D4A-B424-950 32 CFCSCEARisplaylang=en

Save As

|rFile Download
AL 81% of WindowsXP KB824146 x86 ENU.exe ... |- | [ 53

system Shutdown

Bomiia r. |f the file infor
= S i S Thiz aysten iz shutting down, Pleaze zave all
Downloag G work, in progress and log off. &ny unzaved
Games 146 -B6-ENL. &5 changes will be lost, This shutdown was
Direct | Saving: imtiated by NT AUTHORITYASYSTEM
Internet . owskP-KES24146-x86-EMNU. exe From download. microsoft, com it
___________________________________ RO, Carm
WII'IEIDWS LA L L L L L i i i i i i i i 1 1 1 1 1 @ i i 1 @i i % % & & 0 0 @ 1.)| ] . . N N
Updates) | Estimated time left 1 sec (1,11 ME of 1,47 ME copied) our computer i i Time before shutdown ;| 00:00:00

windows || Download ka: < dwindowsEP-KESZ24146-256-ENU. exe - Meszage
Transfer rate: 362 KEfSec

Drivers Windows must now restart because the
office and LJClase thiz dislog box when download completes Remote Procedure Call [RPC] zervice

Applicatio :Eancel terminated unexpectedl)
] Upen PeEn Folder SNCE & t_|,||:IE of file

Macintosh

Platforms -—Ii

Server Applicatians

zave it ho your o

System Management ﬁ( File name: WindawsXP-KBE241 45-#BE-ENU exe vl [ _Save |
Tools
Development Resources My Network. - Save as bype: |.-i‘-.ppli|:ati|:|n |ﬂ [ Cancel ] v
@ & Trusted sites
F-SECURE’

89




Packet Loss %

Global Paths (1389) Global Welb (731)
% i Global ISP1000 (693 Global Internet (2364)
10 DMS servers (302]

7
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Timezane [ (c] Copyright 2003 Matrix MNelSysterms, Inc. wwaw makrixnetsystems. com
GMT Jan 24 Jan 0200 0400 0800 0&00 1300 1200 1400 1e00 1800 2000
EST Jan 2&¢ 7PM 9PM 11PM Jan25 3 AM 5AM 7AM 9aM 11AM 1PM 3PM






Transportation

Air traffic control
problems in USA

Air Canada flights

grounded, CSX
trains stopped

Railcorp trains
stopped in
Australia, Delta
flight problems,

delays with British

Airways flights

Infected a
nuclear power
plant in Ohio

NY ISO power
operator's
network infected

Hong Kong
government's
department of

energy networks
infected

Bank of
America's ATM
network down

911 phone
services down
in Seattle

Several
Windows-
based ATM
networks
infected

Numerous
RPC-based

SCADA
networks down

Several banks
shutting down
offices
because of
internal
infections

Infected: Two
hospitals in
Sweden, EU
commission,

Heathrow
airport,
Coastguard UK
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Spam through Proxy

#%31

H%P'?

Enlarge-Your-Penis Peter

Enterprises Inc. (infected computer)

(Spammer) 7#%$I’)

®
F-SECURE

B P 0P oP o

£d

BOD

L1is2

Jack

Mary

Vv

95



e
Old enemy

Chen-Ing Hau Joseph McElroy Jeffrey Lee Parson

®
F-SECURE

% %




Jeremy Jaynes

New enemy

Jay Echouafni

®
F-SECURE

Andrew Schwarmkoff

Vv
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The Virus

Weeks 2004

From: random@address. johndoe. com

To: samples@f-securea.com

Subject: Hellao

Date: Mon, 26 Jan 2004 14:07:48 -0Q800

The message contains unicode characters and has

been sent as a binary attachment.

Fram1 pnlnlsTral TonecHs. com
SR '-.u'::-:l-aﬁ. March OF. TOD4 540 P
Tut #esE Twchnigal Suppolt

§ th R LT
et t ot iy aboust LEshrg ihe a-va 5 LAV

pRar user Of ACME.COR
arr ol about Sons qrracks on oyour e-nail accounit, Tod
L 1

- a AL
E i ¥ o, 10 Fdpr 1o kesp Ol ek
:mallz:;"?%uaéz::f:'ﬂgl ;ll'if p'lp--ii. Fnlloe the Anstfdccions.

Further o#Tadils can be cbrafined Trom atzachad 43,

Fof  securiTy purpozes Tha attachod F118 {13 passwsorsd e otertEd,
pazwsnrd 15 0127

Hav= i l'._r:-D-ﬂ ity

i ACHE, DOM TEIR
Rt S e, CME . COT

arrashment: Documert, TR

From: andevyi@terra. com. br

To: mikko hypponengdatafellows fi

Subject: sornething for you

Date: Sat, 21 Feb 2004 12:59:26 -0300

#-Spam-Checker-ersion: SpamAssassin 2.60-fzc120582003_1
(1.212-2003-09-23-exp) on dfmail f-secure.com

¥-Sparn-Status: Mo, hits=1.5 required=4.5 tests=MICROS0OFT_EXECUTABLE,

MISGID_HAS_MO_AT MO_REAL MAME autolearn=no version=2.60-fzc12082003_1

#-Spam-Level: ™

H-OriginaldrrivalTime: 21 Feb 2004 15:51:07.0617 (UTC) FILETIME=[B84FE5010:01C3FE52)

that is bad

talk.tut. scr

Ty [ogrerigiet (i 308H F-Semuen Crp-

Fri 23.1.2004:
Tue 27.1.2004:

Mon 16.2.2004:
Mon 16.2.2004:

Tue 17.2.2004:

Wed 18.2.2004:

Tue 24.2.2004:

Wed 25.2.2004:

Fri 27.2.2004:

Sat 28.2.2004:
Sat 28.2.2004:
Sun 29.2.2004:

Mon 1.3.2004:
Mon 1.3.2004:
Mon 1.3.2004:
Tue 2.3.2004:
Tue 2.3.2004:
Tue 2.3.2004:
Tue 2.3.2004:
Wed 3.3.2004:
Wed 3.3.2004:
Wed 3.3.2004:
Thu 4.3.2004:
Fri 5.3.2004:

Sun 7.3.2004:

Bagle.A
Mydoom.A

Netsky.A
Mydoom.E
Bagle.B
Netsky.B

Mydoom.F
Netsky.C
Bagle.C
Bagle.D
Bagle.E
Netsky.D

Bagle.F
Bagle.G
Netsky.E
Bagle.H
Bagle.l
Netsky.F
Bagle.J
Mydoom.G
Bagle.K
Mydoom.H
Netsky.G
Netsky.H
Netsky.l

Mon 8.3.2004:
Mon 8.3.2004:
Tue 9.3.2004:

Wed 10.3.2004:

Thu 11.3.2004:
Tue 11.3.2004:
Thu 13.3.2004:
Thu 13.3.2004:
Sat 15.3.2004:

Mon 17.3.2004:

Tue 18.3.2004:
Thu 18.3.2004:
Thu 18.3.2004:
Thu 18.3.2004:
Sun 21.3.2004:
Fri 26.3.2004:

Mon 29.3.2004:
Mon 29.3.2004:
Wed 31.3.2004:

Mon 5.4.2004:
Mon 5.4.2004:
Tue 6.4.2004:
Thu 8.4.2004:
Tue 13.4.2004:

Wed 14.4.2004:

Thu 15.4.2004:
Fri 16.4.2004:
Mon 19.4.2004:

Netsky.J
Netsky.K
Bagle.L
Netsky.L
Netsky.M
Bagle.M
Bagle.N
Bagle.O
Bagle.P
Netsky.O
Bagle.Q
Bagle.R
Bagle.S
Bagle.T
Netsky.P
Bagle.U
Bagle.V
Netsky.Q
Netsky.R
Netsky.S
Bagle.W
Netsky.T
Netsky.U
Mydoom.|
Netsky.V
Netsky.W
Mydoom.J
Netsky.X
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earching

nologies » Nuclear grakber

%+ AZFll Death: =

A3211 Death ato npodeccoHaneHaA cMCTEMAa YAan@HHoro aaMFHHMCTRHMPOEaHHA © EyYel BEOZMOMHOCTEH.

MNOMHKTE, 4TO NOCTOAHHOS COESRWUEHCTEOESHHME CPeAcTE ZallkTel ThefbyeT NOCTOAHHBIFR NpKMTOE HOERIY TESHOOOMHA TECTHMpO
ToONBED ceEexes spyywars cnocobHo obecnedrTes ypoEeHe yHELMOHaNEHOCTH, 302KEEaTHEIF TEEYLWHM NOTpebHOCTAR,

CBEM.AH GECQ Baza (IP to country-state-sity)
CHMCTEMA AKKYAHTOE M ¥CTAHOBK S AHMMHTOE (CPOK ASHCTEMA SKKYaHTa, KOAHMYeCTED EZATHY ONpOECER)
ELIECS COKCOE ANA MOMNEZ0OBATENEH B NOWTYYHOM BEMAE THMa 197 50 #kE stk
AOHCE H PHAETP AL MA Mo CokcaM
- B LEeHY EXOAWT YCTIHOEKS Ha CEpEER
ueHa 250 %

NOCHOTEETE CERPMHLWOTE
#FEF SwCcTAHOBKA NMPpOMIEOAMTCA TOMNEBEED Ha TEXHMYECKHM NOArOTOENEHHES cCEpESDa

All information on this site is given exclusively
in the educational purposes.
All programs are intended only for testing and

revealing vulnerability on personal computers and

corporate netwo rks.

abowut |




sadujadesion.com
yuhadefunjinsa.com
jaxedunnjsatunheri.com
gadesunheranwui.com
vertionkdaseliplim.com
ertinmdesachlion.com
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Lt @ ,f |& hikkps e, speesheriff  com)f

j Google

.' SpySheriff
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[ [
/ HOME /

(&

Is your computer
infected?

(FAEE SCAN )

Key features

@ Intelligent Threat Scanner
Ferforms an user-conktrolled or
automatic threat scan wikh
aptional threat rermosal,

@ Application Firewall
Caontrols running of each and
‘EVEry pragram on your P,
Rules-based svwskem gives vou a
powwerful Fool ko reskrick oF alloiw
this ar that application to run
once of permanentely

@ oo

B (=

9 OUT OF 10 PC’s ARE INFECTED
With Spyware that can’t be detected by your Anti-Virus
Download our award winning Anti-Spyware Software

[/
a

Designed for MS Windows™
95, 98, NT, ME, 2K, XP

& Check if you're infected

b

Your computer is infected when
@ Your compuker has slowed down
@ Your Internet connection speed has decreased

@ You have downloaded music or software From the
‘eh

@ You get popups and annoying ads when voute
online or sormetimes even offline

@ Your default home page has been changed to the
one you didn't ask for

@ You have an extra toolbar installed, and wou
don't know where it came From

@ You receive more spam emails than ever

If the answer to one of these questions is
"¥es”, then you are probably infected.

; )
RECHECKINOWES

What is Spyware?

@ Spyware, like a virus, is a malicious saftware
planted on your PC by a third party in order to
secretly manitar what vou do online.,

@ Once vour browsing habits are analyzed, wou are
fFlooded with endless Commercials, Popups and
Sparm From inside your PiCE

@ Spyware also dramatically slows down wour
computer and Internet connection speeds,

@ Spyware collects vour private information and
steals wour identity, passwaords, credit card details
and other financial data.

@ The presence of the infection is hidden, and is nok
tevealed even by Anti Virds or Firewall programs,







Oneration 2001 2003 2004 2005 2006
"Cashnet” | "Cavalode | "Cavalode | "Pegasus” | "Scan”
troijal” troija lI”
Arrests 11 21 64 85 63
Money | $46,000000 | $14,000000 | $110,000,000 | $33,000000 | $4700,000
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1 JThe Theft Services - > bank accounts for sale - Opera

File Edit “ieww Bookmarks ‘Widgets Feeds Tools Help

wl blog mess intra wiki K «t descs Rbr stats mests mass solo TV rad fscl comp gfsc ghyp afsbl digi isc amp world ropas sfix kwid dig

{ TService AG (DE) ;I ”Q Google j Fﬂl

af Lot

b, =l 2 .n.: ” |_ https: fiForum, theftservices. comindex. phpshowkopic=4280

(3 [1]1 23 [ Gotofirst unread | MHewTonke I & HewPal

+ bank accounts for sale

ted: Jan 27 2006, 12:29 AM
any US bank accounts for sale
Balance from 3k and above 40§
Regular Brokerage accounts from 3k and above - 70%

Verified far Bank

Lots of different brokerage accounts from 3k and above with signature - 100%
, FR, TR etc. - price negotiable
se drop links to my icq

Jained: 24-January 06




#Hdarkmarket

<claatrass> what accounts you have and the value
<hacker xero> 1 have chase accts with wire enabled
<claatrass> whats the wvalue

<hacker xero> balances 21k, 44k, 30k

<claatrass> how much for all three

<hacker xero> $500

<claatrass> ok
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* Comtact » How it works

it Home Contact Us

== Outsource Line
i it "I [t weren't for Quitsaurce Line I wouldn't be
ﬂutsuurce Li"E 3 i I business today, Uy that g@mple”

Great opportunity for everyoned : y President, Packaging Comparny

B Reqgistration:

B Company’s News

w 05.12.04
Each day brings new
custorfers! Today we gol
our happy 100-th costamer!

Thank wou For the shown interest abodt our proposal, 8t the moment
we have 3 number of vacancies oF GEMERAL BSSISTANT in raany
counitries and territories, We'd like o give you some information abok
what exactly our company doing and how would wou help us, But just

= 21.10.04 before that T'd like to tell woithat For this job we are FOT going booask
Finally we have made naw vl do AN initial investments or send AMY kind of initizl payments, And
desigr, Enjo, another thing to mention here that thiz is part-time home-based job that - Woul have & conany thak cares

o 12.10.09 will require just about & oF less hours weekly, So waou can happily stay at abouk ohnre Hhan jusr Hhia battan lines
e openeda new office in ywoudr current position if you have any and just iF you'll see a'good and that is rare to find in this day and age.
Spair. potential bo grow with us vou can start work harder, Mare & Diane Injefikian
Eead more &# Basic rhethods of dormestic payreants we are raceiving frorm our

custorners are: dormestic wire transhers; cashier's checks, money orders
and some others, For rost of thoze methods it will take a long time and

often sigrificant additional charges ta receive them outside the country thank you very much for all your
where the payment was initiated, support and For looking inte this For
me. Thats how support should be.
* You quys are really the itiliti illirelid PR ; Thanks
e Youdr responsicilities will inclode receiving these payments inko your Spancer Boydal-Butt
e bl bank: account and transfer them to us with the way we'll inform you, You

o ’ v : will gat 6-2%% Frorm botal transferred amount as volr wages.
works great this wany!

Thanke globkborallthegreat: WM o= o0 o o o g e o o oo e o R
cuEoorkl Thiz iz fully home-bazed Aexible hours part-time job with just minimal 00 [
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Mikko Hypponen
Chief Research Officer

F-Secure Corporation

www.f-secure.com

www.hypponen.com

Thanks to Lawrence Lessig



