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samples@superantispyware.com, virus@avast.com, 

virus@grisoft.cz, ANALYSIS@NORMAN.NO, 
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DATE_TIME: 24.07.2012 5:52:00 
 

ATTCH: AbodeFlashPlayer.zip (~1M) 

TEXT: 

From: Kev 



http://www.slate.com/blogs/future_tense/2012/08/20/moroccan_websi

te_mamfakinch_targeted_by_government_grade_spyware_from_hac

king_team_.html 



http://www.bloomberg.com/photo/security-

researcher-morgan-marquis-boire-

/214749.html 



HOW WE CAN BE SURE THAT IT IS HACKINGTEAM?  

http://www.hackingteam.it/index.php/remote-control-system 

Remote Control System (RCS) 



HOW WE CAN BE SURE THAT IT IS HACKINGTEAM?  

https://www.virustotal.com/en/file/81e9647a3371568cddd0a4db597de8423179773d910

d9a7b3d945cb2c3b7e1c2/analysis/ 

hxxp://rcs-demo.hackingteam.it/***ploit.doc2 



HOW WE CAN BE SURE THAT IT IS HACKINGTEAM?  

/Users/guido/Projects/driver-macos/ 



WHAT CAN IT DO? 

http://wikileaks.org/spyfiles/files/0/31_200810-ISS-PRG-

HACKINGTEAM.pdf 



WHAT CAN IT DO? 

1.Self-replication via USB flash drive (3 methods) 

 

2. Infection of virtual VMware machines by copying      

 itself into the autorun folder on the virtual drive 

 

3. Infection of mobile BlackBerry and Windows CE 

 devices 

 

4. Ability to self-update 

 

5. Installation of drivers 

 

6. Signed  





HOW IT IS PROPAGATING? 

1.Social engineering: 

 Self-signed JAR files 

 Filenames like FlashUpdate.exe 

2. Exploits: 

    CVE-2010-3333  

    CVE-2012-1682 (0-day by Security Explorations.  

 ~2 months ITW before  publishing.) 

    CVE-2012-4167 (0-day by Vupen. ~3  months ITW 

 before publishing.) 

    CVE-2012-5054 (0-day by Vupen. ~3months ITW.)  

    CVE-2013-0633 (0-day by me. Do not ask for how 

 long.) 

 



IS IT RCS OR FSB_SPY? 

www.wired.com/threatlevel/2013/06/spy-tool-sold-to-governments/ 



http://www.securelist.com/en/images/vlill/hackteam_19.png


C2 FINGERPRINT  

> GET /con/trust/ HTTP/1.1 

User-Agent: curl/7.22.0 (x86_64-pc-linux-gnu) 

libcurl/7.22.0 OpenSSL/1.0.1 zlib/1.2.3.4 libidn/1.23 

librtmp/2.3 

 

Host: *** 

 

Accept: */*  

 

< HTTP/1.1 500 InternalServerError < Connection: close 

< Content-Type: text/html < Content-length: 88 < * 

Closing connection #0 undefined method 

`prepare_response' for 

#<RCS::Collector::CollectorController:0x38ac540 





HOW IS IT PROPAGATING? 

1. Physical installation 

 

2. ISPs 

  

3. Social engineering 

http://wikileaks.org/spyfiles/files/0/289_GAMMA-201110-FinSpy.pdf 

http://www.domaintools.com/research/scre

enshot-history/arrahmah.info#0 

NO EXPLOITS! 

(I COULD NOT FIND IT) 



MAIN FUNCTIONALITY  

1. New files monitoring 

2. Printed files recording 

3. Deleted files recording 

4. Forensics recording 

5. VoIP files recording 

6. Changed files recording 

7. Skype file transfer recording 

8. Skype text conversations recording 

9. Skype audio conversations 

recording 

10.File system recording 

11.Command line recording 

12.Scheduler recording 

13.Audio recording 

14.Screenshots 

15.Webcam recording 

16.Keylogging 

Browsers: Mozilla Firefox, Internet 

Explorer, Opera, Chrome 

Messengers: ICQ, AIM, Skype, 

Yahoo Messenger, Pidgin, Trillian, 

Google Talk 

E-mail: Microsoft Outlook, Outlook 

Express, Mozilla Thunderbird, 

Windows Mail, The Bat 
File sharing: BitTorrent, uTorrent, 

eMule, eDonkoy (typo?), Kazaa, 

FrostWire, LimeWire 

VoIP: CGStarter, X-Lite, Gizmo, 

Mercuro, TeamSpeak 3, 

Zfone 



ROBOTS! 

http://www.borderlandbeat.com/2013/07/z40-us-assisted-in-capture-of-miguel.html 

During his mission, the sailors had precise 

details of the narco boss using wiretapping 

equipment and tracking software, called 

Finfisher/Finspy… 



WHAT CAN IT DO? 



SUMMARY 

1.Sophisticated malware 

 

2.Trying very hard to avoid detection 

 

3.Physical access/Exploits/Social 

engineering installations 

 

4.Several hundred detections around the 

world via KSN 

 

5.What should we do?  





Original: Tim Minchin - The Song For Phil Daoust 



THANK YOU! 

Sergey @k1k Golovanov, Malware Expert 

Kaspersky Lab 


