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Smartphone market shares (End of 2009)
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Mobile Malware Families by Platform

• Total: Total: Total: Total: 516516516516

• Symbian: 463

• Windows: 33

• J2ME: 12

• iPhone: 2
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Malware by platform
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1-900 numbers in USA

• Require an initial investment, typically around $1000

• FTC requires an initial audio warning

• 30 day pay cycle to prevent fraud

• Won't work from cell phones

• Won't work internationally• Won't work internationally















The numbers

• +882346077 Antarctica

• +17675033611 Dominican republic

• +88213213214 EMSAT satellite prefix

• +25240221601 Somalia• +25240221601 Somalia

• +2392283261 São Tomé and Príncipe 

• +881842011123 Globalstar satellite prefix



"Short Stopping" / "Long Lining"

Nevada Nevada Nevada Nevada –––– Somalia: $2.55 / minuteSomalia: $2.55 / minuteSomalia: $2.55 / minuteSomalia: $2.55 / minute
Nevada Nevada Nevada Nevada –––– Florida:   $0.03 / Florida:   $0.03 / Florida:   $0.03 / Florida:   $0.03 / 

minuteminuteminuteminute

Call Terminations





"International Premium-rate numbers"

• How do you figure out how much such a number 
costs you?

• How do you figure out who owns the number?

• Where do you complain to?

• How do you get such a number shut down?• How do you get such a number shut down?





Eventually, virus writers
will realize it's easier to make
money by infecting phonesmoney by infecting phones
than by infecting computers



40,000,000 PC malware vs 500 mobile 
malware



So, why aren't we seeing more Mobile 
attacks?

• Low-hanging fruit is elsewhere

• Why would the attackers target anything else than 
Windows XP?



Future

• More malware

• Mobile botnets

• Drive-by-exploits

• Rogue dialers

• Major outbreaks• Major outbreaks

• Mobile spambots



What to do?

• The problem isn't big, yet

• It's not going to get better

• Set up policies

• Educate your users

• Lock down your devices• Lock down your devices

• Buy expensive security products
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