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Agenda 
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• Click fraud module 

• BitCoin mining 

• More click fraud 
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Brief Introduction 
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Brief Introduction to ZeroAccess 

• Custom P2P network spreads modules and 
peer addresses 

• Modules carry out payload functionality 

• User-mode and kernel-mode 

• Very noisy from network perspective 
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P2P Network 
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P2P Network cont. 

• getL to retrieve peer and file list 

• retL contains response to getL 

• One getL per second, 80,000+ per day 

• Fixed port numbers 

• Noise masks other communications 
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Installation 
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Installation 

• Dropper phones home 

• GEOIP lookup 

• HTTP Get request 

• Encrypted packet on UDP port 53 

• Feed affiliate program 

• Record information on infected machines 
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GEOIP Lookup 
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HTTP Get Request 

• Web counter URL 

• Infected machine information encoded in 
headers 

• Multiple requests made – URL modified as 
execution proceeds 

• Counter increments with each hit 
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HTTP Get Request cont. 
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HTTP Get Request cont. 
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HTTP Get Request cont. 
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HTTP Get Request cont. 

• One portion of the botnet 

 

• Average of 49,000 new infections per day 

 

• In 2012, full botnet averages 140,000 per day 



16 

UDP Port 53 

• Same information as HTTP Request 

• Disguised as malformed DNS data 
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Tracker Module 
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Tracker Module 

• 80000000 - Downloaded by every botnet 

• Sends back infected machine information 
every 15 minutes 

• Fill new peer lists with live peers 

• Dynamically retrieved address 

• Disguised as NTP traffic 
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Tracker Module 

Offset Value 

0x0 Intentionally Zero 

0x2 Country code of externally 

facing IP 

0x4 Encoded version of the current 

day 

0x6 User privilege level + version 

modifier 

0x7 OS version Info 

0x8 Affiliate ID 

0xc BotID 

0x10 CRC32 of data (Zero before CRC) 
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Tracker Module 
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Click Fraud Module 
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Click Fraud Module 

• 800000cb – downloaded by botnets running 
on ports 16464 and 16465 

• Several revisions 

• Spoofed host field – DGA 

• Historic use of decoy URLs 
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Decoy URLs 
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BitCoin Mining 
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BitCoin Mining 

• Botnets on port 16470 and 16471 – 00000008 
module 

• UfaSoft miner 

• Pushpool mining pool 

• JSON data 
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BitCoin Mining cont. 
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BitCoin Mining cont. 

• Exchange rate fluctuations affect ZeroAccess 

• Initial timestamp: 12 May 2012 06:52:40 GMT 

• No update for over 9 months 

• Module disabled prior to early 2013 price 
boom 

• Re-enabled and updated when price nears 
$100 

• Disabled again 1 month later 
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BitCoin Mining cont. 
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Why Disable the BitCoin Miner? 

• Currency too unstable? 

• Too difficult to cash out? 

• Too much attention? 
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More Click Fraud 
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More Click Fraud 

• 80000032 and 80000064 

• Click fraud and file download 

• Outbound HTTP request spoofs Host: field 

• Complicate PCAP analysis 

• Any intercepting proxy will generate a request 
to an incorrect address 
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Spoofed Domains 
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Ignored DNS Request 
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Fake Domain Sinkholed 

• Sinkhole: 

 

 

 

• Genuine: 
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Earnings 
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Earnings - BitCoin 

• 500,000 nodes at 4Mhash/s = 2,000 Ghash/s 

 

 

 

 

 

 

• Disabled 

Dollars per 

BitCoin 

Revenue per Day ($) 

10 644.53 

25 1,611.32 

100 6,445.29 

200 12,890.58 
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Earnings – Click Fraud 

• Favoured monetization method 

• $90,000 - $200,000 per day 

• The ZeroAccess Botnet: Mining and Fraud for 
Massive Financial Gain 

• Chameleon Botnet - 
http://www.spider.io/blog/2013/03/chameleo
n-botnet/ 
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Conclusion 

• Resilient and long-lasting Botnet 

• Widespread – huge number of new installs 
each day 

• Adaptable – updates to resist sinkholing 

• Use of misdirection 

• Masquerade as legitimate traffic 

• Attempts to stay under the radar 
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