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PRESENTATION 

ABOUT? 

NICE  



It is about 
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So let me tell you one story 
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The campaign 



JanitaFest and friends 
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All of them 

2hrs ago 



|  13 October 2011 Kaspersky Lab PowerPoint Template PAGE 7  | 



Some patterns 

 

From 153 profiles: 

 

• First name + Family name + number. Always less than 15 characters 

 

Tweets could be divided into two categories: 

 

• Random chat 

 

• Campaign related 
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“I met a fat chick and I f*cked her on an elevator” 



Campaign Tweets 

 

All of them unique! More difficult to track. However clearly pattern-created. 

Example: 

 

 

 

 

All links using either tinyurl.com or t.co (disjunctive bot groups). 

Example: 
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@hannahalkaff Fantastic! I just now gotten my own 

FREE OF COST $1,000 Victorias Secret Gift Card 

coming from tinyurl.com/freevsgc 

tinyurl.com/freebb03 tinyurl.com/freeipod8  

tinyurl.com/freebox360 tinyurl.com/freeikea5  



Baits 
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Most targeted ones 

Number of messages per bait 
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per bot is 4,1 



Bot´s lifespan 
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0.00 50.00 100.00 

47.83 28.26 23.91 
less 45 minutes 

46 mins - 1,5 hours 

more 1,5 hours 

All bots disappear in less than 1.5 hours, excluding outliers 



The scam 



Destination URLs 

freeipadz.info   Created On:06-May-2011 11:35:51 UTC 

freeblackberrynow.info   Created On:06-May-2011 11:35:52 UTC 

freelaptopz.info/ta/   Created On:06-May-2011 11:35:55 UTC 

freexbox4u.info/ta/   Created On:06-May-2011 11:35:58 UTC 

 

 

All of them hosted on the same IP 
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http://freelaptopz.info/ta/
http://freexbox4u.info/ta/
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Depending on your IP, different Scam 
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Most users from USA 
But we will see the real reason later 
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Back to the hosting IP 
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Legal aspects and money 



Legal shielding 

Affiliation program: 

 

 

 

 

 

 

Final destination: 
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Contacting them 
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How much money? 
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Some maths 

Estimation on one of the sites (freeipadz.info)  

 Traffic according to Alexa around 600 visits a day 

 

Suppose same traffic for all sites. 

Suppose 2% follow first link. 

Suppose 2% of them enter email address. 

    3500 USD a year 

Suppose not 2% but 5%   

    22000 USD a year 

 

 

 

This is just an estimation!! 
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Conclusions 



460.000 new accounts every day! 
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How to stop this 
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Half life of a link in 

Twitter: 2.8 hours 



How to stop this 

Open questions: 

• Is it possible from a legal perspective? 

• Is it possible from a technical perspective? 

 

From an attacker point of view, looks like a new promising “business”. 

Reminds you something? 

 

 

 

 

  Do we care about this campaigns? 

|  12 October 2011 PAGE 28  | 



Thank You 

Vicente Diaz, Senior Security Analyst, Kaspersky Lab 

@trompi 
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