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ZIPhone

ZiPhone 3.0 — The ALL-IN-OME iPhone & iPod Touch Tool

J——-l: One-Click Actions = Advanced

| iPhone

Unlock, Jailbreak & Activate

Jailbreak & Activate

iPhone / iPod Touch

-

Jailbreak )

Help & Info

Visit ZiPhone.org

Progress Log =
App based on ZiPhone by Zibri - GUI by Max Uggeri (iRev)

pigture by Baria of Eanalab: hitpViana.nalsony. ongé
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g | evases It
Koot device Is sounted re

If you want to make wmodlf
es:
/sbin/fsck -fy
/sbin/mount -uw /

If you wish to boot the systenm:
exit
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ITunes App Store

LIBRARY
ﬁ Music
E Movies
[ Tv Shaws
'ﬁi“ Podcasts
_l'l Ringtones
4] Radio
STORE

L o

¥ DEVICES
> ! iPhone

¥ SHARED
‘@' Home Sharing

¥ GENIUS
¥ Genius

¥ PLAYLISTS
= iTunes DI
E‘J 90's Music
1 Classical Music
3‘] Music Videos
Hj My Top Rated
h‘_’| Recently Added
ﬁ Recently Played
B_"| Top 25 Most Played

09/21/2009

New and Noteworthy

AppBox Pro
Diensten

Canal Cocina
Lifestyle

Bekilk alles >

iTunes 4

iPhone sync is complete.

OK to disconnect.

& Muziek App Store

Rugby Ralph La...

Lifestyle

Games

b

la Gazzetta dello.

Niguws

D ‘WeatherLink
Lifestyle Het weer

SKYWORKS

Podcasts

Amsterdam Schi...

Reizen

.« Alone at War Sky pars™
Games Games
T T

Productiviteit

Audioboeken

Alien Splat
Games

Jungle Gems
Games

iTunes U Sign In

App Store

App Store Turns 1
IPod touch Games from TV Ads

Bakijk alles »

1

AppBox Pro
Diensten

e

HeyWAY Pro: Hey Where Are You...
Sociaal netwerken

b 3. 9292av Pro
'] Reizen

4. Camera Genius

Fotografie
Quickoffice Mobi... St 53 _GPS 05 3.0 - Altimeter, Speedo...
Diensten
Zakelijx Games
6. Need For Speed™ Undercover (I...
Games
7. AWKenteken
¥4 /! Referentie
‘ 8. WifiTrak
Productiviteit
3GPS0OS3.0-A.. NutCh
Diensten Games §. Markt
Diensten

10. SketchBook Mobile
Vermaak

Foanl g % Fren Anns Rakilk allag ¥
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Sync Apps - iITunes

iTunes 4

iPhone sync is complete. f
OK to disconnect.

dd 1L = 1L e e o)

LIBRARY

ﬂ Music

™ Sync Applications: iPhone:
Q Sort By: m Category Date
Ringtones
o 4 Radio
STORE

[ iTunes Store
¥ DEVICE!
¥ SHARED

@ Home Sharing

¥ GENIUS
4 Genius
¥ PLAYLISTS
= iTunes DJ
B 90's Music
& Classical Music
B Music Videos
& My Top Rared
B¢ Recently Added
& Recently Played
A& Top 25 Most Played

Select applications to be installed on your iPhene or drag to a specific home screen.
Drag to rearrange application icons or home screens.



IPhone SDK - Hello World

09/21/2009

' Simulator | Debug

Overview

im| main.m - HelloWorld

N . @ 0[5

Build Build and Go Tasks  Info  Egitor

Q. String Matching

Search

Groups & Files
¥ [ HelloWorld
E| ReadMe.txt
¥|_|Classes
|1| HelloWerldAppDelegate.h
@ HelleWerldAppDelegate.m
|1| MyViewController.h
@ MyViewController.m
w| | Other Sources
|1| HelloWorld_Prefix.pch
@ main.m
P | | Resources
| | Frameworks
| |Products
> Targets
b < Executables
pg Errors and Warnings
v ‘-‘]\ Find Results
» LY Bookmarks
B SCM
. Project Symbols
» [ Implementation Files
b [ NIE Files

|File Name i | % |Code
Background.png

Default.png

Foundation.framework

HelloWorld.app

HelleWorld. xib

HelloWorld_Prefix.pch
HelloWorldAppDelegate.h
HelloWorldAppDelegate.m 28K
lcon.png

[

¥ main.m:1 % <MNo selected symbol>

-
i

a

E.DH.E.H.'?

-

. '...k_.-...#' —r

use, installation, modificotion or redistribution of this Apple sof tware
constitutes acceptance of these terms. If wou do not agree with these terms,
plegse do not use, install, modify or redistribute thiz Apple software.

In conzideration of wour agreement to abide by the following terms, and subject
to these terms, Apple grants wou o personal, non-exclusive license, under
Apple's copyrights in this original Apple softwore (the “Apple Software"d, to
use, reproduce, modify ond redistribute the Apple Software, with or without
modificotions, in source andsor binory forms; provided that if you redistribute
the Apple Software in its entirety ond withoub modifications, wou must retain
thiz notice and the following text and dizclaimers in all zuch redistributions
of the Apple Software.

Meither the nome, trodemarks, service marks or logos of Apple Inc. may be used
to endorse or promote products derived from the Apple Softwore without zpecific

C
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IPhone Simulator

iPhone Simulator Edit

]

Window Hel)

Hardware

-ull Carrier = 11:28 AM

-all Carrier = 11:29 AM

Hello, World!

Contacts

09/21/2009
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Output Binary

Executable “HelloWorld" Info

[ General | Arguments Debugging Comments ]

Name: HelloWorld

Path: HelloWerld.app Choose...

Full Path: fUsers/MvO/Documents/hello worldfbuild/Debug-iphonesimulator/

Helloworld.app .\demo code\001\helloworld\build\Debug-
Path Type: | Not applicable iphoneSimulator\He||0W0r|d app\

use (79 suhwhen oaing framencrs HelloWorld (24.208 bytes)
Use [j for standard input/ouput

Set the working directory to:

® Build Products directory
() Project directory
O Custom directory Choose...

fUsers/MvO/Decuments/hello werld fbuild/Debug-iphonesimulator

HelloWorld

00000010
00000020

00oooo30
ooonoo4o
gooooosa
00000060
oo0ooo7o
gooooog0 05 00 0O 00 02 00 0O 00 0O 00 00 OO SF SF 74 6%
0ooooo%0 78 74 00 00 00 00 OO0 00 OO0 00 00 00 SF SF S4 45
ooooooAd0 58 54 00 00 00 OO0 OO0 OO OO0 00 00 OO FC 21 00 OO
0oooooB0 86 06 OO OO0 FC 11 00 00 02 00 00 OO OO 0O OO0 QO
00ooooco 00 00 o0 o0 00 04 00 80 00 00 00 00 00 o0 o0 oo
0ooooopo  S5F SF 63 73 74 72 69 6E 67 00 00 00 00 00 00 00
000000ED 5F SF 54 45 58 54 00 00 00 00 00 OO0 0O 0O OO0 QO
0000o0F0 24 28 00 00 79 07 00 00 84 18 00 OO0 02 0O OO0 QO
00oooioo 00 00 o0 o0 o0 00 00 00 02 00 00 00 o0 o0 o0 0o
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Mach Header

gooooood CE FA ED FE 07 00 00 o0 03 00 00 00 02 o0 0o oo aib. oo
gooooolo 11 00 00 00 C4 09 00 00 85 00 00 OO0 01 00 00 00 ... A 0. ...
gooooozo 38 00 00 00 5F SF S0 41 47 45 G54 45 52 4F 00 00 8. .. _ PAGEZERO. .
goooooz0 00 00 00 00 00 00 a0 o0 00 10 00 00 0o o0 0o a0 ...l
gooooo40 00 00 OO0 00 00 00 a0 o0 00 00 00 00 Qo0 00 00 a0 ...l
oooooos0 00 00 00 00 01 OO0 OO o0 CO OO0 OO0 OO SF SF 54 45 0000 L _TE
goooooed 58 54 00 00 00 OO0 00 00 00 00 OO0 OO0 00 10 00 00 XT..............
gogooovo 0o 20 00 00 00 OO0 00 00 Qo0 20 00 00 97 00 00 00 . ... L.

gogoooe0 a5 00 00 00 02 00 00 00 00 00 00 00 5F SF 74 o5 ... ... __te
ooooooso 78 Y4 00 00 OO0 00 OO OO OO0 OO0 OO0 OO0 SF SF 54 45 =t. . . ... .... __TE
goooo0a0 58 54 00 00 00 00 OO0 OO0 @0 o0 00 00 FC 21 00 00 XT.......... ul ..
goooooed 86 06 OO0 00 FC 11 00 00 02 00 00 00 00 00 00 00 m.. .. ..........
gogooocCo 00 00 00 00 00 04 00 80 00 OO0 00 OO0 00 OO0 00 a0 ....... | I

gogooold  SF 5F 63 73 Y4 Y2 69 eE 67 00 00 00 00 00 00 00 __cstring.......
ooooooED  SF SF 54 45 58 54 00 00 00 00 00 00O 0O OO0 00 00 __TEXT..........
gogoooFo &84 28 00 00 79 07 00 00 84 18 00 00 02 00 00 00 n(..w...0.... ...
gogoolod Qo 00 00 00 Qo0 00 0o 00 92 00 00 00 90 00 0o 00 ...l

magic . FEEDFACE - Mach-O file
cputype . 7 Intel

cpusubtype : 3

filetype . 2 EXECUTABLE
ncmds o 11

sizeofcmds : 9C4

flags . 85

09/21/2009

Protect what you value.



IPhone Simulator-i386 <--> Device-ARMv6
No Universal Binary Intel-PPC|ARM

# Xcode File FEdit View Project Build Run Design SCM Window & Help
80O

|E| QuickStartViewController.m -

(=] @)

Active SDK
[ iPhone Device 2.2.1 IF
iPhone Device 3.0 QuickStartViewController.m
v iPhone Device 3.1
iPhone Simulator 3.0
iPhone Simulator 3.1 |

l Active Configuration |
v Debug
Release |

Active Target
v ol QuickStart

Active Executable
v QuickStart - <no device available>

Active Architecture B
¥ armvb |« | » | [ QuickStartViewController.m:18 + [E @in
J B T

Y@ Targes r
P oy QuickStart

P (4 Executables - (BOOL)peoplePickerNavigationControll

(ABPeoplePickerNavigationController #)

'O\ Find Results shouldContinueAfterSelectingPers
[ Bookmarks jh
> scm 1

@ Project Symbols NSString* name = (NSString *)ABRec
Pimptement&liun Files self.firstName.text = name;
b {3 NIB Files [name releasel;

'
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mRandom example code - Section File Areas inthe _ TEXT and __ DATA segments.

8000
__common
__bss
9AAC —
__la_symbol_ptr
8000 __nl_symbol_ptr

__data

3000

09/21/2009
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Possible Virus Technigues for OSX Mach-O Files

mNo EP in Mach Header

mChange the immediate bytes at the start or the end of the executable code
itself in the _ text section

mOr by putting a call instruction in these to another section where the real virus
bytes reside.

09/21/2009
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IPhone E-mall

Protect what you value.
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e [IPhone OS v3 works with MobileMe, Yahoo! Mail, Gmail, Hotmail, AOL, most IMAP or
POP malil systems, MS-Exchange (ActiveSync).

=

ﬁﬁange
mobileme

Gmail
YAHOO! MAIL

AOL &

09/21/2009
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» With the iPhone OS v3.0 it is possible to
« create rich HTML E-mail messages, setting the Subject,
» the TO/CC/BCC recipients and include file attachments.

* Images appear inline with text.

« See email attachments like MS-Office documents or PDFs in their original format.

09/21/2009
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 MFMailComposeViewController class — “display a standard email view inside your
application and populate the fields of that view with initial values, such as the subject,
email recipients, body text, and attachments”.

ull ATET = [+ 11:46 AM *!

To: address @example.com

Cc/Bec:

Subject: Hello!

Sent from my iPhone

09/21/2009
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18
*setToRecipients:

*Sets the initial recipients to include in the email’s “To” field.
+- (void)setToRecipients:(NSArray*)toRecipients
eParameters

*toRecipients

— An array of NSString objects, each of which contains the email address of a single recipient.
*Discussion

*This method replaces the previous recipients with the new ones listed in the toRecipients parameter. This method does
not filter out duplicate email addresses, so if duplicates are present, multiple copies of the email message may be sent
to the same address.

*You should call this method before you display the mail composition interface only. Do not call it after presenting the
interface to the user.

* Availability

*Available in iPhone OS 3.0 and later.

*Related Sample Code
MailComposer

*Declared In

*MFMailComposeViewController.h

09/21/2009
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19
*setBccRecipients: (similar setCcRecipients: )

«Sets the initial recipients to include in the email’s “Bcc” field.
«- (void)setBccRecipients:(NSArray*)bccRecipients
eParameters

*bccRecipients

— An array of NSString objects, each of which contains the email address of a single recipient.
*Discussion

*This method replaces the previous blind carbon-copy recipients with the new ones listed in the bccRecipients
parameter. This method does not filter out duplicate email addresses, so if duplicates are present, multiple copies of the
email message may be sent to the same address.

*You should call this method before you display the mail composition interface only. Do not call it after presenting the
interface to the user.

* Availability

*Available in iPhone OS 3.0 and later.

*Related Sample Code
MailComposer

*Declared In

*MFMailComposeViewController.h

09/21/2009

Protect what you value.



20

ssetSubject:

«Sets the initial text for the subject line of the email.
o- (void)setSubject:(NSString*)subject
eParameters

*subject
—The text to display in the subject line.

eDiscussion

This method replaces the previous subject text with the new text. You should call this method before
you display the mail composition interface only. Do not call it after presenting the interface to the
user.

«Availability

*Available in iPhone OS 3.0 and later.

*Related Sample Code
MailComposer

*Declared In

*MFMailComposeViewController.h

09/21/2009
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21
» setMessageBody:isHTML:

* Sets the initial body text to include in the email.

* - (void)setMessageBody:(NSString*)body isHTML:(BOOL)isHTML
* Parameters

* body

— The initial body text of the message. The text is interpreted as either plain text or HTML depending on the value of the isSHTML parameter.

*isHTML

— Specify YES if the body parameter contains HTML content or specify NO if it contains plain text.
* Discussion

 This method replaces the previous body content with the new content. If the user has a signature file, the body content is inserted immediately
before the signature. If you want to include images with your content, you must attach the images separately using the
addAttachmentData:mimeType:fileName: method.

* You should call this method before you display the mail composition interface only. Do not call it after presenting the interface to the user.
* Availability

* Available in iPhone OS 3.0 and later.

* Related Sample Code

» MailComposer

* Declared In

* MFMailComposeViewController.h

09/21/2009
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* addAttachmentData:mimeType:fileName:

* Adds the specified data as an attachment to the message.
* - (void)addAttachmentData:(NSData*)attachment mimeType:(NSString*)mimeType fileName:(NSString*)flename
* Parameters

e attachment
— The data to attach. Typically, this is the contents of a file that you want to include. This parameter must not be nil.
*mimeType

— The MIME type of the specified data. (For example, the MIME type for a JPEG image is image/jpeg.) For a list of valid MIME types, see http://www.iana.org/assignments/media-types/. This parameter must not
be nil.

« filename

— The preferred filename to associate with the data. This is the default name applied to the file when it is transferred to its destination. Any path separator (/) characters in the filename are converted to
underscore (_) characters prior to transmission. This parameter must not be nil.

* Discussion

» This method attaches the specified data after the message body but before the user’s signature. You may attach multiple files (using different file
names) but must do so prior to displaying the mail composition interface. Do not call this method after presenting the interface to the user.

* Availability
» Available in iPhone OS 3.0 and later.

09/21/2009
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IP address seen as Telephone number ©

Cancel

09/21/2009
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IPhone Messages

Protect what you value.
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*IPhone v3 supports MMS

“How was it?
2 )

| .
ajwle|r|fT]¥r]uli]o
als|oJrlalu]a]k

Sl z [xJc]v]e[n]m

L -

L

09/21/2009
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SMS message with Weblink not automatically opened

09/21/2009
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\\192.168.1.55\1.jpg -> \\ and the 1.jpg ignored

09/21/2009
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SMS message with YouTube link not automatically opened

Calch up on fall's hat new shows on
hiip: hoo.com/collections/36!

09/21/2009
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IPhone Copy
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«“Cut, copy, and paste words and photos, even between applications. Copy and paste
Images and content from the web, too. then paste it into an email or MMS.”

Trukip Mokt
- Poopde-wilch in Harsubud
[}

A|s[o|F|a]u] |||
Ll z]x[cvie|nimiL]

09/21/2009
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IPhone Network

Protect what you value.
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*With iPhone v3 it is possible to query the network configuration and/or if a certain
target host would be reachable.

09/21/2009
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*CFNetwork Programming Guide

*CFNetwork is a framework in the Core Services framework that provides a library of
abstractions for network protocols. These abstractions make it easy to perform a
variety of network tasks, such as:

*\Working with BSD sockets

«Creating encrypted connections using SSL or TLS

*Resolving DNS hosts

*Working with HTTP, authenticating HTTP and HTTPS servers
*Working with FTP servers

*Publishing, resolving and browsing Bonjour services

09/21/2009



*CFNetwork Framework Reference
*This collection of documents provides the API reference for the CFNetwork framework.

CFFTPStream

CFHost
CFHTTPAuthentication
‘CFHTTPMessage
*CFNetServices

*CFStream Socket Additions

09/21/2009
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*The CFHost API allows you to create instances of the CFHost object that you can use to acquire host information,
including names, addresses, and reachability information.

*CFHostGetNames
*Gets the names from a CFHost.

CFArrayRef CFHostGetNames ( CEHostRef theHost, Boolean *hasBeenResolved ); Parameters
*theHost

— The host to examine. The host must have been previously resolved. (To resolve a host, call CFHostStartinfoResolution.) This value must not be NULL.

*hasBeenResolved

— On return, contains TRUE if names were available, otherwise FALSE. This value may be NULL.

*Return Value
*An array containing the of names of theHost, or NULL if no names were available.
*Special Considerations

This function gets the names in a thread-safe way, but the resulting data is not thread-safe. The data is returned as a
“get” as opposed to a copy, so the data is not safe if the CFHost is altered from another thread.

09/21/2009

Protect what you value.

35



*CFHostGetReachability

*Gets reachability information from a host.
CEDataRef CFHostGetReachability ( CEHostRef theHost, Boolean *hasBeenResolved ); Parameters
*theHost

— The host whose reachability is to be obtained. The host must have been previously resolved. (To resolve a host, call CEHostStartinfoResolution.) This value must not be NULL.

*hasBeenResolved

— On return, contains TRUE if the reachability was available, otherwise FALSE. This value may be NULL.

*Return Value

*A CFData object that wraps the reachability flags (SCNetworkConnectionFlags) defined in
SystemConfiguration/SCNetwork.h, or NULL if reachability information was not available.

*Special Considerations

*This function gets reachability information in a thread-safe way, but the resulting data is not thread-safe. The data is
returned as a “get” as opposed to a copy, so the data is not safe if the CFHost is altered from another thread.

09/21/2009
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*CFHostinfoType Constants

*Values indicating the type of data that is to be resolved or the type of data that was resolved.

senum CFHostInfoType { KCFHostAddresses = 0, KCFHostNames = 1, kCFHostReachability = 2 };
typedef enum CFHostinfoType CFHostinfoType; Constants

kCFHostAddresses

—Specifies that addresses are to be resolved or that addresses were resolved.
—Declared in CFHost.h.

kCFHostNames

—Specifies that names are to be resolved or that names were resolved.
—Declared in CFHost.h.

*kCFHostReachability

—Specifies that reachability information is to be resolved or that reachability information was resolved.
—Declared in CFHost.h.

09/21/2009
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IPhone Browser
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«JavaScript/Plug-Ins

09/21/2009

il Carrier = 10:44 PM

JavaScript

Plug-Ins

Block Pop-ups ﬂ_

Accept Cookies From visited »

Clear History

Clear Cookies

Clear Cache

Protect what you value.
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Safari AutoFill settings

.ull Carrier <= 10:16 PM

Use Contact Info ﬂ:

My Info None >

Names & Passwords ! l”!

Clear All

Automatically fill out web forms using your
contact info or previous names and
passwords.

09/21/2009

Are you sure you want to clear the AutoFill
data?

Clear AutofFill Data

Cancel

O

Protect what you value.
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*Fraud Warning

09/21/2009

il Carrier = 10:21 PM

Security

Fraud Warning g

Warn when visiting fraudulent websites.

JavaScript
Plug-Ins -QN_
Block Pop-ups m_

Accept Cookies From visited >

Clear History

Clear Cookies

Protect what you value.
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IPhone AddressBook

Protect what you value.
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AddressBook

*The Addressbook not only keeps records of a contact’s
 name and address information, its framework
» can be called by SMS and E-Mail and also by custom third party applications.

09/21/2009
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AddressBook - Personal Information Properties

09/21/2009

« const ABPropertylD kABPersonFirstNameProperty;

« const ABPropertylD kABPersonLastNameProperty;

 const ABPropertylD kABPersonMiddleNameProperty;

« const ABPropertylD kABPersonPrefixProperty;

« const ABPropertylD kABPersonSuffixProperty;

 const ABPropertylD kABPersonNicknameProperty;

« const ABPropertylD kABPersonFirstNamePhoneticProperty;
« const ABPropertylD kABPersonLastNamePhoneticProperty;
 const ABPropertylD kABPersonMiddleNamePhoneticProperty;
« const ABPropertylD kABPersonOrganizationProperty;

« const ABPropertylD kABPersonJobTitleProperty;

 const ABPropertylD kABPersonDepartmentProperty;

« const ABPropertylD kABPersonEmailProperty;

« const ABPropertylD kABPersonBirthdayProperty;

« const ABPropertylD kABPersonNoteProperty;

« const ABPropertylD kABPersonCreationDateProperty;

« const ABPropertylID kABPersonModificationDateProperty;

Protect what you value.
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AddressBook - Getting Personal Information

hd

M3string* nome = (M3String *)ABRecordCopyaluelperson, kABPersonFirstMameProperty’);
zelf . firsthame . text = name;
[name release]; il Carrier = 9:18 PM

s

r 3
Click to GET contact details...
. d

name = {NS5tring #*3ABRecordCopyValue{person, kaBPersonLostMomeProperty’;
self . lastMame .text = name;
[mame release];

i First Name Marius

Last Name van Oers

MSString* comp = (N35tring *ABRecordCopyValuelperson, kABPersonOrganizationProperty’;
self .companyname .text = camp;

[comp release]; Company Name McAfee
1

Job Title AV Research
i Department AVERTLABS
M3String* job = (M3String *)ABRecordCopyValusfperson, kABPerzondobTitleProperty’; Note Note Info for MvO

zelf.jobtitle.text = job;
[dob releoze];

s

M55tring* dep = (MN35tring *ABRecordCopstalue{person, kABPersonDepartmentProperty’;
zelf .department .text = dep;
[dep release];

s

09/21/2009
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AddressBook - Phone Number Property

«const ABPropertylD kABPersonPhoneProperty;
sconst CFStringRef kABPersonPhoneMobileLabel,;
sconst CFStringRef kABPersonPhoneMainLabel;
sconst CFStringRef kKABPersonPhoneHomeFAXLabel,
sconst CFStringRef kABPersonPhoneWorkFAXLabel;
sconst CFStringRef kABPersonPhonePagerLabel;

*ABMultiValueAddValueAndLabel(multi, @"123-456-1000",
. kABPersonPhoneMobileLabel)
ABMultiValueAddValueAndLabel(multi, @"123-456-1001",
. kABPersonPhoneMainLabel)

09/21/2009
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AddressBook - Instant Message Property

sconst ABPropertylD kABPersonlnstantMessageProperty;
sconst CFStringRef kABPersonlnstantMessageServiceKey;
sconst CFStringRef kABPersonlnstantMessageServiceYahoo;
sconst CFStringRef kABPersonlnstantMessageServiceJabber;
«const CFStringRef kABPersonlnstantMessageServiceMSN;
sconst CFStringRef kABPersonlnstantMessageServicelCQ;
sconst CFStringRef kABPersonlnstantMessageServiceAlM,;
«const CFStringRef kABPersoninstantMessageUsernameKey;

09/21/2009
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AddressBook - URL Property

sconst ABPropertylD kABPersonURLProperty;

sconst CFStringRef kABPersonHomePagelLabel,

09/21/2009
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IPhone Malware

Protect what you value.
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IPod trojan

*In September 2006 Apple shipped some iPod devices
that actually had a malicious 32 bit PE binary file, Sl

ravimone.exe Extras

Settings
Shuffle Songs

*Trojan might allow remote control and might call various
weblinks.

*Not Native for Apple

09/21/2009

Protect what you value.

50



IPod virus

In April 2007 Podloso was discovered, being the first

Photos

binary infector for iPod. Videos
Extras

*Needs iPodLinux , install not trivial Settings

Shuffle Songs

*Buggy virus ® ©
*Podloso virus prepends Ox17EF bytes to ELF files

09/21/2009

Protect what you value.

51



09/21/2009
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uickTime
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*QuickTime player supports many audio/video formats:

. QuickTime MOV files

. AVI

. JPEG

. MPEG1, MPEG2, MPEG4
. many more...

oIt is possible to add metadata to iTunes files and to QuickTime movies.
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Exploit-QtRTSP , bad interpretation of rtsp web links which may result in buffer overflows.

B exploit.qt.vir

gooooooo 3C 3F 78 6D BC 20 76 65 72 73 69 6F GE 3D 22 31  <?Eml version="1
gooooolo 2E 30 022 3F ZE 3C IF 71 75 69 63 6B 74 69 6D 65 . 0"Yr<Pgquicktime
goooooz2o 20 74 79 70 65 3D 22 61 70 70 eC 69 63 61 74 B9 type="applicati
oooooo3c eF BE 2F 78 2D 71 75 69 63 6B 74 69 6D 65 2D 6D oncx-quicktime-m
ooooood4o 65 64 69 61 2D 6C 69 6E 6B 22 3F 3E 3C 65 6D 62 edia-link"?r<emb
ooooooso 65 64 20 61 Y5 74 6F 70 6C 61 79 3D 22 74 72 75 ed autoplay="tru
ooooooed  eE 22 20 6D EF Y6 69 65 6E 61 6D 65 3D 22 23 VB &' movienames="#{
gooooo?o 4E 45 57 YD 22 20 71 74 6E 65 78 74 3D 22 23 VB NEW}" gtnext="#{
oooooogo 59 45 41 52 YD 22 20 74 79 70 o5 3D 22 76 69 64 YEAR}" tvpe="wid
ooooooso 65 6F 2F Y1 Y5 69 63 6B 74 69 6D 65 23 7B 41 50 ecs/quicktimsd{AP
ooooooat 50 4C 45 FD 22 20 73 72 63 3D 22 72 74 73 70 3A
ooooooBo  2F 2F 90 90 90 90 90 90 90 90 90 90 90 90 390 90
ooooogco 90 20 90 90 90 90 290 90 20 90 90 90 20 20 90 90
ooooooDo 90 90 90 90 S0 90 90 90 90 S0 90 90 90 90 S0 90
ooooooED 90 90 90 90 50 90 90 90 30 30 90 90 30 30 30 90
ooooogrFo 90 20 90 90 90 90 90 90 20 90 90 90 20 20 90 90
gooooioo 90 90 90 90 S0 90 90 90 90 80 90 90 90 30 380 90
oooooiio 90 20 90 90 90 90 20 90 20 90 90 90 20 20 90 90
ooooolzo 90 90 90 90 90 90 90 90 90 90 90 90 90 90 390 90
ooooo13o 90 20 90 90 90 90 20 90 20 90 90 90 20 20 90 90
ooooold4o 90 90 90 90 S0 90 90 90 90 90 90 90 90 90 S0 90
oooooiso 90 20 90 90 90 90 20 90 20 90 90 90 20 20 90 90
oooooled 90 20 90 90 90 90 90 90 20 90 90 90 20 20 390 90
gooooi?o 90 90 90 90 90 90 90 90 90 390 EE 03 59 EB 05 EA&
ooooolgo F8 FF FF FF 4F 49 49 49 49 49 49 51 54 56 54 53
ooooo1so 36 33 30 56 58 34 41 300 42 36 48 48 30 42 33 30 63I0VE4AOEGHHOEBION
ooooolao 42 43 56 58 32 42 44 42 48 34 41 32 41 44 30 41 BCVEZEDBH4AZADOA
ooooolBo 44 54 42 44 51 42 30 41 44 41 56 58 34 54 38 42 DTEDQEOADAVI4ZER
00o001Co 44 44 4F 4D 4E 4F 4C 36 4B 4E 4D 34 44 4E 49 4F DJOMNOLeKHM4INIO
00o001Do  4F 4F 4F 4F 4F 4F 42 46 4B 58 4E 56 46 42 46 42  OQO0O0OBFKENVEEFE
00o001ED 4B 58 45 54 4E 53 4B 48 4E 57 45 30 44 47 41 30 EEETHSKHNWEODJGAD
ooooolFo  4F 4E 4B 48 4F 44 44 51 4B 38 4F 55 42 32 41 50 ONKHODJIQKSOUEZAP
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Podcasts
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=sp ]

' Kind | Name

MacBreak - clean :-)

iTunes 4

Downloading 1 item
MacBreak 230: Debugging in Xcode / MacBreak (video) (2 minutes remaining)

@ MacBreak 230: Debugging in Xcode / MacBreak {video)

09/21/2009

| status

38.0 MB of 47.0 M8 - 2 minutes remaining
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«Shown WebLink (URL Title) might be completely different then actual WebLink (URL)

*Adware/Spyware/Phish

09/21/2009
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Smart parsing of .mov files might be needed

I gar001.mov
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Podcast with weblink on iPhone

Windstorm's MoRU

STV Iy Ty s

09/21/2009
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Yindstorm’'s MoRU
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Touchscreen controls interferes ®

09/21/2009
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Sync .MQV files to iPhone problematic

"MacBreak 230: Debugging in Xcode” was not copied
because the video format is not supported by the
iPhone “iPhone.

_| Do not warn me again

w 2 total problems

Some of the videos in your iTunes library, including the vid...
For a list of items that could not be copied, click the triangle below.
“MacBreak 230: Debugging in Xcode” was not copied beca...

"MacBreak 28: Four New Mac Gems" was not copied becau. ..

oK
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Proximity
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The Proximity tool can execute AppleScripts upon Bluetooth device

appearance/disappearance

@00 Proximity Preferences

i General = Device | Scripts }

Out of Range Script

When the device mowves out of range (or is powered off), execute this AppleScript:

fvb/conference /vb2007 _vienna/info/01/proximity /bye.scpt

( Clear:'_'l f,’Test"I f’Change:'I

In Range Script

When the device moves in range {and is powered on), execute this AppleScript:

Jvb/conference /vbZ007 _vienna/info/01/proximity/hello.scpt

{Clear ) [Test) I'Change 3

Startup

E Immediately run scripts on startup

Wote: Menitoring must be enabled. Device proximity will be checked and then the
respective script will be executed.
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aee hallo.scpt

@06

Record Stop Run ;Cc-mpile

open location "http://www.apple.com/applescript/”

| Description = Result = EventLog |

Yy Apple - Mac 05 X - AppleScript

@ ahttp:Hm'mr.appie.com}macosx.ffeatu(es{applesc:ipi! 21 Qr Google i

: Apple (67)v Amazon eBay Yahoo! News (129)v

[( " Y Store T iPhone YiPod+iT|mes r Mac T QuickTime { SLD
f

Leopard Sneak Peek Mac OS X Tiger Switch Widgets Downloads Server Developer

AppleScript

New Features Overview Developer Tools Tech Specs

Everyone who uses a computer knows the challenge of performing Explore Mac O
'Y

the same series of tasks over and over again. For example, try to add
a prefix to the names of 75 files in a folder and you'll soon realize Illllla User Int "
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OO0 bye.scpt

Q@ v ¥

N

Record Siop Run ECumpiIe

set the date_stamp to ((the current date) as string)
display dialog the date_stamp buttons {"Clipboard”, "OK"} default
button 2

tell application "System Preferences”

activate

set current pane to pane "com.apple.preferences.users”
end tell

| Description = Result Eventlog |

09/21/2009

Monday, May 28, 2007 2:04:15 PM

( Clipboard ) € 0K )

2006 Accounts

G2 C—

My Account - Password = Picture Login Items = Parental Controls 2

Marius van Oers
Admin
Name: Marius van Oers

Other Accounts

Short Name: MvOD

Change Password...

Address Book Card:

I ~ xf Allow user to administer this computer
{g] Login Options

=

r% Click the lock to make changes. @
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AppleScripts not ASCI text
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xxxE wa . e
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| . ®%x%%

........ V1.V, ..
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.. ascr....ubb-
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IPhone Exploits

*The software on the iPhone may not be always the latest version nor identical to the
software found on regular OSX desktop computers.
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» Thanks for attention !

. Questions?

. E-mail: marius_van_oers@avertlabs.com

09/21/2009

Protect what you value.

70



