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World of Information Warfare

Computer 
Hacking

“Denial of Service” attacks

Computer viruses, 
d l i b b

Eavesdropping

Network Sniffing

worms and logic bombs

WeaponizedOpen source

Password cracking Defacements

Espionage Sabotage

Information 
blockades

Weaponized 
exploits

Agent recruitment

Open source 
intelligence

Deception

blockades

Trojan horse 
programs

Perception 
Management

Network or email 
address spoofingData Modification

(VB2008) Intentions of Capitalistic Malware               Gunter Ollmann & Holly Stewart © 2008 IBM Corporation

Social EngineeringHoax emails
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Who’s outsmarting who?

• “The attacker doesn’t have to be smarter than the protection, 
just smarter than their victim”

• Opportunistic crime

• “Pwn’em all and price’em later” - hackersPwn em all and price em later hackers

“Kill’em all and let God sort’em out” – military

Hack and infect it first, then figure out 
how much the system is worth

• Focus on the Web browser
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Price of an Identity

Social securitySocial security
numbernumberIncremental Identity DetailIncremental Identity Detail

$30$30

Mothers maidenMothers maiden
namename

yy
Each additional piece of identityEach additional piece of identity
Information adds to the value of theInformation adds to the value of the
Tradable identity.Tradable identity.

Date of BirthDate of Birth

PIN numberPIN number

Holder phone numberHolder phone numberCredit card number, Credit card number, ,,
Card holders name, Card holders name, 

Issue/expiry dateIssue/expiry date CVV2CVV2
codecode

Address detailsAddress details
(Street, City, ZIP)(Street, City, ZIP)

$0.5$0.5
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HERDING THEIR VICTIMSHERDING THEIR VICTIMS
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Drive-by-downloads

• Threat category first appeared in early 2002 (e.g. Spyware popups)

• From 2004, encompasses any download that occurs without the 
knowledge of the user

• Exploits vulnerabilities within the 
Web browser or components accessible 
through it (e g ActiveX plugins)through it (e.g. ActiveX plugins)

• Objective of attacker is to install malware

• Commercial “drive-by-download” attacks
from late 2005.
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The Drive-by-download Process
Follow link to 
malicious site

Shellcode designed 
to download package

Page includes 
exploit material

Host 
infected

Package silently 
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downloaded
Malware package 
silently installed
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iFrame Injection

• Avg. 100,000 Web defacements per week (Feb/Mar 2008)

IIS/ASP/SQL and Apache/PHP/MySQLIIS/ASP/SQL and Apache/PHP/MySQL

Most sites do not know they are infected

• iF d i j ti tt k• iFrame code injection attack

Part of an exponential drive-by-download attack business

Embedding a single line of code within the “defaced” pageEmbedding a single line of code within the defaced  page

• Infects all customers that visit the Web site

Installs malware backdoor/bot agents

(VB2008) Intentions of Capitalistic Malware               Gunter Ollmann & Holly Stewart © 2008 IBM Corporation

Monitors everything the customer does 
(steals passwords, credit cards, and other “saleable” data)
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Subscription Based SQL Injection Tools

• Automating the SQL Injection attacks

Specify the injection payloadSpecify the injection payload (default http://www.2117966 [dot] net/fuckjp.js )

Tool checks a site in China to verify 
subscription fees

Connects to Google to search for 
vulnerable sites inurl:".asp" inurl:"a="

St t SQL i j tiStarts SQL injection

– Uses table cursors to enumerate tables on
Microsoft SQL

Seeks columns columns that are of type– Seeks columns columns that are of type 
ntext, text, nvarchar,  or varchar AND the 
table type is a user table and not a system 
table.

Th WHILE l i h l d i h bl l d

Courtesy: http://isc.sans.org/diary.html?storyid=4294
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– Then uses a cursor WHILE loop to iterate the results updating each table.columname and 
injecting the chosen attack string (converts the current data to varchar too)
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The IFRAME Business

iframe URL Servers Exploit Script Servers Malware Servers

Mass-defacements
• XSS Injection
• SQL Injection
• SEO Attacks

Web Browser 
Exploitation
• .JS automated exploits
• ActiveX exploitation

Malware Payloads
• Custom malware
• Dynamic creation
• Embedded exploits

Intentional Inclusion
• 0wned server
• Botnet server

• Missing Codec’s
• Office documents

• Downloaders

• “We pay you”

Fast-flux Services
• Single-flux
• Double-flux
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Double flux
• e.g. Asprox botnet
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Trojan Creator Kits

• Constructor/Turkojan

• V 4 New features• V.4 New features

Remote Desktop

Webcam Streaming

Audio Streaming

Remote passwords

MSN Sniffer

Remote Shell

Advanced File Manager

Online & Offline keyloggerOnline & Offline keylogger

Information about remote 
computer

Etc
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Etc..
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Intercepting Traffic – Man-in-the-browser

Man-in-the-browser
Malware hooks inside the
Web browser

System Reconfiguration
DNS Settings, Local HOST file, Routing 

tables, WPAD and Proxy settings

Trojan 
Application

Local Proxy Agent

OS Hooking
Keyloggers,

Screen grabber

tables, WPAD and Proxy settings
Traditional Malware
Operates and intercepts
data at points through 
which the Web browserLocal Proxy Agent g

TCP/IP Stack Interception
Packet inspection, pre/post SSL logging

which the Web browser 
must communicate 
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MITB – Grabbing Login Credentials

Original pre-login fields
UID, password & site

Modified pre-login fields
Now with ATM details and MMN, p

New fields added
MITB malware

inserted additional
fields. Records them,

and sends them to
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and sends them to
the attacker
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MITB – Grabbing Login Credentials

Modified pre-login fields
Now with ATM details and MMN

Configuration files
XML support, dynamic updatespp , y p

Programmable Interfaces
Malware authors developing an 
extensible platform that can be
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extensible platform that can be 
sold or rented to other criminals
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THE VULNERABILITIESTHE VULNERABILITIES
& EXPLOITS

(VB2008) Intentions of Capitalistic Malware               Gunter Ollmann & Holly Stewart © 2008 IBM Corporation



IBM Internet Security Systems

Shifting Focus & Escalating Timelines

• More than 80% of public exploits are released on the same day as 
the vulnerability
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Shifting Focus & Escalating Timelines

•The main target of 
bli l i hpublic exploits has 

shifted from the 
operating system to 
the browser
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Primary Exploit Target: Browser Plug-Ins

• The majority of publicly 
released exploits are forreleased exploits are for 
browser plug-ins

• The top five most exploited p p
browser vulnerabilities all 
target plug-ins

• Although most active• Although most active 
exploitation focuses on older 
vulnerabilities, newer attack 
tools have automatic methods 
to incorporate the most recentto incorporate the most recent 
exploits
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Most Prevalent Web Browser Exploits
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Plug-in Exploitation Example
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Plug-in Exploitation Example

• Second graphic shows spikes and activity through
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Attackers Want Your Websites

• Mass SQL injection attacks this year

• ASP ColdFusion MySQL

• Plant scripts, iFrames, etc. to infect your customers
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Future Implications

• Toolkit makers can’t yet sustain the cost of original 
researchresearch

• Use of public exploits means that toolkits are easy to 
detect

• What would happen if we took away public exploit 
information?
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THE ATTACK TOOLS & THE ATTACK TOOLS & 
METHODOLOGIESMETHODOLOGIESMETHODOLOGIESMETHODOLOGIES
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Popular drive-by-download exploit packs

• WebAttacker2

• Mpack• Mpack

• IcePack

L li d F hLocalized to French 
in May 2008

• FirepackFirepack

• Neosploit

• Bl k S• Black Sun

• Cyber Bot
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Multipackage 0.2 (looks like modified TrafficPro)
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IcePack

• First appeared in July 2007

• Two versions of IcePack

Basic Version “IcePack Lite Edition” (only has exploits for MS06-014 
and MS06-006) and sold for $30) $

Advanced version “IcePack Platinum Edition”, sold for around $400

• Produced by “IDT Group” in Russian (now translated toProduced by IDT Group  in Russian (now translated to 
English and French)

• Also has “iframer” functions

Used to redirect Web pages with iframes fields to IcePack

• /admin/license
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/ /

Licensed on a per-website basis – “ERROR: Invalid License”
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Iframer Competition

• Selling or leasing exploit code and attack delivery platforms

Outright purchase of the attack engine, with subscription updatesg p g , p p

Weekly-rental schemes of attack platforms

Pay-per-visit or pay-per-infection schemes as simple as Google advertising

iFRAME.BIZ

INET-LUX
Two components sold

Pays iframe hoster based upon 
number of infections…
• $80 per 1000 infections
• Up to $500 per week

iFrame911
Pays iframe hoster based upon 
number of visitors…iFrameBiz.com Two components sold 

for $15
• Multi-exploiter
• Downloader

• Accepts traffic from anywhere
• 30-45% infection rate

• $0.2-$1 per 1000 visitors
• Simple online registration
• Doesn’t accept traffic from 

Russia, Ukraine, China and Japan

Almost identical to iFrame911 
model. Differentiates itself by 
Quality of Service…
• Reliable high speed servers
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p
• Lengthy uptimes
• Doesn’t require ActiveX or Popups
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XSOX – Botnet Anonymizer
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XSOX – Botnet Anonymizer

The monthly subscription price (without limitation): $ 50.00
Weekly subscription price (without limitation): $ 15.00
Special offerSpecial offer:

•Allocation port on the server for access to protocols SOCKS4 / 5 with veb-panelyu Management.
•VIP treatment with full control of its own shell-bots, Screen, Run, the team.
•Actual server with full control.
•SOCKS4 / 5 with multiple random IP addresses on the outlet.
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FORECASTINGFORECASTING
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Future Tends and Expectations

• Continued malicious focus on the end user

New paradigm for security vendorsNew paradigm for security vendors…
Protecting your customer’s customers

• “Time to Exploit” shrinkingTime to xploit shrinking

Probability of 0-day exploitation increasing –
our visibility of them, decreasing

• Consolidation of core money-laundering processes

The mechanics of moving money will be more varied

“identity” currency to morph to more sophisticated “information” 

• Fracturing of “elite” service classes, and franchising of core 
k d l

(VB2008) Intentions of Capitalistic Malware               Gunter Ollmann & Holly Stewart © 2008 IBM Corporation

attack delivery systems
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Why Our Lives May Become a Little Easier…

• The biggest threat to the exploit 
providers are each otherproviders are each other

Protecting their “investment”

Clones driving down priceg p

Becoming more difficult to “maintain a living”

• Barrier to enter “a life of cyber-crime” droppingy pp g

“ankle-biters” causing frustration, forcing mistakes

• If they’re fighting each other, does it give us more time?If they re fighting each other, does it give us more time?

Yes, more time…
… but we’re still being out spent.
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Q i ?Q i ?Questions?Questions?
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