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Ransomware Design (And Why It Is Changing)



What Is Changing?
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Why Is It Changing?
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Agenda Ransomware

https://www.sentinelone.com/labs/crimeware-trends-ransomware-developers-turn-to-intermittent-encryption-to-evade-detection/
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PLAY Ransomware

https://www.sentinelone.com/labs/crimeware-trends-ransomware-developers-turn-to-intermittent-encryption-to-evade-detection/
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BlackBasta Ransomware

https://www.sentinelone.com/labs/crimeware-trends-ransomware-developers-turn-to-intermittent-encryption-to-evade-detection/
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Qyick Ransomware

https://www.sentinelone.com/labs/crimeware-trends-ransomware-developers-turn-to-intermittent-encryption-to-evade-detection/
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The Exotic BlackCat Ransomware



ALPHV/BlackCat: A Formidable Rust RaaS Threat
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Large Configuration Space
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Intricate Encryption Modes
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Intricate Encryption Modes (cont.)
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Intricate Encryption Modes (cont.)
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Encryption Configuration Space: Measurement

Wallclock Processing Time
(sec.)

Data Throughput
(MB/sec.)

Unencrypted Content
(%)

50 MB 500 MB 5 GB 50 GB
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Encryption Configuration Space: Impact - Highlights
AES-NI vs. ChaCha20
Encryption mode: Full

5 GB +51.56 MB/sec. -5.24 sec.

50 GB +53.76 MB/sec. -18.42 sec.
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Encryption Configuration Space: Impact - Highlights

Auto vs. Full

500 MB -178.51 MB/sec.86.68 % -0.82 sec.

50 GB -250.37 MB/sec.98.05 % -117.44 sec.
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Encryption Configuration Space: Impact

The configuration space is impactful
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Where are we? Where are we going?



Where Are We?

Threat actors know where they want to go
Do we?
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Where Are We Going?

Infection prevention remains an absolute priority
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Where Are We Going?

5 days*

~2 min.

Infection prevention remains an absolute priority

*Mandiant M-Trends Report 2022
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Where Are We Going… If Prevention Has Failed?

How good are our file I/O-based detections?
Should we develop new?

What about CPU/memory performance 
signatures?

Detection engineering
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Where Are We Going… If Prevention Has Failed?

Do we need new response logic?

Evidence gathering

Verdict and response

Evidence gathering

Verdict and response

Response
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Where Are We Going… If Prevention Has Failed?

Can we increase attribution confidence? 

Can we better understand and estimate the malware market dynamics?

Threat Intelligence
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Thank you!

@milenkowski

www.linkedin.com/in/aleksmilenkoski/

Aleksandar Milenkoski


