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So let me tell you one story
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Battle.net (Starcraft 2 game network) just
started offering 2-factor authentication. 50
my vid game now has stronger AuthM than

N l'lu =N | I_r

) J‘ @trompi Urgent! Get your free Diablol

GGame here tinyurl.com/getdiablo

® lanitaFestoR72, [+] Tue 12 Jul 21:11 via web in reply to..
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The campaign
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JanitaFest and friends

FrancinelLettman Francine Lettman LJ
itsDOmMHoe21 Hey, | just found this totally free iPod Touch promo

here tinyurl.com/ffreeipod8/?=nj...

hace 2 horas

FrancinelLettman Francine Lettman —_—
He forgot my kiss on Sunday night o O

hace 2 horas

FrancinelLettman Francine Lattrman

im still cooler then all of them *pop collar*
hace 2 horas

FrancinelLettman Francine Lettman

This man told me that he puts orange Fanta in bongs instead of
water

hace 2 horas

FrancinelLettman Francine Lettman

{ yeah the lack of 'sun' this morning has messed with my spelling
hace 2 horas

FrancinelLettman Francine Lettman

| wish yuvi 2 keep his consistency against England like in worldcup
hace 2 horas

FrancinelLettman Francine Lettman
nowplaying Suicide Machines - Sometimes | don't mind
hace 2 horas
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Some patterns
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Campaign Tweets

All of them unique! More difficult to track. However clearly pattern-created.

Example:

@hannahalkaff Fantastic! | just now gotten my own
FREE OF COST $1,000 Victorias Secret Gift Card
coming from tinyurl.com/freevsgc

All links using either tinyurl.com or t.co (disjunctive bot groups).

Example:

tinyurl.com/freebb03 tinyurl.com/freeipod8

tinyurl.com/freebox360 tinyurl.com/freeikea5
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[ VICTORIA'S SECRET 1

Walmart

Save money. Live better.
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Most targeted ones

Number of messages per bait
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g Average number of scam links
per bot is 4,1
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Bot's lifespan

All bots disappear in less than 1.5 hours, excluding outliers

W less 45 minutes
W46 mins - 1,5 hours
® more 1,5 hours

0.00 50.00 100.00
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The scam
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Destination URLS

() freeipadz.info/ta/

Free iPad 2

() freeblackberrynow.info/ ta,‘|

URL Terminated

The TinyURL (freeigs) you visited was used by its creator in violation of our terms of use. TinyURL has a strict no abuse policy and
we apologize for the intrusion this user has caused you. Such violations of our terms of use include:

Spam - Unsolicited Bulk E-mail
Fraud or Money Making scams
Malware

or any other use that is illegal.

LT

If you received spam, please note that TinyURL did not send this spam and we do not operate any email lists. We can not remove
you from spammer's database as we have no association with spammers, but instead we recommend you use spam filtering
software.

About TinyURL

TinyURL.com Is a free URL redirection service that allows you to make a long URL into a more manageable tiny URL. To learn more
about TinyURL, please visit our homepage: http://tinyurl.com/
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http://freelaptopz.info/ta/
http://freexbox4u.info/ta/
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GiftcardPrizesGiveouts.com

GET A FREE

VICTORIA'S SECRE
$1,000 GIFT CARD,

/

ENTER EMAIL:

¢1.000 GIFT CARD

CONTINUE

o

By entering your email and continuing, you certify that you are a US resident over the age of 18 and that you agree to the Privacy Policy and Program Rules.

SUMMARY OF PROGRAM REQUIREMENT“ To receive the reward you must: 1) be a U.S. reskient at jeast 18 years of age or oider; 2} Register with valid nformation; 3) Complete the user surveys; 4) Complete the following
reward offers: 2 Siver, 2 Gold, and 2 Platinum offers (Avadable lewa:d offers will vary. Some reward offers require a purchase. Credit card offers may requare you to acm'ale the card by making a hase, transferming a balance
or taking a cash advance. 5) Follow the redemption instructions. All program requan must be completed within 120 days of the date of regs on. Allow 6-8 weeks for defivery. Limit of one (1) gift per household. No cash
redempiion value. Please read the Program Rules for complete program detads. Your informa will be shared with our marketing partners. Please read the Privacy Policy for more detads.

GiftcardPrizesGiveouts.com is an mdependent rewards program for consumers and s not afflated with, sponsored by or endorsed by any of the Ested products or retadlers. Trademarks, service marks, logos, and/or domain
names (including, without Emitation, the individual names of products and retaders) are the property of thewr respective owners,

Copynght © 2010 GiftcardPrizesGiveouts.com, website. All nghts reserved

Privacy Policy : Program Rules : Unsubscribe
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