
Following the tracks 
Understanding snowshoe spam 

Image source: wikipedia.org 



War on spam… 

•Decline of “botnet” driven spam over the past 12 months 

Image source: cbl.abuseat.org 



Snowshoe spam 
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CAN-SPAM Act of 2003 
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•Functional unsubscribe 

•Postal address 

•No forged headers 

•No sending to harvested addresses 

•Send via your own network 



Spammer’s Dilemma 
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CANSPAM 

Compliance 

Sustainable 

Deliverability 



CANSPAM? 

CANSPAM REQUIREMENTS COMPLIANCE? 

•Functional unsubscribe •Yes (mostly), but most recipients do 

not bother 

•Postal address •Use postal drop boxes to remain 

anonymous 

•No forged headers •Register hundreds or thousands of 

“throw away” domains 

•Send via your own network •Lease hundreds of IP addresses 

from ISPs/Colo/VPS/Cloud 
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Daily distribution by CIDR 
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“Limited Trial of the Revolutionary High-Tech Prado Electronic Cigarette!” 



Snowshoes! 

8 



A closer look… 
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Sending Behavior 

•Statically allocated, dedicated IP addresses 

•Paid for by the spammers 

•Typically hosted in North America 



Top ISPs abused 

ISP 
Message 

count Unique IPs 
3dgwebhosting.com 799490 16570 
SingleHop 136408 2549 
SoftLayer Technologies 106041 1125 
Limestone Networks 64787 1119 
AccelerateBiz 17457 714 

Nobis Technology Group, LLC 55193 697 

Network Operations Center 53988 691 
FDCservers.net 20460 507 
GigeNET 22913 459 
Global Net Access, LLC 35996 422 
FortressITX 16553 398 
LogicWeb 21685 390 
Colostore.com 22069 378 
iWeb Technologies 65480 306 



Financial motivation 

•Money is made via a vast array of affiliate programs 

•Spammer is the affiliate (publisher) 

•Paid via “Cost per Click” or “Cost per Action” 
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Snowshoe vs “criminal spam” 

•Header content 

•Unsubscribe link and contact address 

•Message structure 

•“Call-to-action” 

•Targeted recipients 

•Products advertised 
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VS Solicited bulk email 

•Similar visible content 

•Spam content found in the body 

•Domains used  

•Source and history of IPs used 
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What makes it a problem 

•Volume varies wildly 

•Unsubscribing may not work 

•Lack of action response and action by ISPs 



What can be done? 

•Legislation based on consent (like FISA) 

 

•ISPs must review and take action on abuse 
complaints 

 

•More coordinated monitoring and abuse reporting 

 

•Draw more attention to the problem 



In conclusion 

•It’s a growing problem for many people 

 

•It’s still a spam (unsolicited bulk e-mail) 

 

•It’s very different from a criminal spam 

 

•We need to raise awareness and take action 
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Questions? 
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