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Extensions




What are extensions?

A Software add-ons for the Mozilla Firefox Browser
A Similar to ActiveX

A Coded in JavaScript or C++ etc

A Cross plattform (if correctly implemented ;-)

Y Add-ons - O] x|
iaek Add-ons | Extensions  Themes  Plugins | Installation

ﬂ Restart Firefox to complete wour changes,  Restark Firefox | E |

FFsniFF 0.3
This add-on will be installed when Firefox is restarted.

Malicious Firefox Extensions



The Mozilla Platform

Toolkit

Extension Manager, Update, Moz Storage, Spell Checlang, Brakepad Crash Reporting, ...

Content
wout XUL XB-L SVG
XML User Interface Langauge XML Binding Language Scalable Vector Graphics
DCM CSss
Docurnent Object Model Cascading Style Sheets HTML and XML Parser
NSS / PSM
Network Security Services, Personal Security
Manager
XPCOM

Necko Cross Platform Component Object Model GFX /
Network Thebes
Library “gf:gﬁet Graphics

Bridges JEXV;E: ';::;':)(PCDM Handiing and

5 i Windowing

JavaScript
NSPR Cairo

Netscape Portable Runtime: Cross Platform AP for System Level Functions Graphics

SQLite
Storage



Installation File
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XPI file (ZIP archive)
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' cross plattform installer ; | Chrome.manifest i
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Software Installation

o Only install add-ons from authors whom you trust.

L’S Malicious software can damage your computer or violate your privacy.
You have asked to install the following item:

ok
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very-malicious.®pi  (Author not venifed)
File:: Jf 1C: fdatajtoolsvery-malicious. xpi




Are there many Extensions?

J % Search Add-ons :: Add-ons for Firefox I‘T‘

W Register orLogin  Other Applications
Add-ons for @ Firefox

Firefox 3.x - 22% market share

Firefox Extensions:
A 17 Million downloads / day (1.5 Billons total)
A150 new / day

A 450 updated / day il
Inions

11 Millions

Mozilla Firefox extension downloads in 2009 per day

Source: https://addons.mozilla.org/en-US/statistics

01/01/2009
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What can extensions do? 9 symantec.

sl iy

ARead/write file access 3
ANetwork sockets 3 Powerful
AControl browser Ul 3
AControl submitted information 3 Malware

AControl registry (on Windows) 3
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