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What are extensions?

ÅSoftware add-ons for the Mozilla Firefox Browser

ÅSimilar to ActiveX

ÅCoded in JavaScript or C++ etc

ÅCross plattform (if correctly implemented ;-)
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Installation File

ÅDistributed as XPI 

ïcross plattform installer

ÅMost XPI are unsigned
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.XPI file (ZIP archive) 

Install.rdf
Installer files

Data files (*.JS)

Chrome.manifest

Chrome\*
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Are there many Extensions?

Firefox 3.x - 22% market share

Firefox Extensions:

Å17 Million downloads / day (1.5 Billons total)

Å150 new / day

Å450 updated / day
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Mozilla Firefox extension downloads in 2009 per day

11 Millions

17 Millions

Source: https://addons.mozilla.org/en-US/statistics01/01/2009
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What can extensions do?
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Everything
that Firefox could do

Hmm, 

everythingé

ÅRead/write file access

ÅNetwork sockets

ÅControl browser UI 

ÅControl submitted information

ÅControl registry (on Windows)
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Powerful 

Malware

What can extensions do?


