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LATEST STORIES

- Oracle Say
Catch Up with SAP

- FCC Proposes Easing
Spectrum Bids

- Highlights from
Oracle OpenWorld

- Your Guide to the
Top 5 Green Energy-
Efficie...

- How Many Cloud
Computing Platforms
Can we Ha...

BEST OF THE
BLOGOSPHERE

iPhone's Mediocre
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- - -
Texas Bank Dumps Antivirus :
for Whitelisting : 5
-
The technology, being pushed b Tired of AV and malware, First National Bank of Bosque i 0
vendors as Cisco, is giving IT de o0, b4y adopts application whitelisting instead RELATED - 1

Application whitelisting is a goo
complement to other anti-virus
such as blacklisting, diligent pat
user education.

VIDED

JuLy 11, 2008 | 115 PM

By Paul Korzeniowski
Contributing Editor,Dark Reading

Malicious software is a disease,
conventional-wisdom remedies of
patching, anti-virus deployment z
education haven't proved potent
bring about a cure.

Friend Me Satan!
Brent Rickels, senior vice president at Eirst National Bank of Bosaue County, had
grown tired of dealing with antivirus software. He was tired of reqularly updating
virus signatures, tired of hackers constantly tweaking malware, and tired of
worrying about what users had downloaded onto their PCs. So Rickels dumped the
bank's AV software for a whitelisting product and in the process, become one of its
first commercial customers.

BLAY (15:23)

Enter application whitelisting, a d

approach to the problem of secur Typo Squatting

Contracts

MEDIA

Opinion

HIGHER EDUCATION

Best of the Web

Special Reparts

can't manage their own internet security, but the industry is still a long
nd reliability at an affordable price.

Bill Snow, computer scientist and retired technical
director of the US Mational Security Agency, likens the
technology leap needed to that of the car industry.

“A car built in the 1%30s looks nice and goes fast, but in
an accident, you die,” he told the AusCERT 2008
conference on the Gold Coast last week.

“A mid-2000s car has airbags, seatbelts, engineered
crush zones, traction control and anti-skid brakes, and
in an accident, yvou probably live.”

Companies should be producing "a series of unbroken
products®, rather than “an unbroken series of
products”, Snow says.

That will be a challenge, as industry heavwwweights

5, patching and antivirus software.

1en hackers bulk-harvest in phishing attacks or by keystroke logging,
i availability there are limited opportunities for patching, and antivirus
e of signature variations.

rt advocates a new approach. "Perhaps we should assert what's good,
stuff - the things on blacklists,” he says.

Windows clients. Application whit ) IEIEN
PP First Mational Bank of Bosque County, which serves the Waco, Texas, area and PLAY (05:10)

W manages approximately $100 million in assets, had seen the volume of spam and ~ Typo tting and
Infi sovware jt had to beat back increase tenfold in four vears. So when itwas time for other ways to mess
nfrastructure presentation at the company's IT Security Summit in l:l@l
Security Microsoft London.
and Cisco AR U A - e
Partners Buyers should take advantage of the competitive SLEE I e ST T T2

7 p Security newsletter
www.dcicorporation.con

environment in the anti-virus software industry to

negotiate better prices for such products, he said. Recent Computer & Internet
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Source: Av-test.org
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