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Why implement a security awareness campaign?

Communicate policy to the user community and encourage compliance

Mitigate the Security versus Usability equation

Defend against social engineering threat components

User awareness enhances the overall security profile

What do we want to accomplish by making users aware of security?

Encourage safe usage habits and discourage unsafe behavior

Change user perceptions of information security

Inform users about how to recognize and react to potential threats

Educate users about information security techniques they can use

How do we get the desired results?

Build interest

Educate

Communicate

Repeat



Delivering a consistent message about 
the importance of information security

Convincing user to develop and maintain 
safe computer usage habits

Motivating users to take a personal 
interest in information security

Giving end user security awareness a 
higher priority within your organization

Developing materials that deliver a clear 
message about security topics



End User Security and 
Awareness programs reside in the 
Policies, Procedures, and 
Awareness layer of the Defense 
in Depth security model

User security awareness can 
affect every aspect of an 
organizationõs security profile

User awareness is a significant 
part of a comprehensive security 
profile because many attack 
types rely on human intervention 
to succeed
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